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Model
restrictions

M Preface

Preface

Thank you for your confidence in us!

The LANCOM switch models LANCOM ES-2126+ and LANCOM ES-2126P are
ideally suited to small, medium-sized and performance networks in business
environments.

The LANCOM ES-2126+ switch features 24 Fast-Ethernet and two combo
ports (TP/SFP), it integrates perfectly into LANCOM's Advanced Routing und
Forwarding and it supports up to 256 active VLANS. It uses bandwidth control
to prioritize the data traffic according to predefined criteria (e.g. voice data or
certain ports).

Furthermore the LANCOM ES-2126P switch supports Power-over-Ethernet for
connected network devices. The overall power output of 185 Watts from the
PoE supply can be flexibly divided between the ports.

The LANCOM switch can be managed with the clearly structured Webconfig
and is supported by the LANCOM Management Tools (LANconfig and
LANmonitor).

Model variants

This documentation is intended for LANCOM switch users. The following
models are available:

B The LANCOM ES-2126+ without PoE support.

m The LANCOM ES-2126P with PoE support.

Passages applying only to certain models are identified either in the text itself
or by a comment in the margin.

Otherwise the documentation refers to all models collectively as the LANCOM
switch series.

This documentation was created by ...
... several members of our staff from a variety of departments in order to
ensure you the best possible support when using your LANCOM product.

Should you find any errors, or if you would like to suggest improvements, ple-
ase do not hesitate to send an e-mail directly to:

info@lancom.de

Our online services www.lancom-systems.com are available to you
around the clock if you have any questions on the content in this
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manual, or if you require any further support. The area 'Support' will
help you with many answers to frequently asked questions (FAQS).
Furthermore, the knowledgebase offers you a large reserve of infor-
mation. The latest drivers, firmware, utilities and documentation are
constantly available for download.

In addition, LANCOM Support is available. For telephone numbers
and contact addresses for LANCOM Support, please refer to the enc-
losed leaflet or the LANCOM Systems Web site.

Very important instructions. Failure to observe these may result in damage.

Important instruction that should be observed.

SASKS,

Additional information that may be helpful but is not essential.
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actions. TACACS+ is an alternative to other AAA protocols such as
RADIUS.

IGMP Snooping:
Support IGMP version 2 (RFC 2236): The function IGMP snooping is used
to establish the multicast groups to forward the multicast packet to the

member ports, and, in nature, avoid wasting the bandwidth while IP mul-
ticast packets are running over the network.

11
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1.2 Just what can your LANCOM switch do?

Hardware
Supports 24-port 10/100M TP ports with Nway and auto MDIX function v v
2 Gigabit dual media ports(TP/SFP) v v
On-line pluggable fiber transceiver modules v (4
256KB packet buffer and 128KB control memory v v
Maximal packet length can be up to 1536 bytes v v
Full-duplex flow control (IEEE802.3x) and half-duplex backpressure v v
Ssatus LEDs
System: Power, CPURUN, ACT / FDX / SPD(LEDSET) v v
TP Port 1-24: LINK/ACT, FDX, SPD v v
SFP-Ports 25,26: LINK/ACT, FDX, SPD v v
PoE support
PoE with 48VDC power through RJ-45 pin 1, 2, 3, 6. v
Powered Device(PD) auto detection and classification. v
PoE-PSE status and activity LED indicator. v
Management
Concisely the status of port and easily port configuration v v
Per port traffic monitoring counters v v
Port mirror function v v
Static trunk function v v
802.1Q VLAN with 256 entries. 4 4
DHCP Broadcasting Suppression to avoid network suspended or v v
crashed
Trap event while monitored events happened v v
Default configuration which can be restored to overwrite the current v v
configuration which is working on via web browser and CLI

12
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v

5 kinds of QoS, are as follows, MAC Priority, 802.1p Priority, IP TOS Pri-
ority, and DiffServ DSCP Priority.

WEBconfig and CLI management over telnet

WEBconfig with optional SSL-encryption and CLI management over SSH

Rapid Spanning Tree (802.1w RSTP)

802.1x port security on a VLAN

SNMP access can be disabled and prevent from illegal SNMP access

Ingress, Non-unicast and Egress Bandwidth rating management

The trap event and alarm message can be transferred via e-mail and
mobile phone short message

Diagnostics to let administrator knowing the hardware status

External loopback test to check if the link is ok

TFTP for firmware upgrade, system log upload and config file import/
export

Remote boot the device through user interface and SNMP

RIS XSS SN NS

Network time synchronization and daylight saving

TACACS+ for authorization, authentication and accounting (AAA)

SIS NISS SIS ISR IN ) S

120 event log records in the main memory and display on the local con-
sole

AN

Options

LANCOM SFP Transceiver:
Item no. 61556 LANCOM SFP-SX-LC1
[tem no. 61557 LANCOM SFP-LX-LC1

AN
AN

13
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2.1

2.2

Installation

This chapter will assist you to quickly install hardware and software. First,
check the package contents and system requirements. The device can be
installed and configured quickly and easily if all prerequisites are fulfilled.

Package content

Before beginning with the installation, please check that nothing is missing
from your package. Along with the LANCOM switch the box should contain
the following accessories:

Power cord

19" adapter (2 pieces) and mounting materials

Serial configuration cable

LANCOM CD

SIS NN S
RIS SN S

Printed documentation

Should anything be missing, please take up immediate contact to your dealer
or to the address on the delivery note supplied with your device.

System requirements

Computers that connect to a LANCOM must meet the following minimum
requirements:

W Operating system with TCP/IP support, such as Windows, Linux, BSD Unix,
Apple Mac OS, 0S/2.

B Access to the LAN via the TCP/IP protocol.
B Browser for Web-based configuration.

The LANtools also require a Windows operating system. A web brow-
@ ser under any operating system provides access to WEBconfig.
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2.3 Status displays and interfaces

Meanings of the LEDs
The following section describes the meaning of the LEDs.

Please be aware that LANmonitor shows far more information about

the status of the LANCOM switch than the LEDs '— Monitoring the

LANCOM switch with LANmonitor'.
2.3.1 LEDs and buttons on the LANCOM ES-2126+

Located on the front of the device are light-emitting diodes (LEDs) that pro-
vide information on device status, and also two buttons.

[ ) )
T L

DDDDDD

CPURUN@® @ FDX
[

PWR@ @ SPD T

RESET LED SET

LINK @
B @

ACT @

O Reset Button to re-start the system.
@ cruRUN Blinks green if the CPU is running without problem.

15
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©® Pwr
O AcT
6 rox
0O s

@ LEDSET

O unk

Port 1to 24

© ACTIFDX/SPD
Port 1 to 24

@ Link

Port 25 and 26

@ r8

Port 25 and 26

@ AcT

Port 25 and 26

2.3.2
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Power LED: Constant green when power is supplied to the device.

Constant green when the LED mode is set to "Active".

Constant green when the LED mode is set to "Full-Duplex".

Constant green when the LED mode is set to "Speed".

Button to switch the LEDmode between -“Active”, “Full-Duplex” and “Speed”.

Constant green when the network connection is established to the connected
device. Off if no network connection can be established to the connected
device.

This LED displays the following information depending on the selected LED
status:
m LED mode “Active”: Blinks yellow during data transfer.

B LED mode “Full-Duplex”: Constant green when full-duplex mode is active
for this port; blinks yellow in case of collisions.

B LED mode “Speed”: Constant yellow when the 100 Mbps mode is active.
Off when the 10 Mbps mode is active.

Constant green when the network connection is established to the connected
device. Off if no network connection can be established to the connected
device.

Constant green when the optical port is active. Off when the TP port is active

This LED displays the following information depending on the selected LED
status:

B LED mode “Active”: Blinks yellow during data transfer.

B LED mode “Full-Duplex”: Constant green when full-duplex mode is active
for this port; blinks yellow in case of collisions.

B LED mode “Speed”: Constant green when the Gbps mode is active. Off
when the 10 Mbps or 100 Mbps mode is active.

LEDs and buttons on the LANCOM ES-2126P

Located on the front of the device are light-emitting diodes (LEDs) that pro-
vide information on device status, and also two buttons.

R e e .
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LANCOM — PoE-ACT LANCOM ES-2126P
Systems 25

@ LINK

@ ACT/FDX/SPD @ ACT

CPU @ @ LINK @ FDX

@ ACT/FDX/SPD @ SPD L4 b
26 LEDSET  RESET

POWER @

5
[ ]
6
[ ]
(]
7
[ ]
8

© cruRUIN Blinks green if the CPU is running without problem.
@ PR Power LED: Constant green when power is supplied to the device.
© PoE-ACT Constant green when the device connected to this port is powered via PoE.
O LNk Constant green when the network connection is established to the connected
Port 10 24 device. Off if no network connection can be established to the connected
device.

© ACTIFDXISPD This LED displays the following information depending on the selected LED
Port 1 to 24 status:

m LED mode “Active”: Blinks yellow during data transfer.

m LED mode “Full-Duplex”: Constant green when full-duplex mode is active
for this port; blinks yellow in case of collisions.

B LED mode “Speed”: Constant yellow when the 100 Mbps mode is active.
Off when the 10 Mbps mode is active.

O AcT Constant green when the LED mode is set to "Active".

17
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7]
(8]
o
[10)
1)
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FDX
SPD
LEDSET
Reset

FX
Port 25 and 26

2.3.3

2.4

Constant green when the LED mode is set to "Full-Duplex”.

Constant green when the LED mode is set to "Speed".

Button to switch the LEDmode between -“Active”, “Full-Duplex” and “Speed”.
Button to re-start the system.

Constant green when the optical port is active. Off when the TP port is active.

Connectors on the LANCOM ES-2126+ and LANCOM ES-2126P

The following connectors are located on the rear of the device.

(2]

@ Connector for serial configuration cable for direct configuration.

@ Connector for IEC power cable for power supply.

Mounting and connecting up the LANCOM switch
Installating the LANCOM switch involves the following steps:

(1 Mounting — The device is designed for mounting in an available 19” unit
in a server cabinet. If necessary fix the rubber pads to the underside of the
device to prevent any scratching to other equipment.

Ensure that the device has sufficient ventilation to prevent damage
from excessive heat build-up.

(2 LAN connection — Connect the network devices to the ports of the LAN-
COM switch by means of a suitable twisted-pair cable (TP cable). The con-
nectors automatically detect the avalable data transfer speeds and the pin
assignment (autosensing).

Use only standard TP cables of category CAT 5e or better with a maxi-
mum length of 100 m to ensure the best possible transfer of data.
Cross-over cables can be used thanks to the auto-sensing function.
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If optical connections are to be used, additional modules can be
purchased as accessories.

(3 Configuration via serial ports — In order to configure the LANCOM
switch directly, connect the serial configuration cable (supplied) to the
COM port of the device. Connect the other end of this cable to an avai-
lable COM port (RS 232) on a PC. Instructions on carrying out a configu-
ration via the serial interface and on enterning relevant parameters via a
terminal program are available under — 'Starting the Command Line
Interface via serial connection' in the following chapter.

) Supply power and switch on — Supply power to the device by means of
the IEC power cable.

(5) Ready for operation? — After a brief self-test, the power LED lights up
continuously. Green LAN-LINK LEDs show which LAN connectors are
being used for a connection.

Software installation

The following section describes the installation of the Windows-compatible
system software LANtools, as supplied.

You may skip this section if you use your LANCOM switch exclusively
@ with computers running operating systems other than Windows.
Starting the software setup

Place the product CD into your drive. The setup program will start automati-
cally.

If the setup does not start automatically, run AUTORUN.EXE in the
@ root directory of the LANCOM CD.

19
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In Setup, select Install software. The following selection menus will appear

on screen:
#53 Setup Wizard =
Software Components —
Specify which software components you want to be installed during setup. @

Flace a checkmark beside each zoftware component you want to inztall, or remove the
checkmark to exclude it from installation.

E

oG g
LANmonitar
@ D ocumentation

Enables you to configure your LAMCOM device in ease from your
computer,

2.5.2  Which software should | install?

B LANconfig is the Windows configuration program for all LANCOM
devices. LANconfig searches for all LANCOM devices in your network.
You can use this to start the Web-based configuration of a LANCOM

switch.

m With LANmonitor you can use a Windows computer to monitor all of
your LANCOM devices. This program displays all important status infor-
mation for a LANCOM switch, such as link status or port PoE state.

m With Documentation you copy the documentation files onto your PC.

Select the appropriate software options and confirm your choice with Next.
The software is installed automatically.

20
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Configuring and monitoring the LANCOM
switch

Configuration options

There are two different methods of configuring the device.

B By means of a graphical user interface or via a browser (WEBconfig). This
option is only available if you have network access to the device's IP
address from your computer. With a LANCOM ES-2126+ you can access
WEBconfig via a encrypted connection over SSL as well.

Instructions for configuring the device with WEBconfig are available in the
chapter "Web-based configuration”.

B Text-orientated configuration via a console (Command Line Interface —
CLI): This method of configuration, which requires a program such as Tel-
net, SSH (LANCOM ES-2126+ only) , Hyperterminal, or similar, can be con-
ducted over a network connection or with a direct connection via serial
interface (RS-232).

Instructions for configuring the device with CLI are available in the chap-
ter "Command line interface".

Starting WEBconfig

There are two ways of starting the configuration by browser:

| If you know the device's IP address, simply enter this into the address line
in the browser. The factory settings for accessing the device are: User
name "admin”, password "admin".

Datel Bearbeiten Ansicht (Chromk  Lesezeichen Extras  Hife

@D - @ O @D w25 2B G oo =[5

Please Input Username & Password
Username: |admin
Password: l*****—

21
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m If you do not have the device's IP number, LANconfig can be used to
search for it. To start LANconfig click on Start > Programs » LANCOM
» LANconfig.

File Edit Device View Tools Help

D% ELHE|SE| M BE EReEea s R

{3 LANconfig Mame | Address | Device Status | Progi
GURES-2126P_QS_MP 10.99.8.50 ok
4]

IJJJ Address | Message

LANconfig automatically searches for all available devices in your net-
work. Any available LANCOM devices will be displayed in the list, inclu-
ding the LANCOM switch. Double-click on this entry to start the browser
automatically with the correct IP address.

What is the IP address of my LANCOM switch?

The current IP address of the LANCOM switch after being switched on depends on the network
constellation.

Networks with DHCP server — In its factory settings, the LANCOM switch is set for auto DHCP
mode, meaning that it searches for a DHCP server to assign it an IP address, subnet mask and
gateway address. The assigned IP address can only be determined by using the appropriate
tools or via the DHCP server. If the DHCP server is a LANCOM device, the IP address of the LAN-
COM switch can be read out from the DHCP table. If this is the case, the LANCOM switch can
be accessed from any network computer that receives its IP address from the same DHCP server.

Network without a DHCP server — If no DHCP server is present in the network, the LANCOM
switch automatically adopts the address "172.23.56.250" (LANCOM ES-2126+) or
"172.23.56.251" (LANCOM ES-2126P).

If this is the case, the LANCOM switch can be accessed from any network computer with its IP

address set to the address range "172.23.56.x".

22
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Starting the Command Line Interface over the network

If you know the device's IP address (see section above) and the LANCOM
switch is accessible from your computer via the network, the you can use the
command line interface via the network.

@ To do this, start a console such as Telnet and enter the device's IP address
as the target.

@ Log on with user name and password (default: admin, admin).

-_Jl C:\WINDDOWS'\ system32'\telnet.exe
Welcome to Microsoft Telnet Client

Ezcape Character iz ‘CTRL+1’
Microsoft Telnet> open 172.23.56.251_

. Telnet 192.168.2.25

Managed Switch — LANCOM GS5-2124

Login: admin
Password: _

Starting the Command Line Interface over the serial connection

If you do not know the IP address of the device, you can use the command
line interface via a serial connection.

@ Use the serial configuration cable to connect the LANCOM switch to the
configuration computer (— "Mounting and connecting up the LANCOM
Switch").

@ Start a terminal program on the configuration computer, such as Hyper-
terminal under Windows. Use the following parameters for the connec-
tion:

Baud rate: 115200

Stop bits: 1

Data bits: 8

Parity: N

Flow control: None

o o o o
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® Log on with user name and password (default: admin, admin).

Which configuration does the device use?

The switch supports four different configurations: The start configuration, the
current working configuration, the user configuration and the default confi-
guration.

@ Start configuration

At the system start, the device takes the parameters from the start confi-
guration and copies these to the working configuration. On shipping, the
start configuration is the same as the default configuration.

To change the start configuration, the altered parameters have to be
@ saved as the start configuration.

@ Working configuration:

This is the currently active configuration in the device. It can be changed
at any time. All changes to the configuration are saved here. Each time
you make changes and press <Apply>, the changes are stored to the wor-
king configuration.

The changes to the working configuration are not automatically
adopted for the start configuration. They have to be saved specifically
as the start or user configuration. If you do not save the changes to
your working configuration, they will be lost and the previous start
configuration will be active when you start the system the next time.

@ User configuration:

This configuration exists for specific requirements or for making backups.
You can save any state of the working configuration as a user configura-
tion and restore this state later or with the function “Restore user confi-
guration”.

If the start configuration is defective and the the device is not avai-
lable via network, you use the serial configuration interface and the
Command Line Interface to reload a functional start configuration.

@ Default configuration
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This is the default configuration and it cannot be altered. The web user
interface has the following options to restore the switch to its default
setting.

|

With the function "restore default configuration included default IP
address” you can reset the switch to the factory default settings
(including the administrator’s password and the auto DHCP setting).

With the function “restore default configuration without changing
current IP address” you can reset the switch to the factory default set-
tings, but without changing the IP address. You can access the switch
at its last IP address.

With the serial configuration interface you can reset the switch to the
factory default setting, without knowing the current administrator’s
password. To do this you have to set up a serial connection to the
device as described in — ’Start Command Line Interface via serial
connection’. In the terminal program, before you enter the username
press CTRL+Z, enter “RESET” as the username and the MAC address
(without blank characters) as the password.

©

This action starts the reset process and all settings will be reset to the
factory default state, including the administrator’s password and the
auto DHCP setting.

Save/Restore

Configuration

Save Start Save as Start Configuration
Save as User Configuration

Restore Default Restore Default Configuration including default ip address

Restore Default Restore Default Configuration without changing current ip address

Restore User Configuration

Save as start configuration

Here you can save your current configuration to the flash memory as a
start configuration.

Save as user configuration

25
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Here you can save the current configuration to the flash memory as a user
configuration.

B Restore default configuration (includes default IP address)

Here you can reset the switch to its factory settings. The default configu-
ration replaces the start configuration. The device is reset to Auto DHCP
and it retrieves its IP address from a DHCP server in the network. If no
DHCP server is available, the device takes the IP address “172.23.56.252”
(LANCOM ES-2126+) or “172.23.56.251” (LANCOM ES-2126P).

B Restore default configuration (excludes current IP address)
Here you can reset the switch to its factory settings. The default configu-
ration replaces the start configuration. However, the switch’s current IP
address as set up by the user is not changed and will NOT be restored to
the default value.

B Restore user configuration
Restore User Configuration function retrieves the previous confirmed wor-
king configuration from the flash memory to update the start configura-
tion. After restoring the configuration, the system’s start configuration is
updated and activated after rebooting.

Config file
Configure Export/lmport File Path
TFTP Server IP 0.0.0.0
BvortFiopain |
mporFiopan |
m Config file

With this function you can backup or reload the start and user configura-
tion via TFTP.

B Parameter
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O Export file path:
Export start: You can export the start configuration from the flash
memory.

Export user conf.: You can export the user configuration from the
flash memory.
O Import file path:

Import start: You can import the start configuration to the flash
memory here.

Import user conf.: You can import the user configuration to the
flash memory here.

3.3 Monitoring the LANCOM switch with LANmonitor

The current state of the device and all ports can be monitored using the LEDs
on the front panel. With LANmonitor the devices can be observed from any
workstation without being able to see the LEDs. Besides the status informa-
tion provided by the LEDs the LANmonitor provides further important infor-
mation on the ports.

3.3.1 Ethernet port status

LANmonitor displays the current status of all of the device's Ethernet ports.
This includes monitoring of the state as configured by the admin (config state)
and the actual state (link state) of the port. Each port is displayed with two
colored symbols in LANmonitor:

(S ianmonitor ~=lol x|

File Device View Tools Help

e N RN A =R R R TS

=
BT Fast Ethernet-Port-1
----- - Config state: Down
----- T Link state: Down

----- ™ VLAN-ID: 192

=% Fast Ethernet-Port-2

----- W~ Config state: Up

----- W Link state: Down

----- 3 VLAN-ID: 1

=% Fast Ethernet-Port-3

----- W~ Config state: Up

----- S Link state: Up

----- % Speed,Duplex: 100M/Full

----- 3 VLANAID: 1 x|

| The left icon shows the config state:

27
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3.3.2

00 Gray: The port is deactivated in the configuration
O Yellow: The port is activated in the configuration
M The right-hand icon shows the link state:
0 Gray: No active network device is connected to the port
0 Green: A network device is connected to the port and active

Apart from the status, LANmonitor displays the VLAN ID for each port and the
detected data rate at active ports connected to active network devices.

Port PoE status

LANmonitor displays the current PoE status of all of the device's ports. This
includes the state configured by the admin (PoE enabled or disabled) and the
current power feed to connected devices. Each port is displayed with two
colored symbols in LANmonitor:

rE— -0l

File Device View Tools Help

e N RN A =R R R TS

lep ES-2126P_QS_MP N
-3 Ethernet ports
EI§ PoE: Active
= § Summary
: § Total power: 185 W
§ Actual power: 27 W
E|§ Ports

Bl Port-1

- § Status: Disabled
Port-2
§ Status: Supply inactive
Port-3
Port-4

Port-7
b 4 Status: Supply active
e § Power dassification: Class 2 LI

B The left icon shows the PoE configuration:
O Gray: PoE feed for the port is deactivated in the configuration
O Yellow: PoE feed for the port is activated in the configuration
B The right-hand icon shows the current power feed.
O Gray: No PoE-powered device is connected to this port
O Green: A PoE-powered device is connected to this port and is being
fed with power

Along with PoE status, LANmonitor also shows the PoE class as detected for
the powered devices. When a Powerded Device (PD) is connected, the Power
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Source Equipment (PSE) measures the power requirement of the device.
Power requirements of the PDs are classified as follows:

0 default 0,44W-1295W

1 optional 0,44 W -3.84W

2 optional 3,84 W-6.49W
3 optional 6,49W-12.95W -

4 reserved 154 W
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Operation of Web-based Management

This chapter instructs you how to configure and manage the PSES-2126C
through the web user interface it supports, to access and manage the 24 10/
100Mbps TP + 2 Gigabit dual media ports with TP/SFP Fiber management
Ethernet switch. With this facility, you can easily access and monitor through
any one port of the switch all the status of the switch, including MIBs status,
each port activity, Spanning tree status, port aggregation status, multicast
traffic, VLAN and priority status, even illegal access record and so on.

The default values of the managed switch are listed in the table below:

IP Adress 172.23.56.250 172.23.56.251
Subnet Mask 255.255.255.0 255.255.255.0
Default Gateway 172.23.56.254 172.23.56.254
Default DNS-Server 172.23.56.254 172.23.56.254
Username admin admin
Password admin admin

After the managed switch has been finished configuration in the CLI via the
switch’s serial interface, you can browse it. For instance, type http://
192.168.1.1 in the address row in a browser, it will show the following screen
and ask you inputting username and password in order to login and access
authentication. The default username and password are both “admin”. For the
first time to use, please enter the default username and password, then click
the <Login> button. The login process now is completed.

Alternatively you can login to the decive using an secure and encrypted con-
nection via HTTPS and the Secure Sockets Layer SSL (LANCOM ES-2126+ only).
The switch already contains the required certificate.

In this login menu, you have to input the complete username and password
respectively, the switch will not give you a shortcut to username automatically.
This looks inconvenient, but safer.

In the switch, it supports a simple user management function allowing only
one administrator to configure the system at the same time. If there are two
or more users using administrator’s identity, the switch will allow the only one
who logins first to configure the system. The rest of users, even with adminis-
trator’s identity, can only monitor the system. For those who have no adminis-
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trator’s identity, can only monitor the system. There are only a maximum of
three users able to login simultaneously in the switch.

To optimize the display effect, we recommend you use Microsoft IE 6.0 above
or current FireFox and have the resolution 1024x768. The switch supported
neutral web browser interface.

Web Management Home Overview

After you login, the switch shows you the system information. This page is
default and tells you the basic information of the system, including “Model
Name”, “System Description”, “Location”, “Contact”, “Device Name”, “System
Up Time”, “Current Time”, “BIOS Version”, “Firmware Version”, “Hardware-
Mechanical Version”, “Serial Number”, “Host IP Address”, “Host MAC
Address”, “Device Port”, “RAM Size” and “Flash Size”. With this information,
you will know the software version used, MAC address, serial number, how

many ports good and so on. This is helpful while malfunctioning.

System Information

Model Name LANCOM ES-2126+
System Description 24 Fast Ethernet + 2 Gigabit L2 Managed Switch

E s

R

BT A N 2 Days 13 Hours 47 Mins 53 Secs
Current Time Mon Jul 13 17:53:25 2009
[BOsversion [N

[Frmuare versen M8

ardwars Hecharica Version SR

Serial Number 142302000153

HostIP Address 10.1.140.208

Host MAC Address 00-A0-57-15-02-36
T I . 1 TP 24 iver 2
32m

EEET N

The Information of Page Layout

On the top side, it shows the front panel of the switch. In the front panel, the
linked ports will display green; as to the ports, which are link off, they will be
dark. For the optional modules, the slot will show only a cover plate if no
module exists and will show a module if a module is present. The image of
module depends on the one you inserted. The same, if disconnected, the port
will show just dark, if linked, green.

In this device, there are clicking functions on the panel provided for the infor-
mation of the ports. These are very convenient functions for browsing the
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information of a single port. When clicking the port on the front panel, an
information window for the port will be pop out.

System Information

LANCOM ES-2126+
24 Fast Ethernet + 2 Gigabit L2 Managed Switch

A hitp://192.168.2

Port 2 Detail Information

e
[Sae [
Auto Negotiation Enabled
SpeedDuplex 100M/Full
Rx Pause ON

Tx Pause OFF

Tx Byte 18647541
Rx Byte 73685079
Tx Packet 48437

Rx Packet

The figure shows the basic information of the clicked port. With this, you'll see
the information about the port status, traffic status and bandwidth rating for
egress and ingress respectively.

On the left-top corner, there is a pull-down list for Auto Logout. For the sake
of security, we provide auto-logout function to protect you from illegal user as
you are leaving. If you do not choose any selection in Auto Logout list, it
means you turn on the Auto Logout function and the system will be logged
out automatically when no action on the device 3 minutes later. If OFF is cho-
sen, the screen will keep as it is. Default is ON.

On the left side, the main menu tree for web is listed in the page. They are
hierarchical menu. Open the function folder, a sub-menu will be shown. The
functions of each folder are described in its corresponded section respectively.
When clicking it, the function is performed. The following list is the full func-
tion tree for web user interface.
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Logout

System

System Information

B Function name: System Information
W Function Description: Shows the basic system information.
W Parameter Description:

O Model name: The model name of this device.

Root
4{ Systemn | |
Faort

——— PoE ‘ |

I SHMP
—————1 DHCP Boot |

I IGMP Snooping
—— AN ‘

| MAC Table
—— GvRP ‘

| TP
4{ Trunk ‘

| B02.1x
4{ Alarm ‘

I Configuration
4{ Security ‘

| Bandwidth
%—{ Qo5 %

I Diagnostics
4‘ TFTP Server ‘ |

Laog

4‘ Firmware Upgrade ‘ |

l Reboot
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|
O
|

System Description: As it is, this tells what this device is. Here, it is
“24-Port 10/100BaseT/TX Managed PoE Switch”.

Location: Basically, it is the location where this switch is put. User-
defined.

Contact: For easily managing and maintaining device, you may write
down the contact person and phone here for getting help soon. You
can configure this parameter through the device’s user interface or
SNMP,

Device name: The name of the switch. User-defined. Default is PSES-
2126C.

System up time: The time accumulated since this switch is powered
up. Its format is day, hour, minute, second.

Current time: Show the system time of the switch. Its format: day of
week, month, day, hours : minutes : seconds, year. For instance, Tue
Apr 20 23:25:58 2005

BIOS version: The version of the BIOS in this switch.
Firmware version: The firmware version in this switch.

Hardware-Mechanical version: The version of Hardware and Mecha-
nical. The figure before the hyphen is the version of electronic hard-
ware; the one after the hyphen is the version of mechanical.

Serial number: The number is assigned by the manufacturer.
Host IP address: The IP address of the switch.

Host MAC address: It is the Ethernet MAC address of the management
agent in this switch.

Device Port: Show all types and numbers of the port in the switch.
RAM size: The size of the DRAM in this switch.
Flash size: The size of the flash memory in this switch.

IP Configuration

IP configuration is one of the most important configurations in the switch.
Without the proper setting, network manager will not be able to manage or
view the device. The switch supports both manual IP address setting and
automatic IP address setting via DHCP server. When IP address is changed,
you must reboot the switch to have the setting taken effect and use the new
IP to browse for web management and CLI management.
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IP Configuration

DHCP Setting
IP Address 192.168.2.25
255.255.255.0 ¥

Default Gateway 192.168.2.100|

Function name: IP Configuration

Function Description: Set IP address, subnet mask, default gateway and
DNS for the switch.

Parameter Description:

[ DHCP Setting: DHCP is the abbreviation of Dynamic Host Configura-

tion Protocol. Here DHCP means a switch to turn ON or OFF the func-
tion.
The switch supports DHCP client used to get an IP address automati-
cally if you set this function “Enable”. When enabled, the switch will
issue the request to the DHCP server resided in the network to get an
IP address. If DHCP server is down or does not exist, the switch will
issue the request and show IP address is under requesting, until the
DHCP server is up. Before getting an IP address from DHCP server, the
device will not continue booting procedures. If set this field “Disable”,
you'll have to input IP address manually. For more details about IP
address and DHCP, please see the Section 2-1-5 “IP Address Assign-
ment” in this manual.

Default: Disable

O IP address: Users can configure the IP settings and fill in new values
if users set the DHCP function “Disable”. Then, click <Apply> button
to update. When DHCP is disabled, Default: 192.168.1.1 If DHCP is
enabled, this field is filled by DHCP server and will not allow user
manually set it any more.

0 Subnet mask: Subnet mask is made for the purpose to get more net-
work address because any IP device in a network must own its IP
address, composed of Network address and Host address, otherwise
can’t communicate with other devices each other. But unfortunately,
the network classes A, B, and C are all too large to fit for almost all
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networks, hence, subnet mask is introduced to solve this problem.
Subnet mask uses some bits from host address and makes an IP
address looked Network address, Subnet mask number and host
address. This reduces the total IP number of a network able to sup-
port, by the amount of 2 power of Subnet mask is used to set the sub-
net mask value, which should be the same value as that of the other
devices resided in the same network it attaches. For more information,
please also see the Section 2-1-5 “IP Address Assignment” in this
manual. Default; 255.255.255.0

O Default gateway: Set an IP address for a gateway to handle those
packets that do not meet the routing rules predefined in the device. If
a packet does not meet the criteria for other pre-defined path, it must
be forwarded to a default router on a default path. This means any
packet with undefined IP address in the routing table will be sent to
this device unconditionally.

Default: 192.168.1.254

0 DNS: It is Domain Name Server used to serve the translation between
IP address and name address.

The switch supports DNS client function to re-route the mnemonic
name address to DNS server to get its associated IP address for acces-
sing Internet. User can specify a DNS IP address for the switch. With
this, the switch can translate a mnemonic name address into an IP
address.

There are two ways to specify the IP address of DNS. One is fixed
mode, which manually specifies its IP address, the other is dynamic
mode, which is assigned by DHCP server while DHCP is enabled. DNS
can help you easily remember the mnemonic address name with the
meaningful words in it. Default is no assignment of DNS address.

Default: 0.0.0.0

Time Configuration

The switch provides manual and automatic ways to set the system time via
NTP. Manual setting is simple and you just input “Year”, “Month”, “Day”,
“Hour”, “Minute” and “Second” within the valid value range indicated in each
item. If you input an invalid value, for example, 61 in minute, the switch will
clamp the figure to 59.

NTP is a well-known protocol used to synchronize the clock of the switch sys-
tem time over a network. NTP, an internet draft standard formalized in RFC
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1305, has been adopted on the system is version 3 protocol. The switch pro-
vides four built-in NTP server IP addresses resided in the Internet and an user-
defined NTP server IP address. The time zone is Greenwich-centered which
uses the expression form of GMT+/- xx hours.

B Function name: Time
B Function Description: Set the system time by manual input or set it by syn-

cing from Time servers. The function also supports daylight saving for dif-
ferent area’s time adjustment.

W Parameter Description:
O Current Time: Shows the current time of the system.

O Manual: This is the function to adjust the time manually. Filling the
valid figures in the fields of Year, Month, Day, Hour, Minute and
Second respectively and press <Apply> button, time is adjusted. The
valid figures for the parameter Year, Month, Day, Hour, Minute and
Second are >=2000, 1-12, 1-31, 0-23, 0-59 and 0-59 respectively.
Input the wrong figure and press <Apply> button, the device will
reject the time adjustment request. There is no time zone setting in
Manual mode.

Default: Year = 2000, Month = 1, Day = 1, Hour = 0, Minute =0,
Second =0

O NTP: NTP is Network Time Protocol and is used to sync the network
time based Greenwich Mean Time (GMT). If use the NTP mode and
select a built-in NTP time server or manually specify an user-defined
NTP server as well as Time Zone, the switch will sync the time in a
short after pressing <Apply> button. Though it synchronizes the time
automatically, NTP does not update the time periodically without
user’s processing.

Time Zone is an offset time off GMT. You have to select the time zone
first and then perform time sync via NTP because the switch will com-
bine this time zone offset and updated NTP time to come out the local
time, otherwise, you will not able to get the correct time. The switch
supports configurable time zone from —12 to +13 step 1 hour.

Default Time zone: +8 Hrs.

0 Daylight Saving: Daylight saving is adopted in some countries. If set,
it will adjust the time lag or in advance in unit of hours, according to
the starting date and the ending date. For example, if you set the day
light saving to be 1 hour. When the time passes over the starting time,
the system time will be increased one hour after one minute at the
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time since it passed over. And when the time passes over the ending
time, the system time will be decreased one hour after one minute at
the time since it passed over.

The switch supports valid configurable day light saving time is -5 ~
+5 step one hour. The zero for this parameter means it need not have
to adjust current time, equivalent to in-act daylight saving. You don’t
have to set the starting/ending date as well. If you set daylight saving
to be non-zero, you have to set the starting/ending date as well;
otherwise, the daylight saving function will not be activated.

Default for Daylight Saving: 0.

The following parameters are configurable for the function Daylight
Saving and described in detail.

Day Light Saving Start :
This is used to set when to start performing the day light saving time.
Mth:

Rangeis 1 ~12.
Default: 1

Day:
Rangeis 1 ~ 31.
Default: 1

Hour:
Range is 0 ~ 23.
Default: 0

Day Light Saving End: This is used to set when to stop performing the
daylight saving time.

Mth:
Rangeis 1~ 12.
Default: 1

Day:
Rangeis 1 ~ 31.
Default: 1
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Hour:
Range is 0 ~ 23.
Default: 0
System Time Setting
Current Time Wed Jun 18 19:32:12 2008

Year (2000~2036)Month |6 (1~12)
Day (1~31) Hour |19 (0-23)
Minute (0~59) Second 12 (0~59)

209.81.9.7(USA)

137.189.8.174(HK)

133.100.9.2(JP) Time Zone
131.188.3.222{Germany)

Account Configuration

In this function, only administrator can create, modify or delete the username
and password. Administrator can modify other guest identities’ password wit-
hout confirming the password but it is necessary to modify the administrator-
equivalent identity. Guest-equivalent identity can modify his password only.
Please note that you must confirm administrator/guest identity in the field of
Authorization in advance before configuring the username and password.
Only one administrator is allowed to exist and unable to be deleted. In addi-
tion, up to 4 guest accounts can be created.

The default setting for user account is;

m Username: admin

W Password: admin

The default setting for guest user account is:

m Username: guest
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W Password: guest

Account Configuration

Authorization

admin Administrator
guest Guest

[ create Now et [l Delte

Management Security

Through the management security configuration, the manager can do the
strict setup to control the switch and limit the user to access this switch.

The following rules are offered for the manager to manage the switch:

@ When no lists exists, then it will accept all connections.

Accept

@ When only “accept lists” exist, then it will deny all connections, excluding
the connection inside of the accepting range.

Deny Deny

@ When only “deny lists” exist, then it will accept all connections, excluding
the connection inside of the denying range.

;—\ccept Accept
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@ When both “accept and deny” lists exist, then it will deny all connections,
excluding the connection inside of the accepting range.

[Accept [Deny  [Deny | Deny
I

@ When both “accept and deny” lists exist, then it will deny all connections,
excluding the connection inside of the accepting range and NOT inside of
the denying range at the same time.

Accept
Deny

Deny| Acc | Deny | Ace  |Deny

Accept

B Function name: Management Security Configuration

W Function Description: The switch offers Management Security Configura-
tion function. With this function, the manager can easily control the mode
that the user connects to the switch. According to the mode, users can be
classified into two types: Those who are able to connect to the switch
(Accept) and those who are unable to connect to the switch (Deny). Some
restrictions also can be placed on the mode that the user connect to the
switch, for example, we can decide that which VLAN VID is able to be
accepted or denied by the switch, the IP range of the user could be accep-
ted or denied by the switch, the port that the user is allowed or not allo-
wed to connect with the switch, or the way of controlling and connecting
to the switch via Http, Telnet or SNMP.
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Management Security Configuration

[ Name | wD_ | IP Range

42

] Om S o
O custom l:l | | | |
Incoming Port | AccessType | Action |
® Any
O custom ® Any
1. 2 3. a. 5, 6. 7. g.[ 1 O Custom O peny
0. 10. 1. 12. 13. 14, 15, 16. :':I':et ® Accept
1. 18. 19. 20, 21, 22, 23, 24, -

25.

26.

Edit/Create

W Parameter Description:

|

|

Name: A name is composed of any letter (A-Z, a-z) and digit (0-9)
with maximal 8 characters.

VID: The switch supports two kinds of options for managed valid
VLAN VID, including “Any” and “Custom”. Default is “Any”. When you
choose “Custom”, you can fill in VID number. The valid VID range is
1~4094.

IP Range: The switch supports two kinds of options for managed valid
IP Range, including “Any” and “Custom”. Default is “Any”. In case
that” Custom” had been chosen, you can assigned effective IP range.
The valid range is 0.0.0.0~255.255.255.255.

Incoming Port; The switch supports two kinds of options for managed
valid Port Range, including “Any” and “Custom”. Default is “Any”. You
can select the ports that you would like them to be worked and rest-
ricted in the management security configuration if "Custom” had
been chosen.

Access Type: The switch supports two kinds of options for managed
valid Access Type, including “Any” and “Custom”. Default is “Any”.
“Http”, “Telnet” and “SNMP” are three ways for the access and mana-
ging the switch in case that” Custom” had been chosen.

Action: The switch supports two kinds of options for managed valid
Action Type, including “Deny” and “Accept”. Default is “Deny”. When
you choose “Deny” action, you will be restricted and refused to
manage the switch due to the “Access Type” you choose. However,
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while you select “Accept” action, you will have the authority to
manage the switch.

O Edit/Create: A new entry of Management Security Configuration can
be created after the parameters as mentioned above had been setup
and then press <Edit/Create> button. Of course, the existed entry also
can be modified by pressing this button.

O Delete: Remove the existed entry of Management Security Configura-
tion from the management security table.

4.2.6 Virtual Stack

B Function name: Virtual Stack

B Function Description: Virtual Stack Management(VSM) is the group
management function. Through the proper configuration of this function,
switches in the same LAN will be grouped automatically. And among
these switch, one switch will be a master machine, and the others in this
group will become the slave devices.

VSM offers a simple centralized management function. It is not necessary
to remember the address of all devices, manager is capable of managing
the network with knowing the address of the Master machine. Instead of
SNMP or Telnet Ul, VSM is only available in Web UI. While one switch
become the Master, two rows of buttons for group device will appear on
the top of its Web Ul. By pressing these buttons, user will be allowed to
connect the Web Ul of the devices of the group in the same window wit-
hout the login of these device.

The most top-left button is only for Master device. The background color
of the button you press will be changed to represent that the device is
under your management.

Note: It will remove the grouping temporarily in case that you login the
switch via the console.

The device of the group will be shown as station address ( the last number
of IP Address) + device name on the button (e.g. 196_PSES-2126C),
otherwise it will show ” ---- “ if no corresponding device exists.

Once the devices join the group successfully, then they are merely able to
be managed via Master device, and user will fail to manage them via tel-
net/console/web individually.

Up to 16 devices can be grouped for VSM, however, only one Master is
allowed to exist in each group. For Master redundancy, user may
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4.2.7

configure more than two devices as Master device, however, the Master
device with the smaller MAC value will be the Master one. All of these 16
devices can become Master device and back up with each other .

Virtual Stack Configuration

[defaute ]
Apply |

Note: You should logout every time you have
changed the state of Virtual Stack.

W Parameter Description:

O State: It is used for the activation or de-activation of VSM. Default is
Enable.

O Role: The role that the switch would like to play in virtual stack. Two
types of roles, including master and slave are offered for option.
Default is Master.

O Group ID: It is the group identifier (GID) which signs for VSM. Valid
letters are A-Z, a-z,0-9, “ - “and “_" characters. The maximal length
is 15 characters.

System Log

The System Log provides information about system logs, including information
when the device was booted, how the ports are operating, when users logged
in, when sessions timed out, as well as other system information.

B System Log

The Trap Log Data is displaying the log items including all SNMP Private
Trap events, SNMP Public traps and user logs occurred in the system. In
the report table, No., Time and Events are three fields contained in each
trap record.

B Parameter:
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o No:
Display the order number that the trap happened.

Time:

Display the time that the trap happened.
0 Desc:

Displays a description event recorded in the System Log.
O Clear:

Clear log data.

4.3 Port

Four functions, including Port Status, Port Configuration, Simple Counter and
Detail Counter are contained in this function folder for port monitor and
management. Each of them will be described in detail orderly in the following
section.

4.3.1 Port Configuration

Port Configuration is applied to change the setting of each port. In this confi-
guration function, you can set/reset the following functions. All of them are
described in detail below.

Port Configuration

PortNo| State | SpeedDuplex | Flow Control |
—Enahle + || Auto || Symmetric v

n| Enable V||nuto V||Symmetric v|
“| Enable V||nuto V||Symmetric v|
“| Enable V||nuto V||Symmetric v|
“| Enable V||nuto V||Symmetric v|
n| Enable V||nuto V||Symmetric v|
-| Enable V||nuto V||Symmetric v|
“| Enable V||nuto V||Symmetric v|
n| Enable V||nuto V||Symmetric v|
n| Enable V||nuto V||Symmetric v|
n| Enable V||nuto V||Symmetric v|
n| Enable V||nuto V||Symmetric v|

B Function name: Port Configuration
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B Function Description: It is used to set each port’s operation mode. The
switch supports 3 parameters for each port. They are State, Speed/Duplex
and Flow Control.

W Parameter Description:

O

State: Set the communication capability of the port is Enabled or
Disabled. When enabled, traffic can be transmitted and received via
this port. When disabled, the port is blocked and no traffic can be
transferred through this port. Port State is configurable by the user.
There are only two states “Enable” and “Disable” able to choose. If
you set a port’s state “Disable”, then that port is prohibited to pass
any traffic, even it looks Link up.

Default: Enable.

Speed/Duplex: Set the speed and duplex of the port. In speed, 10/
100Mbps baud rate is available for Fast Ethernet, Gigabit module in
port 25, 26. If the media is 1Gbps fiber, it is always 1000Mbps and
the duplex is full only. If the media is TP, the Speed/Duplex is compri-
sed of the combination of speed mode, 10/100/1000Mbps, and dup-
lex mode, full duplex and half duplex. The following table summarized
the function the media supports.

Media type NWay Speed Duplex
100M TP ONJ/OFF 10/100M Full/Half
1000M TP ON/OFF 10/100/1000M Full for all, Half for 10/100
1000M Fiber ON/OFF 1000M Full
In Auto-negotiation mode, no default value. In Forced mode, default
value depends on your setting.
0 Flow Control: There are two modes to choose in flow control, inclu-

46

ding Symmetric and Asymmetric. If flow control is set Symmetric, both
parties can send PAUSE frame to the transmitting device(s) if the
receiving port is too busy to handle. When it is set Asymmetric, this
will let the receiving port care the PAUSE frame from transmitting
device(s), but it doesn’t send PAUSE frame. This is one-way flow con-
trol.

Default: Symmetric.
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Port Status

The function Port Status gathers the information of all ports’ current status
and reports it by the order of port number, media, link status, port state, Auto-
Negotiation status, speed/duplex, Rx Pause and Tx Pause. An extra media type
information for the module ports 25 and 26 is also offered.

Port Current Status

Port No|Medial Link | State |Auto Nego. SpeedDuplex R Pause|Tx Pause|Port Description

TP Down Enabled Enabled = —ieeew ceeen el
TP Up Enabled Enabled T00MFull on Off
TP Down Enabled Enabled N A —
TP Down Enabled Enabled N A —
TP Down Enabled Enabled N A —
TP Down Enabled Enabled N A —
TP Down Enabled Enabled N A —
TP Down Enabled Enabled N A —
TP Down Enabled Enabled N A —

L-=-RE BN B R

w

10 TP Down Enabled Enabled N A —
11 TP Down Enabled Enabled N A —
12 TP Down Enabled Enabled N A —
13 TP Down Enabled Enabled N A —
14 TP Down Enabled Enabled N A —
15 TP Down Enabled Enabled N A —

B Function name: Port Status

B Function Description: Report the latest updated status of all ports in this
switch. When any one of the ports in the switch changes its parameter
displayed in the page, it will be automatically refreshed the port current
status about every 5 seconds.

B Parameter Description:

|

O

Port No: Display the port number. The number is 1 — 26. Both port 25
and 26 are optional modules.

Media: Show the media type adopted in all ports. The Port 25 and Port
26 are optional modules, which support either fiber or UTP media with
either Gigabit Ethernet (1000Mbps) or 10/100Mbps Fast Ethernet
port. They may have different media types and speed. Especially, fiber
port has comprehensive types of connector, distance, fiber mode and
50 on. The switch describes the module ports with the following page.
Link: Show that if the link on the port is active or not. If the link is con-
nected to a working-well device, the Link will show the link “Up”;
otherwise, it will show “Down”. This is determined by the hardware
on both devices of the connection.

No default value.
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[ State: Show that the communication function of the port is “Enabled”

or “Disabled”. When it is enabled, traffic can be transmitted and
received via this port. When it is disabled, no traffic can be transferred
through this port. Port State is configured by user.

Default: Enabled.

Auto Nego.: Show the exchange mode of Ethernet MAC. There are
two modes supported in the switch. They are auto-negotiation mode
“Enabled” and forced mode “Disabled”. When in “Enabled” mode,
this function will automatically negotiate by hardware itself and
exchange each other the capability of speed and duplex mode with
other site which is linked, and comes out the best communication
way. When in “Disabled” mode, both parties must have the same set-
ting of speed and duplex, otherwise, both of them will not be linked.
In this case, the link result is “Down”.

Default; Enabled

Speed / Duplex : Display the speed and duplex of all port. There are
three speeds 10Mbps, 100Mbps and 1000Mbps supported for TP
media, and the duplex supported is half duplex and full duplex. If the
media is 1Gbps fiber, it is 1000Mbps supported only. The status of
speed/duplex mode is determined by 1) the negotiation of both local
port and link partner in “Auto Speed” mode or 2) user setting in
“Force” mode. The local port has to be preset its capability.

In port 1 — 24, they are supported Fast Ethernet with TP media only,
so the result will show 100M/Full or 100M/Half, 10M/Full and 10M/
Half duplex.

In port 25 and port 26, if the media is 1000Mbps with TP media, it
will show the combinations of 10/100M and Full/Half duplex,
1000Mbps and Full duplex only. If the media is 1000Mbps with fiber
media, it will show only 2000M/Full duplex.

Default: None, depends on the result of the negotiation.

Rx Pause: The way that the port adopts to process the PAUSE frame.
If it shows “on”, the port will care the PAUSE frame; otherwise, the
port will ignore the PAUSE frame.

Default: None
Tx Pause: It decides that whether the port transmits the PAUSE frame

or not. If it shows “on”, the port will send PAUSE frame; otherwise,
the port will not send the PAUSE frame.
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Default: None.
Port 25 Detail Information

Connector Type SFP-LC
[T T single Mode (SM)
Tx Central Wavelength 1310

Baud Rate 16

Vendor OUI 00:40:c7

VendorName  LTVARLE

Vendor PN SFP.LC.S10

Vendor SN 7717010064

Date Code 070717

[Temperatwre QLIS
A, r one
[Mon1Biasyma  [EAS
[Mon2(xPwR) [
[Mon3 RxPWR) ____________ [UIT

B Parameter description of Port 25 and Port 26:

O Connector Type: Display the connector type, for instance, UTP, SC, ST,
LC and so on.

O Fiber Type: Display the fiber mode, for instance, Multi-Mode, Single-
Mode.

O Tx Central Wavelength: Display the fiber optical transmitting central
wavelength, for instance, 850nm, 1310nm, 1550nm and so on.

O Baud Rate: Display the maximum baud rate of the fiber module sup-
ported, for instance, 10M, 100M, 1G and so on.

O Vendor OUI: Display the Manufacturer's OUI code which is assigned
by IEEE.

O Vendor Name: Display the company name of the module manufactu-
rer.

O Vendor P/N: Display the product name of the naming by module
manufacturer.

O Vendor Rev (Revision): Display the module revision.

0 Vendor SN (Serial Number): Show the serial number assigned by the
manufacturer.

0 Date Code: Show the date this module was made.
O Temperature: Show the current temperature of module.
0 Vee: Show the working DC voltage of module.
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0 Mon1(Bias) mA: Show the Bias current of module.
O Mon2(TX PWR): Show the transmit power of module.
O Mon3(RX PWR): Show the receiver power of module.

4.3.3 Simple Counter

The function of Simple Counter collects any information and provides the
counting about the traffic of the port, no matter the packet is good or bad.

In the following figure, the window can show all ports’ counter information at
the same time. Each data field has 20-digit long. If the counting is overflow,
the counter will be reset and restart counting. The data is updated every time
interval defined by the user. The valid range is 3 to 10 seconds. The Refresh
Interval is used to set the update frequency. Default update time is 3 seconds.

Simple Counter

Refresh Interval @

Time elapsed since last reset: 2 Days 15 Hours 58 Mins 33 Secs

[Porho | ixive | Rbme | ixPack RxPacket |1 Colbsion | Rx Eror Packet
0 0 0 1]

14445467 68982023 37148 604940
0 0 0 [}

cocooooocoocoo o0 oo
cococococococoocoocoee s

cococooccoccocos e
cococooccoccocos e
cococooccoccocos e
cocooooocoeoe o

B Function name: Simple Counter

B Function Description: Display the summary counting of each port’s traffic,
including Tx Byte, Rx Byte, Tx Packet, Rx Packet, Tx Collision and Rx Error
Packet.

W Parameters Description:

Tx Byte: Total transmitted bytes.

Rx Byte: Total received bytes.

Tx Packet: The counting number of the packet transmitted.

Rx Packet: The counting number of the packet received.

Tx Collision: Number of collisions transmitting frames experienced.
Rx Error Packet: Number of bad packets received.

O o0Ooooag
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QoS
Reboot
Security
SNMP
STP
System
TACACS+
TFTP
Time
Trunk
VLAN
Virtual Stack.

The arguments “show” and “set” can be permitted or restricted separately
for each command.

®

For the admin account all undefined commands must be permitted,
e.g. using the "Permit Unmatched Commands" and "Permit Unmat-
ched Args" options in the TACACS+ server configuration.

O

|

TACACS+ authorization will only activate if the defined TACACS+ ser-
ver is available.

If TACACS+ authorization is activated, the TACACS+ server will be
queried for authorization each time a user enters a command. Data
traffic during configuration will increase correspondingly. Also, the
user rights must be defined in the TACACS+ server.

Here, rights are granted at the top menu level — this means, for
example, that the complete configuration area "Account” can be allo-
wed or blocked for a user.

Fallback to local authorization: Activates the fallback to local
authorization if the TACACS+ login should fail.

Authorization

Fallback to Local Authorization I Enable 'I
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4.16

4.16.1

B Accounting

|

State: Activates accounting via TACACS+ server. If TACACS+
accounting is activated, all accounting data is transmitted via
TACACS+ protocol to the configured TACACS+ server.

O

TACACS+ accounting will only activate if the defined TACACS+ server
is available.

Accounting

| Apply |

O

Please note that when using Telnet or the Web interface for the con-
figuration, different entries may be found in the accounting for the
same configuration. If, for example, the values for "Location", "Con-
tact" and "Device name" are reset with Telnet, the accounting server
lists three actions. With the Web interface, the three values are loca-
ted on a single page, and changing these results in just one entry to
the accounting.

Alarm Configuration

Events

B Function name: Events Configuration

B Function Description: The Trap Events Configuration function is used to
enable the switch to send out the trap information while pre-defined trap
events occurred. The switch offers 22 different trap events to users for
switch management. The trap information can be sent out in three ways,
including email, mobile phone SMS (short message system) and trap. The
message will be sent while users tick (Z) the trap event individually on the
web page shown as below.

W Parameter Description:

|

|

Trap: Cold Start, Warm Start, Link Down, Link Up, Authentication
Failure, User login, User logout

STP: STP Topology Changed, STP Disabled, STP Enabled
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0 LACP: LACP Disabled, LACP Enabled, LACP Member Added, LACP Port
Failure

O GVRP: GVRP Disabled, GVRP Enabled

O VLAN: Port-based VLAN Enabled, Tag-based VLAN Enabled

O Module Swap: Module Inserted, Module Removed, Dual Media Swap-
ped

O PoE: PoE Failure

Email Select/Unselect All []
SMS Select/Unselect all []
Trap Select/Unselect All []

| eent | Emal [ sms [ Trap |
O O =
O O
D O
D O
D O
D O o
D O O
D O O
D O O
D O O
D D 0D
| Apply |
E-Mail

B Function name: Email/SMS Configuration

B Function Description: Alarm configuration is used to configure the per-
sons who should receive the alarm message via email. It depends on your
settings. An email address has to be set in the web page of alarm confi-
guration. Then, user can read the trap information from the email. This
function provides 6 email addresses at most. The 22 different trap events
will be sent out to SNMP Manager when trap event occurs. After ticking
trap events, you can fill in your desired email addresses numbers. Then,
please click <Apply> button to complete the alarm configuration. It will
take effect in a few seconds.

B Parameter Description:
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4.17

O

Email:
Mail Server: the IP address of the server transferring your email.
Username: your username on the mail server.
Password: your password on the mail server.

Email Address 1 — 6: email address that would like to receive the
alarm message.

Alarm Configuration

rsever | |
vremme | |
rosrs | |
enatnaes 1| |
enatsaesz | |
|
|
|
|

Email Address 3 |
Email Address 4 |
Email Address 5 |

Email Address 6 |

Security

B Function name: Mirror Configuration

mFunction Description: Mirror Configuration is to monitor the traffic of the
network. For example, we assume that Port A and Port B are Monitoring
Port and Monitored Port respectively, thus, the traffic received by Port B
will be copied to Port A for monitoring.

B Parameter Description:

O

O

Mode: Used for the activation or de-activation of Port Mirror function.
Default is disable.

Monitoring Port: Set up the port for monitoring. Valid port is Port
1~26 and default is Port 1.

Monitored Ingress Port: Set up the port for being monitored. It only
monitor the packets received by the port you set up. Just tick the check
box (Z) beside the port x and valid port is Port 1~26.

Monitored Egress Port: Set up the port for being monitored. It only
monitor the packets transmitted by the port you set up. Just tick the
check box (Z) beside the port x and valid port is Port 1~26.
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Mirror
e
1 2 3. 4. L 6. 7 8.
_ 9. 10. . 12, 13. 14. 15. 16.
Monitored Ingress Port
17. 18. 19. 20. 21. 22, 23. 24,
25. 26.
1 2 3. 4. L 6. 7 8.
. 9. 10. . 12, 13. 14. 15. 16.
Monitored Egress Port
17. 18. 19. 20. 21. 22, 23. 24,
25. 26.

B Function name: Isolated Group

B Function Description: Isolated Group function can let the port be indepen-
dent of other ports in the Isolated group, and the communication is also
forbidden between these ports. But, the ports of the Isolated group are
still able to communicate with the ports of the non-Isolated group. With
this design, it will be helpful to the administrator to immediately find and
solve the port that results in the occurrence of looping problems in the
network.

W Parameter Description:

O Mode: Used for the activation or de-activation of Isolated Group func-
tion. Default is disable

O Isolated Group: User can choose any port to be the member of this
group. Just tick the check box () beside the port x and valid port is
Port 1~26. In this group, all of these member ports cannot forward
packets with each other. Thus, the switch will not be capable of for-
warding any packets in case its all ports become the members of the
Isolated group.

T
Isolated Group
IR visobie
1. 2. 3. 4. 5. 8. 7. a.
9. 10. 1. 12, 13. 14. 15. 16.
Isolated Group
17. 18. 19, 20. 21. 22. 23. 24,
25. 26.

B Function name: Restricted Group
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B Function Description: The function of the Restricted Group can decide the
direction of transmitting packets for the specific port. The packets recei-
ved by the port with the “Ingress” mode of Restricted Group will be sent
to the ports with the “Egress” mode of Restricted Group.

B Parameter Description:

O Mode: Used for the activation or de-activation of Restricted Group

function. Default is disable.

O Ingress: Select the ports that you would like their Restricted Group to
set into “Ingress” mode. Just tick the check box beside the port x and

valid port is Port 1~26.

O
valid port is Port 1~26.
Restricted Group
1. 2. 3. 4. 5.
9. 10. 1. 12 13.
17. 18. 19, 20. 21.
25. 26.
1. 2. 3. 4. 5.
9. 10. 1. 12. 13.
17. 18. 19. 20. 21
25, 26.
[ AppY |

4.18 Bandwidth Management

B Function name: Ingress Bandwidth Setting

15.
23,

15.
23,

Egress: Select the ports that you would like their Restricted Group to
set into “Egress” mode. Just tick the check box beside the port x and
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B Function Description: Ingress Bandwidth Setting function is used to set up

the limit of Ingress bandwidth for each port.
Ingress Bandwidth Control

Port 1-24:66-102400(Kb)
Port 25, 26: 66-1024000(Kb)

Rate(Hb)

Rate(Hb)

102400

102400
102400
102400
102400
102400
102400
102400
102400
102400

102400
102400
102400
102400
102400
102400
102400
102400
102400

‘%|‘%|‘||i%||%|i%|i%|‘%|‘%|‘{\‘}|‘}|‘%|I|
[y
5]
N
&5
=]
=)
=)
=
5]
N
&5
=
=
=

B Parameter Description:

0 Port No.: Choose the port that you would like this function to work on
it. Valid range of the port is 1~26.

O Rate: Set up the limit of Ingress bandwidth for the port you choose.
Incoming traffic will be discarded if the rate exceeds the value you set
up in Data Rate field. Pause frames are also generated if flow control
is enabled. The format of the packet limits to unicast, broadcast and
multicast. Valid value of Port 1~24 ranges from 66~102400, and Port
25~26 ranges from 66~1024000 with the minimum unit of 1. Default
value of Port 1~24 is 102400 and Port 25~26 is 1024000.

B Function name: Egress Bandwidth Setting
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B Function Description: Egress Bandwidth Setting function is used to set up
the limit of Egress bandwidth for each port.
Egress Bandwidth Control

Port 1-24:66- 102400(Kb)
Port 25, 261 66-1024000(Kb)

| PotNo | Rateh) [ = PotNo | Raledh) |
I ——
I I
T |
I e
I |
I e
A e
e I
R .
s |
N I
 Anply |

B Parameter Description:

O Port No.: Choose the port that you would like this function to work on
it. Valid range of the port is 1~26.

O Rate: Set up the limit of Egress bandwidth for the port you choose.
Packet transmission will be delayed if the rate exceeds the value you
set up in Data Rate field. Traffic may be lost if egress buffers run full.
The format of the packet limits to unicast, broadcast and multicast.
Valid value of Port 1~24 ranges from 66~102400, and Port 25~26
ranges from 66~1024000 with the minimum unit of 1. Default value
of Port 1~24 is 102400 and Port 25~26 is 1024000.

B Function name: Storm Setting

B Function Description: With the storm control one can set a common limit
for the permitted percentage of the broadcast, multicast and unicast
packets in comparison to the whole data traffic. If this limit is reached, the
data packets of the corresponding type are discarded. The storm control
can be activated separately for the different packet types.
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Bandwidth Storm Control

Storm Type
Disable hd

{1-100)%

B Parameter Description:
0 Storm Type:
Disable: Disable the function of the bandwidth storm control.

Broadcast Storm Control: Enable the function of bandwidth storm
control for broadcast packets.

Multicast Storm Control: Enable the function of bandwidth storm
control for multicast packets.

Unknown Unicast Storm Control: Enable the function of band-
width storm control for unknown unicast packets. These packets
are the MAC address that had not completed the learning process
yet.

Broadcast, Multicast, Unknown Unicast Storm Control: Enable the
function of bandwidth storm control for all packets in transmis-
sion.

0 Storm Rate : Set up the limit of bandwidth for the storm control. With
a storm rate of 15%, all data packets activated for storm control are
discarded, if the percentage of broadcast, multicast or unicast packets
exceeds 15% of the ports maximum bandwidth (e.g. 15 mbps on a
100 mbps port). Valid value of the storm rate ranges from 1-100 with
the minimum unit of 1. And only integer is acceptable. Default is 100.

QoS (Quality of Service) Configuration

The switch supports 5 kinds of QoS, are as follows, MAC Priority, 802.1p Pri-
ority, IP TOS Priority, and DiffServ DSCP Priority. Port Based Priority has a spe-
cial name called VIP Port in the switch. Any packets enter VIP Port will have
highest transmitting priority. MAC Priority act on the destination address of
MAC in packets. VLAN tagged Priority field is effected by 802.1p Priority set-
ting. IP TOS Priority affects TOS fields of IP header, and you can find it has 8-
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bit SERVICE TYPE field that specifies how the datagram should be handled.
The field could be divided into six subfields as follows, PRECEDENCE (3 bits),
D-Type (Delay Priority, 1 bit ), T-Type (Throughput Priority, 1bit), R-Type (Reli-
ability Priority, 1bit ), M-Type (Monetary Cost Priority, 1bit ), and UNUSED (1bit
)

User can randomly control these fields to achieve some special QoS goals.
When bits D, T, R, or M set, the D bit requests low delay, the T bit requests high
throughput, the R bit requests high reliability, and the M bit requests low cost.

0 1. 2 3 4 § § 7
T bit R bit M bit
Precedence D bit TOS MBZ
Precedence = Vorrangssteuerung MBZ = Must Be Zero

DiffServ DSCP Priority act on DSCP field of IP Header. In the late 1990s, the
IETF redefined the meaning of the 8-bit SERVICE TYPE field to accommodate
a set of differentiated services (DS). Under the differentiated services interpre-
tation, the first six bits comprise a codepoint, which is sometimes abbreviated
DSCP, and the last two bits are left unused.

High Priority Packet streams will experience less delay into the switch. For
handing different priority packets, each egress port has designed up to 4
queues. Each QoS is influenced by two scheduling, WRR (Weighted Round
Rohin) and Strict Priority as well. When you finish to set the priority mapping
to the queue, WRR scheduling will distribute the bandwidth according to the
weight you set for 4 queues (queue 0 to queue 3). Another scheduling is Strict
Priority dedicated for the function named VIP Port of QoS. While we select
some ports as the VIP Port, these ports will own the highest transmitting pri-
ority in egress queue of the switch.

The QoS functions as we mentioned above are able to enabled at the same
time. But, the following precedence will decide whether these functions work
or not.

@ cenable both VIP and TOS
Choose priorities of VIP and TOS.
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@ enable both VIP and DSCP
Choose priorities of VIP and DSCP.
©® enable both TOS and DSCP
Choose "DSCP".
@ enable both VIP and DSCP
Choose priorities of VIP and DSCP.
@ enable both 802.1p and TOS
Choose "TOS".
O enable both 802.1p and DSCP
Choose "DSCP".
@ enable both 802.1p and DSCP and TOS
Choose "DSCP".
© enable both 802.1p and DSCP and TOS and VIP

Choose priorities of VIP and DSCP.
VIP/DSCP > TOS > 802.1p (Final result)

B Function name: QoS Global Setting

B Function Description: When you want to use QoS function, please enable
QoS Mode in advance. Then you can use MAC Priority, 802.1p Priority, IP
TOS Priority, DiffServ DSCP Priority, or VIP Port functions and take effect.
In this function, you can Enable QoS Mode. Choose any of Priority Control,
such as 802.1p, TOS, DSCP. Moreover, you can select Scheduling Method
of WRR (Weighted Round Robin) or Strict Priority. Next, you can arrange
Weight values for queue 0 to queue 3.

B Parameter Description:

J QoS Mode: You can Enable QoS Mode and let QoS function become
effective. Default is Disable.

O Priority Control:Just tick the check box (Z) of 802.1P, TOS, or DSCP Qos
and click Apply button to be in operation.

0 Scheduling Method: There are two Scheduling Method, WRR and
Strict Priority. Default is WRR. After you choose any of Scheduling
Method, please click Apply button to be in operation.
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0 Weight (1~55): Over here, you can make an arrangement to Weight

values of Queue 0 to Queue 3. The range of Weight you can set is
1~55. In default, the weight of Queue 0 is 1, the weight of Queue 1
is 2, the weight of Queue 2 is 4, and the weight of Queue 3 is 8.

QoS Global Config

Priority Control
2P ____flos _____[pscP |
O O O

Scheduling Method

Weight (155 |
Queue 0 JQueue1 [Queue2 _[Queue3 |

b 2 | 4| 8 |

B Function name: VIP Port Setting

B Function Description: When the port is set as VIP Port, the packets enter
this port and will have highest transmitting priority. For example, as you
choose port 2 is VIP Port, simultaneously transmit packets from port 2 and
port 3 to port 1 at speed of 100MB and let congestion happen. The
packets for port 3 will be dropped because the packets from port 2 owns
highest precedence. For the sake of this function taking effect, you must
choose Scheduling Method of Strict Priority ahead.

Parameter Description:
0 VIP Port: Just tick the check box (7) to select any port( port 1~26) as

-
~N

]
o

[-T

ooood

the VIP Port. Then, click the <Apply> button to have the setting taken
effect.

VIP Port
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Function name: 802.1p Setting

Function Description: This function will affect the priority of VLAN tag.
Based on priority of VLAN tag, it can arrange 0~8 priorities, priorities can
map to 4 queues of the switch (queue 0~3) and possess different band-
width distribution according to your weight setting.

Parameter Description:

1 802.1p Priority Mapping: Each Priority can select any of Queue 0 ~
Queue 3. In Default, Priority 0 is mapping to Queue 0, Priority 1 is
mapping to Queue 0, Priority 2 is mapping to Queue 1, Priority 3 is
mapping to Queue 1, Priority 4 is mapping to Queue 2, Priority 5 is
mapping to Queue 2, Priority 6 is mapping to Queue 3, and Priority 0
is mapping to Queue 3.

802.1p Priority Mapping

Function name: D-Type TOS

Function Description: IP TOS Priority affect TOS fields of IP header, you can
find it has 8-hit SERVICE TYPE field that specifies how the datagram
should be handled. The field could be divided into six subfields as follows,
PRECEDENCE (3 bits), D-Type (Delay Priority, 1 bit ), T-Type (Throughput
Priority, 1bit), R-Type (Reliability Priority, 1bit ), M-Type (Monetary Cost
Priority, 1bit ), and UNUSED. PRECEDENCE 3-bits can arrange 8 kinds of
priorities corresponding to the 0~7 priority in the following priority dia-
gram. TOS Delay Priority Mapping works while D-TYPE in TOS field of IP
header of the packets received by the switch is configured.
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0 1I 2 3 4 E.' § 7
Thit | Rbit | Mbit
Precedence | pbit TOS | MBZ
Precedence = Vorrangssteuerung MBZ = Must Be Zero

[ ] Parameter Description:

O TOS Delay Priority Mapping: Each Priority can select any of Queue 0 ~
Queue 3. In Default, Priority 0 is mapping to Queue O, Priority 1 is
mapping to Queue 0, Priority 2 is mapping to Queue 1, Priority 3 is
mapping to Queue 1, Priority 4 is mapping to Queue 2, Priority 5 is
mapping to Queue 2, Priority 6 is mapping to Queue 3, and Priority 0
is mapping to Queue 3.

TOS Delay Priority Mapping

Priority

B Function name: T-Type TOS

B Function Description: IP TOS Priority affect TOS fields of IP header, you can
find it has 8-hit SERVICE TYPE field that specifies how the datagram
should be handled. The field could be divided into six subfields as follows,
PRECEDENCE (3 bits), D-Type (Delay Priority, 1 bit ), T-Type (Throughput
Priority, 1bit), R-Type (Reliability Priority, 1bit ), M-Type (Monetary Cost
Priority, 1bit ), and UNUSED. PRECEDENCE 3-bits can arrange 8 kinds of
priorities corresponding to the 0~7 priority in the following priority dia-
gram. TOS Throughput Priority Mapping works while T-TYPE in TOS field
of IP header of the packets received by the switch is configured.
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0 1 2 3 4 5

6 i

Precedence D bit

' Thit | Rbit

TOS

M bit

MBZ

Precedence =Vorrangssteuerung

B Parameter Description:

0 TOS Throughput Priority Mapping: Each Priority can select any of
Queue 0 ~ Queue 3. In Default, Priority 0 is mapping to Queue 0, Pri-
ority 1 is mapping to Queue 0, Priority 2 is mapping to Queue 1, Pri-
ority 3 is mapping to Queue 1, Priority 4 is mapping to Queue 2,
Priority 5 is mapping to Queue 2, Priority 6 is mapping to Queue 3,

and Priority 0 is mapping to Queue 3.

MBZ = Must Be Zero

TOS Throughput Priority Mapping

B Function name: R-Type TOS

B Function Description: IP TOS Priority affect TOS fields of IP header, you can
find it has 8-hit SERVICE TYPE field that specifies how the datagram
should be handled. The field could be divided into six subfields as follows,

PRECEDENCE (3 bits), D-Type (Delay Priority, 1 bit ), T-Type (Throughput
Priority, 1bit), R-Type (Reliability Priority, 1bit ), M-Type (Monetary Cost
Priority, 1bit ), and UNUSED. PRECEDENCE 3-bits can arrange 8 kinds of

priorities corresponding to the 0~7 priority in the following priority dia-

gram. TOS Reliability Priority Mapping works while R-TYPE in TOS field of

IP header of the packets received by the switch is configured.
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0 1I 2 3 4 § § 7
' ' Thit  Rbit M bit
Precedence pbit ~ TOS MBZ
Precedence =Vorrangssteuerung MBZ = Must Be Zero

B Parameter Description:

0 TOS Reliahility Priority Mapping: Each Priority can select any of Queue
0 ~ Queue 3. In Default, Priority 0 is mapping to Queue 0, Priority 1
is mapping to Queue 0, Priority 2 is mapping to Queue 1, Priority 3 is
mapping to Queue 1, Priority 4 is mapping to Queue 2, Priority 5 is
mapping to Queue 2, Priority 6 is mapping to Queue 3, and Priority 0
is mapping to Queue 3.

TOS Reliability Priority Mapping

Priority

Wil |NN == e
£ [08] 8 |50 |8 18| | |2

B Function name: M-Type TOS

W Function Description: IP TOS Priority affect TOS fields of IP header, you can
find it has 8-hit SERVICE TYPE field that specifies how the datagram
should be handled. The field could be divided into six subfields as follows,
PRECEDENCE (3 bits), D-Type (Delay Priority, 1 bit ), T-Type (Throughput
Priority, 1bit), R-Type (Reliability Priority, 1bit ), M-Type (Monetary Cost
Priority, 1bit ), and UNUSED. PRECEDENCE 3-bits can arrange 8 kinds of
priorities corresponding to the 0~7 priority in the following priority dia-
gram. TOS Monetary Cost Priority Mapping works while M-TYPE in TOS
field of IP header of the packets received by the switch is configured.
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0 ‘! 2 3 4 § i? 7
' ' Thit  Rbit M bit
Precedence phit . TOS MBZ
Precedence =Vorrangssteuerung MBZ = Must Be Zero -
=
L

B Parameter Description:
0 TOS Monetary Cost Priority Mapping: Each Priority can select any of

B Function name: DSCP Setting

m Function Description: In the late 1990s, the IETF redefined the meaning of
the 8-bit SERVICE TYPE field to accommodate a set of differentiated ser-
vices (DS). Under the differentiated services interpretation, the first six bits
comprise a codepoint, which is sometimes abbreviated DSCP, and the last
two bits are left unused.
DSCP can form total 64 (0~63) kinds of Traffic Class based on the arran-
gement of 6-bit field in DSCP of the IP packet. In the switch, user is allo-
wed to set up these 64 kinds of Class that belong to any of queue 0~3.
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4.20

4.20.1

B Parameter Description:

00 DSCP Priority Mapping: 64 kinds of priority traffic as mentioned
above, user can set up any of Queue 0~3. In default, Priority 0~15 are
mapping to Queue 0, Priority 16~31 are mapping to Queue 1, Priority
32~47 are mapping to Queue 0, Priority 48~63 are mapping to Queue
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Three functions, including Diagnostics, Loopback Test and Ping Test are con-
tained in this function folder for device self-diagnostics. Each of them will be
described in detail orderly in the following sections.

Diagnostics

B Function Description: Diagnostics function provides a set of basic system
diagnosis. It let users know that whether the system is health or needs to
be fixed. The basic system check includes EEPROM test, UART test, DRAM
test and Flash test.

Diagnostics
0K
0K
0K
0K
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Loopback

B Function name: Loopback Test

B Function Description: In the Loopback Test function, there are two diffe-
rent loopback tests. One is Internal Loopback Test and the other is Exter-
nal Loopback Test. The former test function will not send the test signal
outside the switch box. The test signal only wraps around in the switch
box. As to the latter test function, it will send the test signal to its link
partner. If you do not have them connected to active network devices, i.e.
the ports are link down, the switch will report the port numbers failed. If
they all are ok, it just shows OK.

Note: Whatever you choose Internal Loopback Test or External Loopback

Test, these two functions will interfere with the normal system working,

and all packets in sending and receiving also will stop temporarily.
Loopback Test

m Internal Loopback External Loopback

1 OK Fail
2 OK OK
3 OK Fail
4 OK Fail
5 OK Fail
] OK Fail
T OK Fail
8 OK Fail
9 OK Fail
10 OK Fail
11 OK Fail
12 OK Fail
13 OK Fail
14 OK Fail
15 OK Fail
16 OK Fail
17 OK Fail
18 OK Fail
19 OK Fail
20 OK Fail
21 OK Fail
22 OK Fail
23 OK Fail
24 OK Fail
25 OK Fail
26 OK Fail
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4.20.3 Ping

B Function name: Ping Test

B Function Description: Ping Test function is a tool for detecting if the target
device is alive or not through ICMP protocol which abounds with report
messages. The switch provides Ping Test function to let you know that if
the target device is available or not. You can simply fill in a known [P
address and then click <Ping> button. After a few seconds later, the
switch will report you the pinged device is alive or dead in the field of Ping
Result.

M Parameter Description:
O IP Address: An IP address with the version of v4, e.g. 192.168.1.1.
O Default Gateway: IP address of the default gateway.

For more details, please see the section of IP address in Chapter 2.

Ping Test
phiess |
Default Gateway 0.0.0.0
Ping

Input an address to ping, ex. 192.168.1.1

4.20.4 Watchdog

m Watchdog

Watchdog function is a tool for detecting if the target device is alive or not
through supports to ping one host IP address. It can be configured via
web Ul, CLI and SNMP. It supports continuing ping failed times counter
setting.

If only one time Ping successful, then all Ping Failed Counter will reset
@ to zero and re-account.

B Parameter
0 State:
To enable or disable the watchdog function. Default is disable
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O Time Gap:
To support the time gap for ping test.
O Host

To support to ping one host IP address. You need to configure one
host IP address which you want to ping it.

O Reset the management CPU Interface:

When ping failure time reach configured value then switch will reset =
the managed switch's CPU interface. Default state is disable.

Fail Count: Default Ping Failed Count= 10, Range for Setting: 1~20
O Reboot the system:

When ping failure time reach configured value then switch will reboot
automatically. Default state is disable.

Fail Count: Default Ping Failed Count= 100, Range for Setting:
1~1000

Watchdog Configuration

|1l] seconds
|

State _[Fail Count
Reset management cpu interface I Disable "I |1III

Reboot the system | Disable ~| |100

4,21 TFTP Server

B Function name: TFTP Server
B Function Description: Set up IP address of TFTP server.
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B Parameter Description: Specify the IP address where the TFTP server loca-
tes. Fill in the IP address of your TFTP server, then press <Apply> button
to have the setting taken effect.

TFTP Server

422 Log

This function shows the log data. The switch provides system log data for

users. There are 17 private trap logs, 5 public trap logs. The switch supports

total 120 log entries. For more details on log items, please refer to the section

of Trap/Alarm Configuration and SNMP Configuration.

B Function name: Log Data

W Function Description: The Trap Log Data is displaying the log items inclu-
ding all SNMP Private Trap events, SNMP Public traps and user logs occur-
red in the system. In the report table, No., Time and Events are three fields
contained in each trap record.

Log Data
TFTP Server 0.0.0.0
Auto Upload Disabled
(No| _____  Tme | Bems |
1 MonJun 16 18:21:53 2008 Login [admin]
2 Mon Jun 16 15:25:02 2008 Login [admin]
3 MonJun 16 11:41:58 2008 Login [admin]
4 SunJun 15 22:49:42 2008 Logout [admin]
5 SunJun 15 22:40:36 2008 Logout [admin]
6 SunJun 15 22:34:33 2008 Login [admin]
7 SunJun 15 22:24:37 2008 Login [admin]
8 SunJun 15 22:23:25 2008 Cold Start
Auto Upload Enable Upload Log Clear Log

W Parameter Description:
0 No.: Display the order number that the trap happened.
O Time: Display the time that the trap happened.
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Events:Display the trap event name.

Auto Upload Enable: Switch the enabled or disabled status of the auto
upload function.

Upload Log: Upload log data through tftp.
Clear Log: Clear log data.

Firmware Upgrade

Software upgrade tool is used to help upgrade the software function in order
to fix or improve the function. The switch provides a TFTP client for software
upgrade. This can be done through Ethernet.

B Function name: Firmware Upgrade

W Function Description: The switch supports TFTP upgrade tool for upgra-
ding software. If you assure to upgrade software to a newer version one,
you must follow two procedures:

1. Specifying the IP address where TFTP server locates. In this field, the IP
address of your TFTP server should be filled in.

2. Specifying what the filename and where the file is. You must specify full
path and filename.

Then, press <Upgrade> button if your download is not successful, the
switch will also be back to “Software Upgrade”, and it will not upgrade
the software as well.

When download is completed, the switch starts upgrading software. A
reboot message will be prompted after completing upgrading software.
At this time, you must reboot the switch to have new software worked.

Note: Software upgrade is hazardous if power is off. You must do it care-
fully.

B Parameter Description:

O

TFTP Server: A TFTP server stored the image file you want to upgrade.
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O Path and Filename: File path and filename stored the image file you
want to upgrade.

Firmware Upgrade

TFTP Server 0.0.0.0

Path and Filename |]

424 Reboot

We offer you many ways to reboot the switch, including power up, hardware
reset and software reset. You can press the RESET button in the front panel to
reset the switch. After upgrading software, changing IP configuration or
changing VLAN mode configuration, then you must reboot to have the new
configuration taken effect. Here we are discussing is software reset for the
“reboot” in the main menu.
B Function name: Reboot
m Function Description: Reboot the switch. Reboot takes the same effect as
the RESET button on the front panel of the switch. It will take around thirty
(30) seconds to complete the system boot.
W Parameter Description:
0 Save and Reboot:Save the current settings as start configuration
before rebooting the switch.
O Reboot: Reboot the system directly.

Reboot the System

Save and Reboot Saving Configuration and Reboot
Reboot the System
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Logout

You can manually logout by performing Logout function. In the switch, it pro-
vides another way to logout. You can configure it to logout automatically.
B Function name: Logout
B Function Description: The switch allows you to logout the system to pre-
vent other users from the system without the permission. If you do not
logout and exit the browser, the switch will automatically have you
logout. Besides this manually logout and implicit logout, you can pull -
down the <Auto Logout> list at the left-top corner to explicitly ON/OFF
this logout function.
B Parameter Description:
O Auto Logout: Default is ON. If it is “ON”, and no action and no key is
stroke as well in any function screen more than 3 minutes, the switch
will have you logout automatically.

N
Logout
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5 Operation of CLI Management

51 CLI Management

Refer to Chapter 2 for basic installation. The following description is the brief
of the network connection.

-- Locate the correct DB-9 null modem cable with female DB-9 connector.
Null modem cable comes with the management switch. Refer to the
Appendix B for null modem cable configuration.

-- Attach the DB-9 female connector to the male DB-9 serial port
connector on the Management board.

-- Attach the other end of the DB-9 cable to an ASCII terminal emulator
or PC Com-1, 2 port. For example, PC runs Microsoft Windows
HyperTerminal utility.

-- At “Com Port Properties” Menu, configure the parameters as below:
(see the next section)

Baud rate 57600

Stop bits 1

Data bits 8

Parity N

Flow control none
511 Login

The command-line interface (CLI) is a text-based interface. User can
access the CLI through either a direct serial connection to the device or a
Telnet session. The default values of the managed switch are listed below:

Username: admin
Password: admin

After you login successfully, the prompt will be shown as “#“ if you are the
first login person and your authorization is administrator; otherwise it may
show “$"“. See the following two figures. The former means you behave as
an administrator and have the access right of the system. As to the latter,
it means you behave as a guest and are only allowed to view the system
without the permission to do any setting for this switch.
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Managed Switch - PRES-2126C

Login: admin
Passwaord:

PEEZ-2126C#

Fig. 4-1

Managed Switch - PEES-Z2128C

Login: admin
Passward:

PREZ-2126CS

Fig. 4-2

5.2 Commands of CLI

Managed Switch - PSEZ-2126C

Login: admin
Password:

PIEZ-Z2126C# 7

802.1% Enter into 802.1¥ mode
account Enter into account mode
alarm Enter into alarm mode
autologout Change autologout time
bandwidth Enter into bandwidth mode
config-file Enter into config file mode
dhep-boot Enter into dhop-boot mode
diayg Enter into diayg mode
firmware Enter into firmware mode
gvTp Enter into gvrp mods
hostname Change hostname
lgmp-snooping Enter into igmp mode
ip Enter into ip mode
loyg Enter into loy mode
mac-table Enter into mac table mode
management Enter into management mode
poe Enter into PoE function
port Enter into port mods

Fig. 4-3
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Global Commands of CLI

®m end

O Syntax:

end

O Description:
Back to the top mode.

When you enter this command, your current position would move to the
top mode. If you use this command in the top mode, you are still in the
position of the top mode.

O Argument:
None.

O Possible value:
None.

O Example:
PSES-2126C# alarm

PSES-2126C(alarm)# events
PSES-2126C(alarm-events)# end
PSES-2126C#

exit

O Syntax:

exit

O Description:

Back to the previous mode.

When you enter this command, your current position would move back to
the previous mode. If you use this command in the top mode, you are still
in the position of the top mode.

O Argument:

None.

O Possible value:

None.

O Example:
PSES-2126C# trunk
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PSES-2126C(trunk)# exit
PSES-2126C#

help

0 Syntax:

help

O Description;

To show available commands.

Some commands are the combination of more than two words. When you
enter this command, the CLI would show the complete commands.
Besides, the command would help you classify the commands between
the local commands and the global ones.

O Argument:
None.

O Possible value:
None.

O Example:
PSES-2126C# ip

PSES-2126C (ip) # help

Commands available:

set ip Set ip and gateway

set dns Set dns

enable dhcp Enable DHCP, and set dns auto or
manual

disable dhcp Disable DHCP

show Show IP Configuration

exit Back to the previous mode

end Back to the top mode

help Show available commands

history Show a list of previously run
commands
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logout Logout the system

save start Save as start config
save user Save as user config
restore default Restore default config
restore user Restore user config

PSES-2126C (ip) #
H history
O Syntax:
history [#]
O Description:
To show a list of previous commands that you had ever run.

When you enter this command, the CLI would show a list of commands
which you had typed before. The CLI supports up to 256 records. If no
argument is typed, the CLI would list total records up to 256. If optional
argument is given, the CLI would only show the last numbers of records,
given by the argument.

O Argument:
[#]: show last number of history records. (optional)

O Possible value:
#:1,23,....,256
O Example:
PSES-2126C(ip)# history
Command history:

0. 7?
. trunk
. exit
PSES-2126C# trunk
PSES-2126C (trunk)# exit
PSES-2126C#
trunk

exit

o I o Ul oW NN

. alarm
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9. events

10. end

11. ip

12. help

13. history
PSES-2126C(ip)# history 3
Command history:
12. help

13. history

14. history 3
PSES-2126C (ip) #
logout

0 Syntax:
logout

O Description;

When you enter this command via Telnet connection, you would logout
the system and disconnect. If you connect the system through direct serial
port with RS-232 cable, you would logout the system and be back to the
initial login prompt when you run this command.

O Argument:

None.

0 Possible value:

None.

O Example:

PSES-2126C# logout

restore default

O Syntax:

restore default

O Description:

When you use this function in CLI, the system will show you the
information “Do you want to restore the default IP address?(y/n)”. If you
choose Y ory, the IP address will restore to default “192.168.1.1”. If you
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choose N or n, the IP address will keep the same one that you had saved
before.

If restoring default successfully, the CLI would prompt if reboot
immediately or not. If you press Y or y, the system would reboot
immediately; otherwise, it would be back to the CLI system. After restoring
default configuration, all the changes in the startup configuration would
be lost. After rebooting, the entire startup configuration would reset to
factory default.

O Argument:

None.

O Possible value:
None.

O Example:
PSES-2126C# restore default

Restoring ...
Restore Default Configuration Successfully
Press any key to reboot system.

restore user
0 Syntax:
restore user

O Description;

To restore the startup configuration as user defined configuration. If
restoring default successfully, the CLI would prompt if reboot immediately
or not. If you press Y or y, the system would reboot immediately; others
would back to the CLI system. After restoring user-defined configuration,
all the changes in the startup configuration would be lost. After
rebooting, the entire startup configuration would replace as user defined
one.

O Argument:

None.

O Possible value:
None.

O Example:
PSES-2126C# restore user



LANCOM ES-2126+ und LANCOM ES-2126P

M Chapter 5: Operation of CLI Management

Restoring ...

Restore User Configuration Successfully
Press any key to reboot system.

save start

O Syntax:

save start

O Description:

To save the current configuration as the start one. When you enter this
command, the CLI would save your current configuration into the non-
volatile FLASH. If you want the configuration still works after rebooting,
save the configuration using the command ‘save start’.

O Argument:

None.

O Possible value:
None.

O Example:
PSES-2126C# save start
Saving start...
Save Successfully
PSES-2126C#

save user

0 Syntax:

save user

O Description;

To save the current configuration as the user-defined configuration. When
you enter this command, the CLI would save your current configuration
into the non-volatile FLASH as user-defined configuration.

O Argument:
None.

00 Possible value:
None.

O Example:
PSES-2126C# save user
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Saving user...
Save Successfully
PSES-2126C#

5.2.2 Local Commands of CLI

Please note: to use one of the local commands, you first have to change to the
corresponding configuration area, e.g. 802.1x <Enter> set mode 1.

802.1x

B set max-request
0 Syntax:
set max-request <port-range> <times>
0 Description:

The maximum number of times that the state machine will retransmit an
EAP Request packet to the Supplicant before it times out the
authentication session.

O Argument:
<port range>: syntax 1,5-7, available from 1 to 26

<times>: max-times, range 1-10

O Possible value:

<portrange>: 1to 26

<times> : 1-10, default is 2

O Example:

PSES-2126C(802.1x)# set max-request 2 2

B set mode
0 Syntax:
set mode <port-range> <mode>

O Description;
To set up the 802.1X authentication mode of each port.

O Argument:
<port range> : syntax 1,5-7, available from 1 to 26

<mode> : set up 802.1x mode
0:disable the 802.1x function
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1:set 802.1x to Multi-host mode

0 Possible value:

<portrange>: 1t0 26

<mode>: 0 or 1

O Example:

PSES-2126C(802.1x)# set mode 2 1

set port-control

0 Syntax:

set port-control <port-range> <authorized>

O Description;
To set up 802.1X status of each port.

O Argument:
<port range> : syntax 1,5-7, available from 1 to 26

<authorized> : set up the status of each port
0:ForceUnauthorized

1:ForceAuthorized

2:Auto

O Possible value:
<port range> : 1 to 26

<authorized>: 0,1 or 2

O Example:

PSES-2126C(802.1x)# set port-control 2 2
set quiet-period

O Syntax:

set quiet-period <port-range> <sec>

O Description:

A timer used by the Authenticator state machine to define periods of time
during when it will not attempt to acquire a Supplicant.

O Argument:
<port range> : syntax 1,5-7, available from 1 to 26

<sec> : timer, range 0-65535
O Possible value:
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<portrange>: 10 26

<sec>: 0-65535, default is 60

O Example:

PSES-2126C(802.1x)# set quiet-period 2 30

set reAuthEnabled
0 Syntax:
set reAuthEnabled <port-range> <ebl>

O Description;

A constant that define whether regular reauthentication will take place on
this port.

O Argument:
<port range> : syntax 1,5-7, available from 1 to 26

<ebl>:

0:"OFF” to disable reauthentication

1:"ON” to enable reauthentication

O Possible value:

<port range> : 1 to 26

<ebl>:0or1, defaultis 1

O Example:

PSES-2126C(802.1x)# set reAuthEnabled 2 1

set reAuthMax

O Syntax:

set reAuthMax <port-range> <max>
O Description:

The number of reauthentication attempts that are permitted before the
port becomes Unauthorized.

O Argument:
<port range> : syntax 1,5-7, available from 1 to 26

<max> : max. value , range 1-10

O Possible value:
<port range> : 1 to 26

<max> : 1-10, default is 2
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O Example:

PSES-2126C(802.1x)# set reAuthMax 2 2

set reAuthPeriod

O Syntax:

set reAuthPeriod <port-range> <sec>

O Description:

A constant that defines a nonzero number of seconds between periodic
reauthentication of the supplicant.

O Argument:

<port range> : syntax 1,5-7, available from 1 to 26

<sec> : timer, range 1-65535

O Possible value:

<port range>: 1 to 26

<sec>: 1-65535, default is 3600

O Example:

PSES-2126C(802.1x)# set reAuthPeriod 2 3600

set serverTimeout

O Syntax:

set serverTimeout <port-range> <sec>

O Description:

A timer used by the Backend Authentication state machine in order to
determine timeout conditions in the exchanges between the
Authenticator and the Supplicant or Authentication Server. The initial
value of this timer is either suppTimeout or serverTimeout, as determined
by the operation of the Backend Authentication state machine.

O Argument:

<port range> : syntax 1,5-7, available from 1 to 26

<sec> : timer, range 1-65535

O Possible value:

<port range> : 1 to 26

<sec>: 1-65535, default is 30

O Example:
PSES-2126C(802.1x)# set serverTimeout 2 30
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B setstate

O Syntax:

set state <ip> <port-number> <secret-key>

O Description:

To configure the settings related with 802.1X Radius Server.

O Argument:

<ip>: the IP address of Radius Server, and the IP format is XxX.XxX.XXX.XXx

<port-number> : the service port of Radius Server(Authorization port),
range 1~65535

<secret-key>: set up the value of secret-key, and the length of secret-key
is from 1 to 31

O Possible value:

<port-number> : 1~65535, default 1812

O Example:

PSES-2126C(802.1x)# set state 192.168.1.115 1812 WinRadius

set suppTimeout

O Syntax:

set suppTimeout <port-range> <sec>

O Description:

A timer used by the Backend Authentication state machine in order to
determine timeout conditions in the exchanges between the
Authenticator and the Supplicant or Authentication Server. The initial
value of this timer is either suppTimeout or serverTimeout, as determined
by the operation of the Backend Authentication state machine.

O Argument:

<port range> : syntax 1,5-7, available from 1 to 26

<sec> : timer, range 1-65535

O Possible value:

<port range> : 1 to 26

<sec>: 1-65535, default is 30

O Example:
PSES-2126C(802.1x)# set suppTimeout 2 30
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B set txPeriod
O Syntax:
set txPeriod <port-range> <sec>

O Description:

A timer used by the Authenticator PAE state machine to determine when
an EAPOL PDU is to be transmitted.

O Argument:
L

<port range> : syntax 1,5-7, available from 1 to 26

<sec> : timer, range 1-65535

0 Possible value:
<port range> : 1 to 26

<sec>: 1-65535, default is 30

O Example:
PSES-2126C(802.1x)# set txPeriod 2 30

B show mode
O Syntax:
show mode

O Description:
To display the mode of each port.

O Argument:
None.

O Possible value:
None.

O Example:
PSES-2126C(802.1x)# show mode

Port Mode

1 Disable
2 Multi-host
3 Disable
4 Disable
5 Disable
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6 Disable

B show parameter

0 Syntax:

show parameter

0 Description:

To display the parameter settings of each port.

O Argument:
None.

O Possible value:
None.

O Example:
PSES-2126C(802.1x) # show parameter

port 1) port control : Auto
reAuthMax 1 2
txPeriod : 30
Quiet Period : 60
reAuthEnabled : ON
reAuthPeriod : 3600
max. Request : 2
suppTimeout : 30
serverTimeout : 30

show security

O Syntax:

show security

O Description:

To display the authentication status of each port.

O Argument:

None.

O Possible value:

None.

O Example:
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PSES-2126C(802.1x)# show security
Port Mode Status

Disable
Multi-host  Unauthorized

1
2
3 Disable
4 Disable
5 Disable
6 Disable

B show state
O Syntax:
show state

O Description:
To display the Radius server configuration.

O Argument:
None.

O Possible value:
None.

O Example:
PSES-2126C(802.1x)# show state

Radius Server: 192.168.1.115
Port Number : 1812

Secret Key : WinRadius

account

B add
O Syntax:
add <name>

O Description:

To create a new guest user. When you create a new guest user, you must
type in password and confirm password.

O Argument:
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<name> : new account name

O Possible value:
<name> : A string must be at least 5 character.

O Example:
PSES-2126C (account) # add aaaaa

Password:

Confirm Password:

PSES-2126C (account) #

del

O Syntax:

del <name>

O Description:

To delete an existing account.

O Argument:

<name> : existing user account

O Possible value:

None.

O Example:
PSES-2126C(account) # del aaaaa
Account aaaaa deleted

modify

O Syntax:

modify <name>

O Description:

To change the username and password of an existing account.
O Argument:

<name> : existing user account

O Possible value:

None.

O Example:

PSES-2126C (account) # modify aaaaa

username/password: the length is from 5 to 15.
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Current username (aaaaa):bbbbb
New password:

Confirm password:

Username changed successfully.
Password changed successfully.

B show
0 Syntax:
show

O Description;
To show system account, including account name and identity.

O Argument:
None.

00 Possible value:

None.

O Example:

PSES-2126C (account)# show
Account Name Identity
admin Administrator
guest guest
bbbbb guest

alarm
<<email>>

m del mail-address
0 Syntax:
del mail-address <#>

O Description;
To remove the e-mail address.

O Argument:
<#>: email address number, range: 1 to 6

00 Possible value:
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<#>: 1106

O Example:

PSES-2126C (alarm-email)# del mail-address 2
m del server-user

0 Syntax:

del server-user

O Description:

To remove the server, user account and password.

O Argument:

None.

O Possible value:

None.

O Example:

PSES-2126C (alarm-email) # del server-user
B set mail-address

O Syntax:

set mail-address <#> <mail address>

O Description:

To set up the email address.

O Argument:

<#>: email address number, range: 1to 6

<mail address> : email address

O Possible value:

<#> 1106

O Example:

PSES-2126C(alarm-email) # set mail-address

abc@mail.abc.com
B setserver

O Syntax:

set server <ip>

O Description:

To set up the IP address of the email server.
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O Argument:

<ip>:email server ip address or domain name

O Possible value:

None.

O Example:

PSES-2126C(alarm-email)# set server 192.168.1.6
set user
O Syntax:

set user <username>

O Description:

To set up the account of the email server.

O Argument:

<username>: email server account

O Possible value:

None.

O Example:

PSES-2126C(alarm-email)# set user admin
show

0 Syntax:

show

O Description;

To display the configuration of e-mail trap event.

O Argument:

None.

00 Possible value:

None.

O Example:
PSES-2126C(alarm-email)# show
Mail Server : 192.168.1.6
Username : admin

Password : kkkkkkkkkkhkkkkkk

Email Address 1: abc@mail.abc.com
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Email Address
Email Address
Email Address
Email Address

o Ul WD

Email Address
<<events>>
del all

O Syntax:

del all <range>
O Description:
To disable email, sms and trap of events.

O Argument:

<range>:del the range of email, sms and trap of events, syntax 1,5-7
O Possible value:

<range>: 1~22

O Example:

PSES-2126C(alarm-events)# del all 1-3

del email

0 Syntax:

del email <range>

O Description;

To disable the email of the events.

O Argument:

<range>:del the range of email, syntax 1,5-7

O Possible value:

<range>: 1~22

O Example:

PSES-2126C(alarm-events)# del email 1-3

del sms

O Syntax:

del sms <range>

O Description:
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To disable the sms of the events.

O Argument:

<range>:del the range of sms, syntax 1,5-7

O Possible value:

<range>: 1~22

O Example:

PSES-2126C(alarm-events)# del sms 1-3

del trap

O Syntax:

del trap <range>

O Description:

To disable the trap of the events.

O Argument:

<range>:del the range of trap, syntax 1,5-7

O Possible value:

<range>: 1~22

O Example:

PSES-2126C (alarm-events)# del trap 1-3
set all

O Syntax:

set all <range>

O Description:

To enable email, sms and trap of events.

O Argument:

<range>:set the range of email, sms and trap of events, syntax 1,5-7
O Possible value:

<range>: 1~22

O Example:

PSES-2126C(alarm-events)# set all 1-3
set email

O Syntax:

set email <range>
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01 Description:

To enable the email of the events.

O Argument:

<range>:set the range of email, syntax 1,5-7

O Possible value:

<range>: 1~22

O Example:

PSES-2126C(alarm-events)# set email 1-3
B setsms

O Syntax:

set sms <range>

O Description:

To enable the sms of the events.

O Argument:

<range>:set the range of sms, syntax 1,5-7

O Possible value:

<range>: 1~22

O Example:

PSES-2126C(alarm-events)# set sms 1-3
H settrap

0 Syntax:

set trap <range>

O Description;

To enable the trap of the events.

O Argument:

<range>:set the range of trap, syntax 1,5-7

O Possible value:

<range>: 1~22

O Example:

PSES-2126C (alarm-events)# set trap 1-3
m show

O Syntax:
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show

O Description;

The Show here is used to display the configuration of alarm event.
O Argument:

None.

O Possible value:

None.

O Example:
PSES-2126C (alarm-events)# show

Events Email SMS Trap
Cold Start v
Warm Start v
Link Down \
Link Up v
Authentication Failure v
User Login
User Logout

STP Topology Changed

O 0 ~J o Ul B W NN

STP Disabled
STP Enabled
LACP Disabled

T
N R o

LACP Enabled
LACP Member Added
LACP Port Failure

e e
oo W

GVRP Disabled
GVRP Enabled

T
~ o

Port-based Vlan Enabled

=
[ee]

Tag-based Vlan Enabled

=
Ne)

Module Inserted
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