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LANCOM Software 8.0
General

LCOS:so

[LANCOM OPERATING SYSTEM]

The LANCOM operating system LCOS and the corresponding
management tools regularly provide free new functions to all
current LANCOM routers, access points and gateways.

LCOS 8.0 stands for innovative new security functions while
improving usability at the same time.

Standing out as an example of this is the new Content Filter
technology from LANCOM, which provides transparency for users
and a conveniently easy configuration for administrators.

IPsec over HTTPS takes VPN to places that were impossible to
reach until now; for example, to mobile clients in third-party
networks behind routers which block IPsec, or in UMTS/3G
networks with restrictions.

Read on for more on the most important new functions and
improvements.
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LANCOM Software 8.0
Highlights

LCOS:so

[LANCOM OPERATING SYSTEM]

Content Filter — Practical and tailor-made for enterprise
scenarios; easy-to-operate and high-speed web-access control
improves security and productivity for your company, and it
conforms to legal requirements for the protection of minors.

IPsec over HTTPS — With this innovative extension, SSL
encapsulation-based VPN now works even where IPsec VPN
formerly failed because of VPN filters. You don’t have to change
your configuration, VPN client or router.

LCMS Usability Upgrade — Modernized versions of the highly
praised LANCOM management software LANconfig and
(W)LANmonitor. New look & feel.

USB setup — LANCOM routers with USB interface can load
firmware and configuration files from USB memory while in
factory defaults.

Feature Notes 8.0

June 2010

LANCOM

Systems




LANCOM SOftware 80 Feature Notes 8.0

Further improvements

June 2010

Alternative boot configuration — Configurations can be stored as
alternatives to the factory settings; useful for rollouts/commissioning

B SSH client — Management of third-party components from a LANCOM
router via SSH, also by means of SSH login to the LANCOM

B | oad balancing now also for WLAN controllers — Redundant
connection of WLAN controllers to multiple WAN lines

B Channel load display in WLC mode and WLANmonitor — Display of
channel load at the access points

B RADIUS accounting for each WLAN SSID — Allocation to SSIDs as |
configured from the WLAN controller

B T-Entertain Wizard upgraded with IPTV configuration — Configuration

of IPTV, also for non-VDSL connections LANCOM

Systems

B Alternative DHCP server for DHCP forwarding — Support of redundant
upstream DHCP servers

B Improved security of SSL/TLS — Improved key negotiation with
SSL/TLS as per RFC 5746

B Basic HTTP/HTTPS server — Provisioning of HTML pages or images,
e. g. for Public Spot Option, stored on USB media (FAT)

B DFS according to ETSI 301 893 v. 1.5 — Support for radar pattern
recognition in WLAN as recommended from 07/01/2010 on




Content Filter Option (1)

June 2010

Filter out undesirable web content when surfing

B Requested URLs (and IP addresses) can be sent to
a data center for categorization

B URLs and classifications are stored in the internal
Qatei  Guartwtan At Qvond  (asaseichen  Egtrm e
cache O C X & (3 tetmmss
TriggerfActions Set ljimmcug- [+
B Flexible allocation of Content Filter profiles by Conditions N
means of firewall rules (e.qg. to differentiate Action orly
between WAN/intranet content or user groups) [ for defauit route [e.g. 1| 8LOCKED
[] far backup connectio CONTENT }
B Convenient definition of profiles and filter [lforDifServCP: | Vour st fr protte 1 OFFICE. e ormooraphy / Erotie /Sext
categories in LANconfig and with standard profiles L]for packets sent
Physzical Lg
Trigger

(3} Per session

Fieset counter

) Per

Facket action
) Tranzmit ) Drop
(2) Check via prosy with the fi

Cortent fiter: | (L5193
o |EMGINEE

Pornography, Eratic, Sex: | Farbidden v |

Swirmwear, Lingerie: | Forbidden b |

Profile

Mame Time Frame Blackl
EMGIMEERIMNG  ALWAYS NOGOSITES E
ALWAYS MNOGOSITES  EXCEPTIONS [] 5end Syslog message [ Send email message

TES EXCEPTIC
[]5MMP (2.0 LaMmonitar] [ Disconnect
[ Lock source address [] Lock target port

Duraticn: l:l Duration: l:l
L 0K J[ Cancel J LANBDM
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Content Filter Option (2)

Feature Notes 8.0

June 2010

Profiles with time limits and different category profiles

Skop

Profiles with different category profiles depending on the time, e.g. for working times and
leisure time

Time limits can be defined with multiple entries

In case of overlap, prohibition takes priority
(Order: "Forbidden", "Override", "Allowed")

Time frame - Edit Entry

Mame:

Skark kirne:

time:

REE Time frame - Edit Entry

1 Mame:

Skart ime:

] Stop kime:

Weekdays

Monday
Tuesday
Wednesday
Thursday

WORKHOURS | L [o]4

J

IUS:DD
|12:30

Cancel

|13:30
IIB:EID

Friday
[5aturday
[5unday
[JHaoliday

Profile

Mame Time frame

EMGINEERING  ALWAYS
CFFICE ALWAYS

Blacklisted  Whitelisted = Category profile

MOGOSITES  EXCEPTIONS  ENFOCUS
MOGEOSITES  ERCEPTICNS  BASIC
TES TIOMS  OFFICEFCCS

Edit Entry

OFFICE || copv.. || Remove

Cancel

- and whitelist configuration,

MOECOSITES d
EXCEPTIONS hd
CFFICERDCIIS hd

Catepories
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Category profile
CFFICEFCCLS
BASIC

EMF2CUS

Pornography,
Forbidden
Forbidden
Farbidden

okic, Sex | Swimwear, Lingerie
Forhidden
Forbidden

Forbidden

Shopping
Cverride
Override
Farbidden




Content Filter Option (3)

June 2010

"Override" mechanism

B "Overrides" are a practical aid for
necessary exceptions

[ L=

Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & mere - Moxilla Firefox

Datei  Gearbwiben  Areicht  Cheord  eserwichen  Extras  Hife
o = O 3 | ntgieeanazoncond s B y.
] Amazon.cam: Dokine Shopping for He...| =

amazoncom v seunt e ctomer Giarl gy FFIEE 2 Dy Shippineg: Ses
S—T

“roun Al ncom | F Today's Deals | Gis & Wish Lists | Gift Cards Your ALt

SN i Deparimenz o I . can

B Blocks are intentionally "ignored"
for "soft" categories

B Temporary unlocking for users and

Shop partments

Bane e ‘ logging of the overrides
OM Systems Content Filter - Mozilla Firefox

Movies, Msic & Games >
Quini Gowbeten Aeskhe Clrord  Lesamcwn  Extras  Hife

Digttal Dovanloads. >

Kindle > o + C X @ [ oy B B ;

Cotmpuiters & Office > | ) LANCOM Systems Content Filter | %

Eectronics »

Homme & Garden >

Grocery, Heallh & Beaity > il !

Toys, Kids & Baby » Ned

Clothing. Slioes & Jowelly > ‘h\

Sports & Outdoors » LANCOM Systems Content Filter - Mozilla Firefox

Tosts, Ruto & sl > Datwi Gowbetan skt Qronk Lssaseben Ectris e

= X 3 Wtpe oo amazon, conf e -t

Successfully overrade th o c - g 1 £
oK || LANCOM Systenms Content Filter | +

BLOCKED
CONTENT

www.amazon.com/ s blocked, because it matches the categories "Shopping”, "General Bu:
Your content filter profile Is OFFICE

F Categories - Edit Entry

[ General
__| Po(naphy 1 Husdity

=2} Ordering ; ) :
[ | Society | Education | Religion Shopping: M
[7] Criinal Activities Auchons, Classiied Ads: [Oveice ¥

[] Games | Gambing :
[ Entertainment | Culbure Banner Adveisements: Overide v |

[ | Information | Communication
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Content Filter Option (4)

June 2010

Avalilability

B The LANCOM Content Filter is a
' ' software option sold separately for
LANCOM routers, gateways and WLAN

LANCOM > Service®Support > Service & Info > Registraion > Demo licensy _— ContrO”erS
R ——— LANCOM
-« sem W Software option suitable for most
e [— current router models but not for all
Register e ([ | (compare product web page)

@

B Cost-free, time-limited demo license
to test the Content Filter

B Automated process to obtain a demo
license with a button in LANconfig at
L#Activate Software Option..."

= can be registered

B Further information and request for a
| Register Demo License . . J demo license on the LANCOM website
Ackivate at

{’) Ackivation key:
/ |CARR-JSZT-CBMM—CSUZ-?EI4|

If the key is correct, the Feature will be enabled on the
device after reboating.

www.lancom.eu/contentfilter

This key is walid only For a certain device, You cannot use
this key For other devices,
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IPsec over HTTPS (1)

June 2010

SSL encapsulation for IPsec

B SSL encapsulation of IPsec traffic and transport via TCP over port 443
(as with HTTPS)

B Overcomes NAT gateways and firewalls that block IPsec, such as with UMTS/3G
providers, hotspots, etc.

B  Works for client-to-site
connections (LANCOM Advanced VPN Client to LANCOM VPN routers)

B Also works site-to-site
(from LANCOM router to LANCOM router)

Port 443 open
for HTTPS

IPsec
over HTTPS

LANCOM router
with IPsec over

HTTPS Standard IPsec
Advanced VPN Client
with IPsec over HTTPS Page 9
Firewall LANCOM

blocks IPsec Systems



IPsec over HTTPS (2)

Ideal for mobile applications

Connection:

Tip of the
client’s o

Advanced IPzec Optiohs

Basic Settings
Data (R Line Management

Speed (M | Psec Geneal Setlings

[ 1Psec Compression
[ Disable DPD [Dead Peer Detection]

IPsec Address Assighment Interval Sec.
Split Tunneling .

Certificate Chack Number of retries:

Link Firewall

() Standard IPzec
() UDP Encapsulation

Bort: |D |
WPN Path Finder

[LAMCOM WP router with aperating system LCOS 8.0

or higher required]

[ ber [ o ][ cenea

Feature Notes 8.0

June 2010

B Easy setup of the LANCOM

Advanced VPN Client by selecting
"IPsec over HTTPS"

Automatic detection and
switching between plain IPsec and
IPsec over HTTPS:

— The initial connection attempt is
with IPsec (less overhead)

— If a standard IPsec connection
cannot be established, then the
Advanced VPN Client reverts to
IPsec over HTTPS technology

Available as of version 2.22 of the
LANCOM Advanced VPN Client
(free update from version 2.2)

Page 10
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LCMS mOd ernlzed Feature Notes 8.0

June 2010

New icons

B All icons have been completely
reworked in LANconfig,
LAN/WLANmonitor and Trace

B High-resolution icons with more
colors for a more intuitive display
and conformity with corporate-
design

B Modernization that does justice to
current screen resolutions and user
experience with other applications

B Application help for LANconfig,

e k 1S LAN/WLANmonitor with extensive
ey <3 = explanations
E mw-wuuw Better overview in LANconfig with more columns.
B How-To chapters covering typical
e e administratoin tasks and hints for
ol | EREZ 00 - 0@ vv BA B> B9 veem0 Lancam . .
o o configuration
i T B Directory, index and search for
=l e extensive reading of topics related or
R L quick help for specific operations Page 11
© 1205200 155437 (ANCOMWLC4025 19] V| Hardwore Release fng canceled
© 12052010 155439 AccessPomt 190 v Sedal Number trg started
© 1205010 159430 AccessPoint BT g (R g stated
£ B[] |@ ;a0 1500 AccePomt ) iwarsVeion d
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U S B S et u p Feature Notes 8.0

June 2010

Upload of configuration and firmware from USB memory

B With LCOS 8.0 all routers with USB interface can be configured automatically by simply
inserting a USB memory*

B A router with factory defaults checks for appropriate firmware or configuration files on the
USB memory

B Applicable firmware files are automatically uploaded when they are newer than the firmware
versions in the device

B The USB setup mechanism can be used for updates during operation as well
(switchable)

USB memory

]

Router with Pre-configuration
factory defaults C (no LANCOM know how needed)

Page 12
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LA N C O n fl g Feature Notes 8.0

June 2010

Tree view for fast access to the configuration pages

B Tree view with the same icons and
structure as in WEBconfig

E° PM-1722-YoIP Configuration

? Configuration . .
Elg! Management Devic u ngt access_ to configuration pages,
C T [ — _ et without any lists or tabs
Admin - Locat

Y Costs o B Automatic compression of

g E_Iﬂltiﬂn - sections when another page is

- isplay

7 Interfaces —e— selected
[+ Drate & Time
-- Log & Trace
-- Communication Eaments
g TCR/TP |Testru:uuter WalP PM
[+ g IP RoOULEr
E Firewall {05 |
Content Filker |
5 VPN
& Certificates |
-gf COM Ports
ey IPR/SP Infarmation
" HstBIOS Device type:
[+ LANCAPT
[ Least-Cost-Rauter Hardware release:
6? YalIP Call Manager Firmssare wersion;
/30 Prinker Serial number:
Page 13
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LANconfig

Intelligent password field

M ain device password: |:| la ]| Shio

GEenerate pikswond

M ain device pazswaord: Show

[ Generate password

Main device password: JPreBweG A2 [v] Show

L Generate pazsword

Main device password: m n [] Show

Feature Notes 8.0

June 2010

Single field for password entry with
the option of making the password
visible

(e.g. to check the passwords as you
enter them)

If passwords are displayed, it is
impossible to "steal" the password
by copy & paste or with password
sniffers (increased security)

To motivate customers to use higher
security, it is also possible to
automatically generate a
password (where this makes
sense)

If a password is renewed or
changed, a confirmation field is
displayed immediately after
entering it — no additional window
opens up after closing the dialog (so
speeding things up for
professionals)

Page 14
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LA N C O n fl g Feature Notes 8.0

June 2010

Dynamic filter

B Searches any match of the search

Search Discard Filter case- pattern in device properties

pattern filter sensitive

B Hasimmediate impact on the
folder view with each character
typed in

B Searches the currently selected
folder only

B Can be combined with ‘flat view
mode’ to display all matches in
selected and subsequent folders

Force exact matching with
capitalization symbol

Discard filter with one click

2 LANconfig - \L.CS - Filter, result

File Edit Device Yiew Tools Help
— i — oWz XD 43 5 NCOM
+ AR E = 09 vy BERB Y ¥¢ @ Redt Lancom
E:: LAMconfig Marne Address Dievice Skatus Progress Dievice Type Serial Murmber MaC Address
o £ pemo WPES-2126 10.1.90.44 ok, LANCOM ES-2126 40003101A000,,.  O0:AD:ST:14:0E:57
""" gLes WPES-2126 10.1.90.45 ok, LANCOM ES-2126 40003101A000,,,  OO:A0ST:14:0D:FD
WPES-2126 10.1.90.46 ok LANCOM ES-2126 40003101A000,,,  D0:ANST:14:0E:84
WPES-2126 10.1.90,47 ok LANCOM ES-2126 40003101A000,,,  O0:A0:57:14:00:FC Page 15
“EPES-2126 10.1.90.48 ok LANCOM ES-2126 40003101A000,,,  DO:ANST:14:00:FE
WPES-Z1264+ 10.1.90.42 ok LANCOM ES-2126+ 400142302000,  O0:AN:S7:15:35:71
=pLANCOM ES-2126 10.1.90,37 ok LANCOM ES-2126 40003101A000.,.  O0:A0:ST:14:0E:22 L A N B D M
) Ludwigshafen 10,1.99.12 Systems




Feature Notes 8.0

Alternative boot configurations

June 2010

Customer-specific standard settings

B LANCOM routers and access points can be programmed with persistent configurations
(however many times the device is rebooted or reset) that contain customer-specific
standard settings for the boot procedure

B By storing a configuration to memory space "1", the LANCOM factory settings will be
"overwritten” with customer-specific standard settings

B When resetting, a short press (more than 5 seconds) of the reset button initiates the

— activation of customer-specific standard settings, assuming that a corresponding
configuration has been saved to memory space "1",

— otherwise (if memory space "1" is empty) the LANCOM factory settings are loaded as
usual

B Additionally/alternatively a rollout configuration can be stored in memory space ,2“ as well
as a standard certificate for authentication (more details in reference manual)

Customer-specific standard settings available
once stored to memory space "1"

5-second RESET/switching on an unconfigured device

LANCOM router Page 16
@ LANCOM factory settings if no customer-

specific standard settings are available LANCOM
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Service and Support

We wish you every success with your LANCOM product and the new LCOS!

We look forward to your praise and criticism, suggestions or questions:
mylancom@lancom.de.

The latest information about Service and Support can be found on our Support
flyer, our Internet site or from our Knowledge Base:

www.lancom-systems.eu/support.

If the manual and our current support themes in the Internet are of no help to
you, then our Support Hotline is available to you in Germany on work days
from 9:00 — 17:00h

0900-1-LANCOM (= 0900-1-526266)

(1.24 €/min. from German landlines).

Your LANCOM Systems Team

Feature Notes 8.0

June 2010
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