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LCOS 9.0

Introduction

LCOSo

[LANCOM OPERATING SYSTEM]

The LANCOM operating system LCOS and the corresponding management tools (LCMS)

regularly provide free new functions for current LANCOM routers, access points, and gateways.
We expand our WLAN optimization concept LANCOM Active Radio Control!
With Client Steering LCOS 9.0 offers an optimal distribution of clients in the radio field.

Furthermore, LCOS 9.0 features Auto WDS for wireless integration of access points in the infrastructure, Fast
Roaming for an improved roaming experience, and a lot more!

Read on for more of the most important features and improvements summarized in brief.
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LCOS 9.0

The new highlight features

FAST ROAMING

Client Steering

More performance for WLAN clients thanks to an intelligent steering to the ideal access point

The new highlight of our WLAN optimization concept LANCOM Active Radio Control: Thanks to an active
steering of WLAN clients to the most suitable access point, the WLAN performance is significantly increased.
Client Steering is ideal for an optimal load balancing especially in WLAN scenarios with a high number of end
devices.

Auto WDS

Automatic network integration of access points via WLAN in controller-based infrastructures
Auto WDS enables the wireless integration of APs into an existing infrastructure. The access points
can be administrated centrally by a WLAN controller, wired or wireless. The admin keeps full control
over his network structure, guaranteeing the secure integration of the access points.

Fast Roaming

Fast roaming in controller-based WLAN environments

Fast Roaming, based on the WLAN standard IEEE 802.11r, enables fast roaming processes between
access points for an optimal WLAN user experience. In controller-based WLAN installations with
authentication via pre-shared key or based on IEEE 802.1X, the access keys of the clients are cached
and automatically passed on to all managed access points.



LCOS 9.0

The new highlight features

Client Steering

B Intelligent steering of end devices in controller-based environments

B Automatic connection of clients to the
most ideal access point

B Optimal distribution of the clients to the
available access points

B Select from predefined scenarios or
adjust the parameters individually

Client distribution based on:
B Number associated clients
B Signal strength

B Frequency band

Active %

Radio
Control

New extension for
LANCOM Active Radio
Control
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LCOS 9.0

The new highlight features

Client Steering

Intelligent distribution of WLAN clients with regard to signal strength

Without Client Steering
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With Client Steering
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LCOS 9.0

The new highlight features

Client Steering
Intelligent distribution of WLAN clients with regard to the number of associated clients per access point

Without Client Steering With Client Steering
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WLAN AP 2 WLAN AP3
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LCOS 9.0

The new highlight features

Client Steering
Prioritization of different parameters for the client distribution:

High-density

Number of clients Frequency band
2 Frequency band Signal strength
3 Signal strength Number of clients

Client Steering can be

individually configured,
according to your needs!
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LCOS 9.0

The new highlight features

LANCOM Active Radio Control

Client Steering —
Professional WLAN optimization tools for... The new feature for the full
potential of your WLAN

...more WLAN throughput due to less channel overlaps thanks to the
automatic selection of optimal WLAN channels (RF Optimization)

...optimized load distribution in the WLAN by actively steering clients to
the less congested and more powerful 5 GHz frequency band (Band
Steering)

...an active steering of WLAN clients to the most suitable access point
(Client Steering)

...significantly more data throughput for clients in heavily loaded WLAN
environments with many foreign interference signales in the radio field
(Adaptive Noise Immunity)
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LCOS 9

.0

The new highlight features

Auto WDS

B Automatic radio connection between access points in controller-based
infrastructures

B Central administration of the access points by the WLAN controller

Troublesome installation of cables for every

access point is no longer necessary!

o —

WLAN controller

WLAN access point

WLAN access point

Advantages:

B Full control over the
network structure

B Due to pairing* the
secure integration of the
APs is guaranteed

* Onetime connection of access points and WLC via cable for start-up

AI;TO WDS
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LCOS 9.0

The new highlight features

Fast Roaming
B For controller-based WLAN installations with WPA2 encryption

B Due to the new WLAN standard IEEE 802.11r the access
keys of the clients are cached and automatically passed on
to all managed access points

IEEE 802.11r supports pre-shared key and IEEE 802.1X

B With IEEE 802.1X no new request to the central RADIUS server is required

FAST ROAMING
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LCOS 9.0

The new highlight features

Fast Roaming with IEEE 802.11r

The clientiogs on

If the clientmoves between the access
tothe access ° points, the roaming process can take
pointwith his own \\ place withoutdelay
credentials .

FAST ROAMING

)))D

N 7

WLAN AP

>

The access key of the clientis WLANAP
stored in the WLAN controller and

passedonto all connected access

points
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LCOS 9.0

further features

Bandwidth management per SSID in the WLAN [ e TR cals)
B The provided bandwidth can be individually Wt i
configured for each SSID (upload/download) Network nane (510 oM
Suppress 5510 broadcast:
[#] MAC filter enabled |
Maximum count of clients: B—
Minimal client signal strength: LA l
Client Bridge Support
Internal network T bandwidth limit -::DDD—kbrt/s
(40 Mbps /140 Mbps) RX bandwidth limi: 0000 | kbitss

] Alow data traffic between stations of this SSID

[C]{U-APSD / WMM powersave activated
Guest network
(10 Mbps / 10 Mbps) [
I I Access point

RADIUS accounting activated
\ R&DIUS accounting server - | Select | I
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LCOS 9.0

further features

Advertisement in the LANCOM Public Spot
B The hotspot user can be redirected to advertisement websites in configurable time slots

[ LANCOM B1A4G Configuration s e _—,
| @ © - R auickFinder

& Configuration Selectthe local area network inteffaces for which User authentication should be enabled |
%5 Management

= Wi comte

@7 Interfaces Table of used VLAN IDs
(@ Date &Time
@ Log & Trace
E ;‘:;”'"“”“5‘ on WEBcorfig access by public spot interfaces limited to authertication pages
e Idie fimeou 0 seconds
& TP Router e —— e — e ————
5 Firewall/Qos Advertisement settings [9] = | On the
S ven = agstotheuserincaseoa safe side.
B Certificates Advertisemert setings. i
@ COM Ports [ Show advertisements
oy NetBIOS
[ @ Public-Spot

= Authentication

Interface selection

Inter,

9 WISPr
= Email

RADIUS Server
ol LANCAPI

[ Least-Cost-Router
& SIP-ALG

LANCOM
Systems
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LCOS 9.0

further features

Protected Management Frames (IEEE 802.11w) in the WLAN

B Protection of WLAN management frames like authentication or de-authentication against
man-in-the-middle attacks, such as tracing or the feigning of packages

Without Protected Management Frames

Data exchange between the client and the access
point is disrupted by a man-in-the-middle attack

-ﬁ-l-é

Deauthentication

1. The attacker fakes the identity
of the access point

2. Client does not detect
the fake as such

3. Attacker interrupts the
connection between
access point and client

With Protected Management Frames

Data exchange is not disrupted because the wrong or
non-existent MIC (Message Integrity Code) of the

attacker is detected W
N
T

K

1. The attacker fakes the
identity of the access point

2. The fake is detected thanks
to a key exchanged between
access point and client

3. Client denies the attacker
access

Deauthentication (5
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LCOS 9.0

further features

Support of L2TP
B Support of the protocol L2TP — ideal for a secure and comfortable network virtualization

L2TP tunnel

Rarelheld sen ’ REgIONal main office
Credit care === Total Solution Managem ent
o &=
= ? = Bank m .
E— . s T
(=]
Checkout LM server LSR server
PC network VPN E_nblen::h;l;"il‘u[(t
VolP I?_I v, ek !
VPN 1 .
LANCOM VPN VPN VEN Central site|[VPN gateway
DSL and 36 /4G router
Branch office VPN T
Digita
displa LANCOM VIAN switch
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LCOS 9.0

further features

Display of LANCOM Public Spot clients via LANmonitor
B Public Spot clients can be specially marked as such in LANmonitor

o T T :
ELANMHM{ temporary(al‘-_ - ‘-—m» p——

File Device View Tools Help

XN == EBBIBIC Rseorh. - kAncom
& LC_WLC-4025+ ' ‘ -

| » =8 WAN connections: 1
|| 4-¥* Public spot
4% Clients
4.4 Active: 25
-4 lancom: 04:46:65:7d:52:8¢ (ICo,, Ltd.)
44® lancom: 10:68:3f:44:21:84 (LG Electronics)
...} IP address: 192.168.1.152
..€® Login time: 05:01 hours
..€® Transmitted data: 2,6 MB
[l i€ Received data: 923,1 kB
...} Interface: LAN-4
| 44 lancom: 18:e7:f4:eb:07:09 (Apple)
i€ 1P address: 192.168.1.199
€3 Login time: 01:31 hour
-..€® Transmitted data: 329,8 kB
€} Received data: 146,0 kB
' L. €D Interface: LAN-4
b 34:e2:fd:c1:55:b5 (Apple)
e2:7a:4a (SAMSUNG ELECTRO-MECHANICS)
[ 4% 40:30:04:ef:df:a8 (Apple)
b d:e5 (Murata Manuf ing Co.,Ltd.)
b -4® 44:a7:cf:bd:77:98 (Murata Manufacturing Co,, Ltd.)
4a:ed:5a (Samsung Electronics Co. Ltd)
6b:37:4f (Apple) Pag el6

:0b:1b:55 (HTC Corporation)

‘ ‘:y..wh;c;;;::sms:o&ad (Apple) L A N E: D M

1> -4 00:26:37:76:af:91 (Samsung Electro-Mechanics)

3 1) Wireless LAN '
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LCOS 9.0

further features

Support of DHCP option 82

B Logical distinction of WLAN user groups thanks to the marking of DHCP
messages for a subsequent classification into different address pools

External DHCP server

o DHCP request from the client

Pool B: 192.168.2.1
-192.168.2.

Access point inserts DHCP agent information
(DHCP option 82) >here SSID A

DHCP request

e DHCP server selects
« DHCP request J e appropriate pool for SSID A

DHCP agent info: _ _
Client “SSID A* o The client receives an IP address from pool A
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LCOS 9.0

further features

Dynamic change of user sessions in the XML interface
B The bandwidth of Public Spot users can be reduced during a session

External

—— hotspot
i

gateway
I .

“ PUBLIC Client GB volume

qqqq

AConsumption: 20 GB —
| Throttle: limit 20 GB |
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LCOS 9.0

further features

Central configuration of management ports in LANconfig

B Management ports such as SSH, HTTP(S), TELNET(-SL) or SNMP can be
centrally configured via a separate menu item

(I T
e R Device cortigurabion
€ Configuration ebmiiiet e (opAres? oot
P Management
oy General Mein devics pessword: [ Shew
& Admin
o duth enticat —
i Coms Munber (MSH):
5 Budger Further admristracrs..
% Locakion |
4 sddvanced 7] SMMF read oriy communy publc’ dissbled |
& Interface:
B vstess SNMP read orby ammunity |
b Log & Trace Configuration lagn lock
B Communicrtion Lok corbeanaion T ia
TELNET: S e corfiursiion gter. gin fsiures
: &y P Lock corfguration fo 5 mrugzs
— & IP Router
TELNET-SSL: 5 Fireuall Qo3 Canfigurarion aceess ways
£ ven Fars o o sy 2 acsss o ach et o s apperedorfuon
SNMP B Centficates orclozol separately. n 2oditen, you can lnt acesss e the unt o centai siations.
. &F COM Port:
[
oy N=iBIDS e ][
) RADS Server Recasa to web sarver senvcas
My LaNCAR]
B Least-Cost Router Hers you can iestict web server servics acoass for sech ecosss path.
o SP-ALG Ao s
Manzgemen protacels
Herm you can enterthe maragemert protocels part numbe

Page 19

fancom LANCOM

Systems




LCOS 9.0

further features

WLC Load Balancinag

B Optimal load balancing due to an equal distribution of access points to the WLCs
B Equal distribution of access points after failure of one WLC

B Redistribution can be conducted during maintenance

. . . . . Page 20
periods or during times of little traffic
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LCOS 9.0

further features

WLC Backup High availability due to reliable
Fﬁw P&w Fatv backups

P . P ——
Il ---1 1 e
WLAN dantroller WL g4gcontroller

e
7’
s 7/
/
L

B In case of WLC failure or if the capacity of a higher prioritized WLC is exceeded,
access points are automatically distributed to lower prioritized WLCs

B Automatic redistribution to the re-available, higher prioritized WLC
Page 21
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LCOS 9.0

further features

WLC CA Hierarchization
Application 1: Trusted chain between the CAs (Certificate Authorities) on connected

WLAN controllers

Certificate
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LCOS 9.0

further features

WLC CA Hierarchization
Application 2: WLCs exchange information about withdrawn certificates (Certificate
Revocation List), so a certificate is not usable for another WLC

CRL information

\
Certife,
CA (root) ate mfe"ence

—_— CA[subJ’

crL V WLAN cantroller

\
-
Certificate | |

j Certificate Page 23
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LCOS 9.0

further features

PRP (Parallel Redundancy Protocol)

B Significant reduction of package losses in point-to-point scenarios
with dual radio access points* due to redundant package transmissions

IIIIIIIIIllIIIIIIIIIIIIIIIIIIIIIIIIIIIII
LANCOM OAP-322 LANCOM OAP-322
l Point-to-point link

J_Eﬁl m\

Point-to-point link

*Functionality for LANCOM OAP-322, LANCOM OAP-382, LANCOM IAP-322



LCOS 9.0

further features

B New IPv6 features
Dual Stack Lite, RAS dial-in via IPv6, IPv6 support for RADIUS
servers and clients, additional loopback addresses

B Security features
Forward Secrecy and ECDH for TLS, larger key length in SSL

B Blocking of rogue routers and DHCP servers (snooping)
Due to RA Guard and DHCP Guard, illegal IPv6 routers and DHCP
servers (IPv4, IPv6) in the network can be blocked in layer 2

B Separate RADIUS accounting servers for each SSID
For each SSID, a dedicated RADIUS server can be defined to
allow a separate accounting for each SSID
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LCOS 9.0

further features

B LEDs can be deactivated boot-persistently
LEDs can be deactivated via LANconfig and stay deactivated or activated even
after a restart of the device

B Display of statically configured WAN IPs in LANmonitor
Static IP addresses of configured WAN connections can be displayed in
LANmonitor

B Addition of several ISPs in the Internet wizard
The Internet access wizard offers the selection of further Internet service
providers for a comfortable configuration

B Content Filter extension for HTTPS websites
Blocking of HTTPS websites due to the removal of DNS names by HTTPS
server certificates or by “reverse DNS lookup® of IP addresses
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Thank you

Further information...

You can find more information on our products, solutions and services at:

www.lancom.eu

LANCOM Systems GmbH
Adenauerstral3e 20/B2
52146 Wuerselen
Germany

info@lancom.de
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http://www.lancom-systems.com/

