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Introduction
Thank you for purchasing a LANCOM R&S®UF Command Center.
The LANCOM R&S®UF Command Center is the ideal solution for managed-
security service providers and companies that need to centrally manage, 
configure and monitor large numbers of LANCOM R&S®Unified Firewalls. An 
intuitive dashboard enables full management and monitoring, centralized 
backup management and archiving as well as license monitoring of all 
managed LANCOM R&S®Unified Firewalls.
This Installation Guide describes the installation of the LANCOM R&S®UF 
Command Center on the VMware ESXi Server, Oracle Virtual Box and 
Microsoft Hyper-V Server. 



Installation Guide LANCOM R&S®UF Command Center03

Installation under VMware ESXi 
Server
The following describes the requirements and steps to successfully install 
the LANCOM R&S®UF Command Center on a VMware ESXi Server.

Files

The following files for the LANCOM R&S®UF Command Center are available in 
the LANcommunity Partner Portal:
	→ ISO image file

Requirements

The following requirements must be met to successfully install the LANCOM 
R&S®UF Command Center on a VMware ESXi Server
	→ The software of the LANCOM R&S®UF Command Center has to be 
available as an ISO image file
	→ VMware ESXI version ESXI 6.0.0 (VM version 11) or later must be installed 
on a 64-bit x86-compatible server
	→ The virtual machine must meet the following minimum requirements:
•	 1 x86 CPU (64-bit) processor
•	 2 GB RAM
•	 16 GB available hard-disk space
•	 1 network interface
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Creating and configuring

The following steps describe how to put the LANCOM R&S®UF Command 
Center into operation on a VMware ESXi server. 
Launch VMware ESXi, log in, and create a new virtual machine.
	→ Select creation type – Create a new virtual machine
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Enter a name for the virtual machine.
	→ Select a name and guest OS

In the example shown, the name chosen is “Command Center”.
In addition, you configure
	→ Compatibility: ESXI 6.0 virtual machine
	→ Guest OS family: Linux
	→ Guest OS version: Debian Linux 8 (64 bit) 
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Select the location where the virtual machine is stored.
	→ Select storage

Adjust the settings.
	→ Customize settings
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Now configure the following:
	→ CPU: at least 1
	→ Memory: at least 2048 MB
	→ Hard disk 1: at least 16 GB
	→ Adapter Type: VMXNET 3
Use the Browse button to select the ISO image file.
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Check your configuration.
	→ Ready to complete

After checking, confirm the configuration with the Finish button. You will 
then see your virtual machines.



Installation Guide LANCOM R&S®UF Command Center09

Starting the LANCOM R&S®UF Command Center

Enter the name into the search box, for example “Command Center”. 

After selecting “Command Center” you see the following overview:

Click Power on in the upper menu bar.
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Choose Console in the upper menu bar and then Open browser console in 
the following window.

Further configuration of the LANCOM R&S®UF Command Center using the 
console is described in chapter „Final installation using the console“ on page 
37.
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Installation in Oracle VirtualBox

Files

The following files are available for the LANCOM R&S®UF Command Center:
	→ ISO image file

Requirements

The following requirements must be met to successfully install the LANCOM 
R&S®UF Command Center on an Oracle VM VirtualBox Manager:
	→ The software of the LANCOM R&S®UF Command Center has to be 
available as an ISO image file
	→ Oracle VM VirtualBox Manager 5.0 or later must be installed on a 64-bit 
x86-compatible server

 
The virtual machine must meet the following minimum requirements:
	→ 1 x86 CPU (64-bit) processor
	→ 2 GB RAM
	→ 16 GB available hard-disk space
	→ 1 network interface
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Creating and configuring

The following steps describe how to put the LANCOM R&S®UF Command 
Center into operation on the Oracle Virtual Box Manager.
Start the Oracle VM Virtual Box Manager and select the New button from the 
top menu bar to create a new virtual machine.
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In the Name and operating system window that appears, enter a name for 
the virtual machine.
In the example shown, the name chosen was “Command Center”.

In addition, you configure
	→ Type: Linux
	→ Version: Debian (64-bit)
Click on Next.
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In the window Memory size configure the memory to allocate to the virtual 
machine.

Select 2048 MB as a minimum and confirm with Next.
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In the window Hard disk, configure the virtual disk.

Select Create a virtual hard disk now and confirm with Create.
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In the next step Hard disk file type you set the file type of the virtual disk.

Select VDI (Virtual Box Disk Image) and confirm with Next.
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In the next window Storage on physical hard disk you choose the option for 
the virtual disk space to be dynamically adjusted as required.

Select Dynamically allocated and confirm with Next.
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In the next step File location and size, configure the name of the virtual disk, 
its location, and its minimum size.

Set the size to at least 16 GB and click Create.
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The main window of the Oracle VM Virtual Box Manager now contains the 
entry for your newly created virtual machine.
Select the virtual machine with a click and choose Settings from the upper 
menu bar.

 
In the System section, check the settings on the Motherboard tab and 
adjust them if necessary to match the following screenshot.
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On the Processor tab, set a checkmark for the option Enable PAE/NX.

Switch to the Storage entry in the left-hand menu and, under Attributes, 
click on the disk icon and select Virtual optical disk file.
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In the Audio menu, remove the checkmark next to Enable Audio.
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In the Network menu, activate Enable Network Adapter and configure this 
as follows:

	→ Attached to: User-specific, e.g. Bridged Adapter 
	→ Name: User-specific; if you selected Bridged Adapter, select the 
appropriate interface here.
	→ Adapter Type: Paravirtualized Network (virtio-net)
	→ Promiscuous Mode: Deny
	→ Cable Connected: enabled
The MAC address is determined automatically and entered here.
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In the Serial Ports menu, disable all serial ports.

In the menus USB, Shared Folders and User Interface you can use the 
default settings.
Finally, click on the OK button to accept your modified settings.
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Starting the LANCOM R&S®UF Command Center

In Oracle VM Virtual Box Manager, start the virtual machine by clicking on 
the green Start arrow.

Further configuration of the LANCOM R&S®UF Command Center using the 
console is described in chapter „Final installation using the console“ on page 
37.
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Installation in Microsoft Hyper-V
The following describes the requirements and steps to successfully install 
the LANCOM R&S®UF Command Center on a Microsoft Hyper-V.

Files

The following files are available for the LANCOM R&S®UF Command Center:
	→ ISO image file

Requirements

The following requirements must be met to successfully install the LANCOM 
R&S®UF Command Center on a Microsoft Hyper-V:
	→ The software of the LANCOM R&S®UF Command Center has to be 
available as an ISO image file
	→ Microsoft Hyper-V Manager 10.0 or later must be installed on a 64-bit 
x86-compatible server

 
The virtual machine must meet the following minimum requirements:
	→ 1 x 86 CPU (64-bit) processor
	→ 2 GB RAM
	→ 16 GB available hard-disk space
	→ 1 network interface
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Creating and configuring

Start the Microsoft Hyper-V Manager. On the right-hand side of the 
interface, click in the Actions section first on New and then on Virtual 
Machine.
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The New Virtual Machine Wizard starts now. It opens the new window 
Before you Begin.
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Click Next and, in the next window, enter a name for the virtual machine, e.g. 
“Command Center”. Confirm with Next.
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In the next step, select Generation 1 and confirm with Next.
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In the Assign Memory window, set the Startup Memory to the value of at 
least 2048 MB and activate Use Dynamic Memory for this virtual machine. 
Confirm with Next.
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In the step Configure Networking, set Connection to the value Standard 
switch. Confirm with Next.
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Under Connect Virtual Hard Disk select the option Create a virtual hard 
disk with a size of at least 16 GB. Confirm with Next.
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In the window Installation Options, activate the option Install an operating 
system from a bootable CD/DVD-ROM together with the option Image file 
(.iso). Select or confirm the path to the LANCOM R&S®UF Command Center 
image file and confirm with Next.
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The wizard concludes by displaying an overview page with the newly 
configured parameters. Confirm with Finish.
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The virtual machine is created now.
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Starting the LANCOM R&S®UF Command Center

In the main window of the Microsoft Hyper-V Manager, go to Actions / 
Command Center and select the entry Start and then Connect.

A separate console window will now appear. Continue with the installation of 
the LANCOM R&S®UF Command Center on the console, as described in the 
next chapter.
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Final installation using the console
The following instructions for working with the console apply to all of the 
virtual environments described in this Installation Guide. Any deviations 
between the systems are highlighted in separate screenshots.

Once the console has been started, the following window appears.

Language selection

Select your language and confirm with Next.
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License agreement

Confirm the license agreement with Next and confirm the subsequent dialog 
with Yes.
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Overview of detected hardware
	→ VMware ESXi:

	→ Oracle VirtualBox

	→ Microsoft Hyper-V

Confirm with Next.
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Configuring the network interfaces
The default IP addresses are assigned to the network interfaces by pressing 
F12. The following display appears:

	→ VMware ESXi

	→ Oracle VirtualBox

	→ Microsoft Hyper-V

Confirm with Next.
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Input dialog for host and domain name
Configure the following:
	→ Hostname: UF100
	→ Domain name: lancom
	→ Password: freely selectable
Confirm your entries with Next.

Starting the installation

Confirm with Next.
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Confirm the formatting of the virtual hard disk

Confirm the question about formatting the virtual hard disk with Yes.

Carrying out the installation
The installation is carried out now and typically takes up to 10 minutes.
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Concluding the installation
After successful installation, the following is displayed:

Confirm with Next to continue to the next screen.

Restart

Confirm the prompt for the subsequent restart with Reboot.
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Concluding the LANCOM R&S®UF Command Center installation
After restarting, the following is displayed:

The installation is now complete. You do not need to login to the console. 
Follow the information regarding the user login in the browser by means of 
the predefined interfaces, as shown in the screenshot.
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Log in via the web interface
Start a web browser on a computer that is located in the same subnet as 
the LANCOM R&S®UF Command Center and open the web interface of the 
LANCOM R&S®UF Command Center as follows:
To access the eth0 network interface, enter:
https://192.168.0.254
or the following for network interface eth1:
https://192.168.1.254
The login window of your LANCOM R&S®UF Command Center is displayed. 
Enter the username and password as admin.
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You will be prompted to enter a new password.

After setting the new password you will be logged in and the web interface 
of your LANCOM R&S®UF Command Center is displayed.
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Connecting the first firewall
To secure communication between the LANCOM R&S®Unified Firewalls and 
the LANCOM R&S®UF Command Center, the firewall establishes an SSL 
VPN connection to the LANCOM R&S®UF Command Center. This connection 
is secured by certificates. Consequently, it is necessary to set up the 
appropriate certificates and trust settings for the connection. Do this by 
following these steps:
1.	 On any LANCOM R&S®Unified Firewall, create a CA and a VPN certificate 
for the LANCOM R&S®UF Command Center and export them as PKCS12:
a)	Certificate Management > Certificates > New
•	 Set Type to CA for VPN/Webserver Certificates
•	 Set a Private Key Password
•	 Set a Common Name (CN), for example “CommandCenterCA”
•	 Click on Create.

b)	Certificate Management > Certificates > New
•	 Set Type to VPN Certificate
•	 Set the Signing CA to the CA from 1a)
•	 Set the CA Password to that entered in 1a)
•	 Set a Private Key Password
•	 Set a Common Name (CN), for example “CommandCenterCert”
•	 Click on Create.
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c)	Exporting the certificate “CommandCenterCert”
•	 Expand the list bar
•	 In the certificate list next to “CommandCenterCert”, click on export
•	 Choose PKCS12
•	 The Password is the private key password from step 1b)
•	 Set a Transport Password

2.	 On the LANCOM R&S®UF Command Center under Settings > Device 
Connection, select and import the p12 file as the Command Center 
Certificate.



Installation Guide LANCOM R&S®UF Command Center49

3.	 On the LANCOM R&S®Unified Firewall to be added, create a CA and a 
VPN certificate for the firewall and export the CA as PEM:
a)	Certificate Management > Certificates > New
•	 Set Type to CA for VPN/Webserver Certificates
•	 Set a Private Key Password
•	 Set a Common Name (CN), for example “FirewallCA”
•	 Click on Create.
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b)	Certificate Management > Certificates > New
•	 Set Type to VPN Certificate
•	 Set the Signing CA to the CA from 3a)
•	 Set the CA Password to that entered in 3a)
•	 Set a Private Key Password
•	 Set a Common Name (CN), for example “FirewallA”
•	 Click on Create.

c)	Export the Firewall CA.
•	 Expand the list bar
•	 In the certificate list next to “FirewallCA”, click on export
•	 Choose PEM
•	 On the LANCOM R&S®UF Command Center under Settings > Device 
Connection, add the PEM file to the Accepted Remote CAs
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4.	 On the LANCOM R&S®Unified Firewall under Firewall Command Center, 
configure the connection to the LANCOM R&S®UF Command Center:
a)	The IP address where the LANCOM R&S®Unified Firewall reaches the 
LANCOM R&S®UF Command Center:
•	 If the LANCOM R&S®Unified Firewall and the LANCOM R&S®UF 
Command Center are on the same network, this is the IP address of 
the LANCOM R&S®UF Command Center.

•	 If the LANCOM R&S®Unified Firewall and LANCOM R&S®UF 
Command Center are on different networks, this is the IP address of 
the gateway in front of the LANCOM R&S®UF Command Center. Also, 
port forwarding has to be set up on the gateway.

b)	The port where the LANCOM R&S®Unified Firewall reaches the 
LANCOM R&S®UF Command Center:
•	 If the LANCOM R&S®Unified Firewall and LANCOM R&S®UF 
Command Center are on the same network, the default port remains 
unchanged.

•	 If the LANCOM R&S®Unified Firewall and LANCOM R&S®UF 
Command Center are in different networks, this is the port on the 
gateway that forwards to the LANCOM R&S®UF Command Center.

c)	Use the new VPN certificate from step 4 as the Firewall Certificate
d)	Use the CA of the Command Center certificate from step 1 as the 
Command Center CA.

e)	Optionally enter the GPS coordinates of the LANCOM R&S®Unified 
Firewall site so that the LANCOM R&S®Unified Firewall is displayed 
correctly on the dashboard map.
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f)	In the upper left corner, connect to the LANCOM R&S®UF Command 
Center.

5.	 The connected LANCOM R&S®Unified Firewall is displayed in the 
LANCOM R&S®UF Command Center under Firewalls > Device Selection.

6.	 Set the new LANCOM R&S®Unified Firewall to Administrated.
7.	 The new LANCOM R&S®Unified Firewall appears in the dashboard.
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