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Introduction

Thank you for purchasing a LANCOM R&S°UF Command Center.

The LANCOM R&S°UF Command Center is the ideal solution for managed-
security service providers and companies that need to centrally manage,
configure and monitor large numbers of LANCOM R&S°Unified Firewalls. An
intuitive dashboard enables full management and monitoring, centralized
backup management and archiving as well as license monitoring of all
managed LANCOM R&S°®Unified Firewalls.

This Installation Guide describes the installation of the LANCOM R&S°UF
Command Center on the VMware ESXi Server, Oracle Virtual Box and
Microsoft Hyper-V Server.
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Installation under VMware ESXi
Server

The following describes the requirements and steps to successfully install
the LANCOM R&S°UF Command Center on a VMware ESXi Server.

Files

The following files for the LANCOM R&S°UF Command Center are available in
the LANcommunity Partner Portal:
- 1SO image file

Requirements

The following requirements must be met to successfully install the LANCOM
R&S°UF Command Center on a VMware ESXi Server
- The software of the LANCOM R&S°UF Command Center has to be
available as an ISO image file
> VMware ESXI version ESXI 6.0.0 (VM version 11) or later must be installed
on a 64-bit x86-compatible server
- The virtual machine must meet the following minimum requirements:
« 1 x86 CPU (64-bit) processor
« 2GB RAM
» 16 GB available hard-disk space
« 1 network interface
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Creating and configuring

The following steps describe how to put the LANCOM R&S°UF Command
Center into operation on a VMware ESXi server.

Launch VMware ESXi, log in, and create a new virtual machine.

- Select creation type — Create a new virtual machine

) Newvirtual machine

- (XECEEOITSN  Select creation type

2 Select a name and guest 0S.

How would you like to create a Virtual Machine?
3 Select storage

4 Customize settings

This option guides you through creating a new virtual
machine. You will be able to customize processors,
memory, network connections, and storage. You will need
10 install a guest operating system after creation

5 Ready to complete

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine
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Enter a name for the virtual machine.
- Select a name and guest OS

) New (ESXi6.0

¥ 1 Select creation type Select a name and guest OS

2 Selecta name and guest 0S Specity a unique name and 05

3 Select storage
4 Customize settings

Name

5 Ready to complete

|(hnmand0!nrel

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest aperating systsm here allows the wizard to provide the appropriats defaults for the operating systsm
installation

Gompatibility ESXi 6.0 virtual machine v
Guest OS family Linux v
Guest OS version Debian GNU/Linux 8 (64-bit) v

Back Next Finish
In the example shown, the name chosen is “Command Center”.
In addition, you configure
- Compatibility: ESXI 6.0 virtual machine
- Guest OS family: Linux
- Guest OS version: Debian Linux 8 (64 bit)
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Select the location where the virtual machine is stored.
- Select storage

o 0

(

+ 1 Sclect creation type Select storage
+ 2 Select a name and guest 0§

EEn )

4 Customize settings

Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for

5 Ready to complete the virtual machine configuration files and all of the virtual disks.
Name v | Capacity v | Free ~ Type v Thinpro..v Access v
BAREOS. 108378 27578 NFS Supported | Single
DATA 5468 11278, VMFSS Supported  Single
os 11075GB  10934GB  VMFSG Supported | Single
3items

Finish
Adjust the settings.
- Customize settings
b (ESXi6.0
¥ 1 Select creation type Customize settings
¥ 2 Selecta name and guest 08 Gonfigure the virtual machine hardwars and virtual machine additional options
¥ 3 Select storage
[T
5 Ready to complete
2 Add hard disk B8 Add network adapter Add other device
v | crPu
+ R Memory v
+ &3 Hard disk 1 v
PlelssEntelzt VMware Paravirtual v
ki SATA Controller 0
~ B Network Adapter 1 Testnet v
Statu:
s [M connect at power an
Adapter Type MXNET 3 v
AHEATS Automatic ¥
Finish
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Now configure the following:

- CPU: at least 1

- Memory: at least 2048 MB

- Hard disk 1: at least 16 GB

- Adapter Type: VMXNET 3

Use the Browse button to select the ISO image file.

e [( 0

¥ 1 Select creation type Customize settings
+ 2 Selecta name and guest OS
v 3 Select storage

Configure the virtual machine hardware and virtual machine additional options

R + customize settings

S Ready to complete * & scsi controller 0

VMware Paravirtual M

EZ sama controllero
» 8 Network Adapter 1 Testnet v [WConnect
» BN New Network Adapler Tesinet * [#AConnect
¥ ) CD/DVD Drive 1 Datastore ISO file v

Status (¥ connectat power on
CDIDVD Media | DATA] I50_RSCSILCS_RS_UF-CommandCenterisc
Browse...
Virtual Device Node SATA controller ¥ || SATA(0:0) M
» @ video Gara Specify custom settings v

Back Next Finish
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Check your configuration.
- Ready to complete

3 i 0

+ 1 Selectcreation type
+ 2 Selecta name and guest OS
v 3 Selectstorage

Ready to complete

Review your seftings selection before finishing the wizard

v 4 Customize settings

B% 5 Reaay to complete Name

Datastore
Guest OS name
Gompatibility

VGPUs,

Memory

Network adapters
Network adaptsr 1 natwork
Network adapter 1 type
Network adapter 2 network
Network adapter 2 type
IDE controller O

IDE controller 1

SGSl controller 0

SATA controller 0

Hard disk 1

Command Center

DATA

Debian GNU/Linux 8 (64-bit)
ESXIi 6.0 virtual machine
1

2048 MB.

2

Testnet

VMXNET 3

Testnet

VMXNET 3

IDE 0

IDE 1

VMware Paravirtual

New SATA controller

Back

Next

After checking, confirm the configuration with the Finish button. You will

then see your virtual machines.




09

LANCOM

SYSTEMS

Installation Guide LANCOM R&S®UF Command Center

Starting the LANCOM R&S°UF Command Center

Enter the name into the search box, for example “Command Center”.

eninz - Viware ES - Mosila Firefox

X | % W x|= x x+

3 private sites B Robot 3 Testench_J index o e /bome/._ 4 Robotrrameworkady._& suriata User G de-_ X, webClentimprovem._ X hardware &

After selecting “Command Center” you see the following overview:

€282 - Vidware ESXI- Mozl Frefox

Click Power on in the upper menu bar.
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Choose Console in the upper menu bar and then Open browser console in
the following window.

x Lno =

X

Further configuration of the LANCOM R&S°UF Command Center using the
console is described in chapter ,Final installation using the console” on page
37.
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Installation in Oracle VirtualBox

Files

The following files are available for the LANCOM R&S°UF Command Center:
- 1SO image file

Requirements

The following requirements must be met to successfully install the LANCOM

R&S°UF Command Center on an Oracle VM VirtualBox Manager:

- The software of the LANCOM R&S°UF Command Center has to be
available as an ISO image file

- Oracle VM VirtualBox Manager 5.0 or later must be installed on a 64-bit
x86-compatible server

The virtual machine must meet the following minimum requirements:
> 1x86 CPU (64-bit) processor

> 2GBRAM

- 16 GB available hard-disk space

- 1 network interface
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Creating and configuring

The following steps describe how to put the LANCOM R&S°UF Command
Center into operation on the Oracle Virtual Box Manager.

Start the Oracle VM Virtual Box Manager and select the New button from the
top menu bar to create a new virtual machine.

File Machine Help

@@ D

New Settings Start
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In the Name and operating system window that appears, enter a name for
the virtual machine.
In the example shown, the name chosen was “Command Center”.

Create Virtual Machine %

Name and operating system

Please choose a descriptive name for the new wvirtual
machine and select the type of operating system you
intend to install on it. The name you choose will be used
throughout VirtualBox to identify this machine.

Name: |Command Center

Type: | Linux ~ |

Version: | Debian (64-bit) -

Expert Mode Next > Cancel

In addition, you configure

- Type: Linux

- Version: Debian (64-bit)
Click on Next.

LANCOM
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In the window Memory size configure the memory to allocate to the virtual

machine.

Create Virtual Machine X

Memory size

Select the amount of memory (RAM) in megabytes to be
allocated to the virtual machine.

The recommended memory size is 1024 MB.

— 4096 |2| MB

4 MB 31744 MB

< Back Next > Cancel

Select 2048 MB as a minimum and confirm with Next.

LANCOM
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In the window Hard disk, configure the virtual disk.

Create Virtual Machine x

Hard disk

If you wish you can add a virtual hard disk to the new
machine. You can either create a new hard disk file or
select one from the list or from another location using
the folder icon.

If you need a more complex storage set-up you can skip
this step and make the changes to the machine settings
once the machine is created.

The recommended size of the hard disk is 8,00 GB.

Do not add a virtual hard disk
®) Create a virtual hard disk now

Use an existing virtual hard disk file

< Back Create Cancel

Select Create a virtual hard disk now and confirm with Create.

LANCOM
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In the next step Hard disk file type you set the file type of the virtual disk.

Create Virtual Hard Disk

Hard disk file type

Please choose the type of file that you would like to use for the new
virtual hard disk. If you do not need to use it with other
virtualization software you can leave this setting unchanged.

®) VDI (VirtualBox Disk Image)
VHD (Virtual Hard Disk)
VMDK (Virtual Machine Disk)

Expert Mode Next > Cancel

Select VDI (Virtual Box Disk Image) and confirm with Next.

LANCOM

SYSTEMS



17 Installation Guide LANCOM R&S®UF Command Center

In the next window Storage on physical hard disk you choose the option for
the virtual disk space to be dynamically adjusted as required.

Create Virtual Hard Disk ®

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as
it is used (dynamically allocated) or if it should be created at its
maximum size (fixed size).

A dynamically allocated hard disk file will only use space on your
physical hard disk as it fills up (up to a maximum fixed size),

although it will not shrink again automatically when space on it is
freed.

A fixed size hard disk file may take longer to create on some
systems but is often faster to use.

® Dynamically allocated

Fixed size

< Back Next > Cancel

Select Dynamically allocated and confirm with Next.

LANCOM
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In the next step File location and size, configure the name of the virtual disk,
its location, and its minimum size.

Create Virtual Hard Disk ®

File location and size

Please type the name of the new virtual hard disk file into the box
below or click on the folder icon to select a different folder to create
the file in.

Command Center a

Select the size of the virtual hard disk in megabytes. This size is the
limit on the amount of file data that a virtual machine will be able to
store on the hard disk.

32,00 GB
4,00 MB 2,00TB

< Back Create Cancel

Set the size to at least 16 GB and click Create.

LANCOM
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The main window of the Oracle VM Virtual Box Manager now contains the
entry for your newly created virtual machine.

Select the virtual machine with a click and choose Settings from the upper
menu bar.

File Machine Help

® @ O .

Mew Settings = - Start

< n
{d © ausgeschaltet

In the System section, check the settings on the Motherboard tab and
adjust them if necessary to match the following screenshot.

r

UF_Command_Center - Settings ®

General System ‘

Motherboard | Processor | Acceleration |

Displ —
ispiay Base Memory: "o T |aoseme 2

4 MB 31744 MB

Storage ]
@ optical &

Audio Boot Order: @ [ ®
Hard Disk

Metwork

Serial Ports

use Chipset: |ICH9 = |

Shared Folders Pointing Device: | USB Tablet .|

Bl $S%YEEEN

User Interface Extended Features: Enable /O APIC

|| Enable EFI (special OSes only)

Hardware Clock in UTC Time

@ || Xemen
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On the Processor tab, set a checkmark for the option Enable PAE/NX.

-

UF_Command_Center - Settings

LANCOM

SYSTEMS

@ General System

System

F
Processor{s):

1CPU

Display

Storage

Motherboard | Processor | Acceleration

8 CPUs

Execution Cap:
Audio 1%

Network

Serial Ports
Use

Shared Folders

User Interface

ERTRRYAR g 5

Extended Features: V| Enable PAE/NX

+ [100% |5
100%

Xcoce

Switch to the Storage entry in the left-hand menu and, under Attributes,
click on the disk icon and select Virtual optical disk file.

UF_Command_Center - Settings

@ General | Storage

[ system Storage Devices

Display & Controller: IDE

@ Sstorage @ LCs RS UF-CommandCenter.iso

Bs . & controller: SATA
Audio @ ccwdi

@ Network

@ Serial Ports

& us

ﬁ Shared Folders
EI User Interface

Attributes
Optical Drive:

Information

Type:

Size:
Location:
Attached to:

IDE Secondary Master - | @
Live CD/DVD

Image
184,00 MB
/srv/Download/LCS_RS_UF-Com...

® cancel
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In the Audio menu, remove the checkmark next to Enable Audio.

UF_Command_Center - Sektings

@ General ‘ Audio
System Enable Audio
Display

Storage

Ean ] i
@ Network

@ Serial Ports

ﬁ Use

i Shared Folders

E User Interface

X

LANCOM

SYSTEMS
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In the Network menu, activate Enable Network Adapter and configure this

as follows:
UF_Command_Center - Settings
@ General Network
[ system Adapter1 | Adapter2 = Adapter3 | Adapter 4
Display v Enable Network Adapter
Storage Attached to: | Bridged Adapter =
p Audio Mame: |vlanl106 -
E"Ij [— ¥ Advanced
. Adapter Type: | Paravirtualized Network (virtio-net) -
@ Serial Ports -
Promiscuous Mode: | Deny -
ﬁ Use -
MAC Address: 0800275032B0 @

|j Shared Folders

E User Interface

v Cable Connected

Fok X cancel

- Attached to: User-specific, e.g. Bridged Adapter
- Name: User-specific; if you selected Bridged Adapter, select the

appropriate interface here.

- Adapter Type: Paravirtualized Network (virtio-net)

- Promiscuous Mode: Deny
- Cable Connected: enabled

The MAC address is determined automatically and entered here.
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In the Serial Ports menu, disable all serial ports.

-

UF_Command_Center - Settings

General Serial Ports

System

Portl | Port? | Port3 | Port4

Display Enable Serial Port
Storage
Audio

Network L

G YR EEN

I

#> Serial Ports

=
]
@

Shared Folders

TR

User Interface

Xcane

In the menus USB, Shared Folders and User Interface you can use the

default settings.

Finally, click on the OK button to accept your modified settings.
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Starting the LANCOM R&S°UF Command Center

In Oracle VM Virtual Box Manager, start the virtual machine by clicking on
the green Start arrow.

File Machine Help

® @ v .

New Settings Start

mm command Center
[@fc ausgeschaltet

Further configuration of the LANCOM R&S°UF Command Center using the
console is described in chapter ,Final installation using the console” on page
37.
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Installation in Microsoft Hyper-V

The following describes the requirements and steps to successfully install
the LANCOM R&S°UF Command Center on a Microsoft Hyper-V.

Files

The following files are available for the LANCOM R&S°UF Command Center:
- 1SO image file

Requirements

The following requirements must be met to successfully install the LANCOM

R&S®UF Command Center on a Microsoft Hyper-V:

- The software of the LANCOM R&S°UF Command Center has to be
available as an ISO image file

- Microsoft Hyper-V Manager 10.0 or later must be installed on a 64-bit
x86-compatible server

The virtual machine must meet the following minimum requirements:
> 1x86 CPU (64-bit) processor

2 GB RAM

16 GB available hard-disk space

1 network interface

vy
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Creating and configuring

Start the Microsoft Hyper-V Manager. On the right-hand side of the
interface, click in the Actions section first on New and then on Virtual
Machine.

Vietul Machines

Detsis

LANCOM

SYSTEMS
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The New Virtual Machine Wizard starts now. It opens the new window
Before you Begin.

E New Virtual Machine Wizard

&= Before You Begin

‘This wizard helps you areate a virtual machine. You can use virtual machines in place of physical
pTE——— AR AT e b

e To create a virtual machine, do one of the following:

Assign Memory

Configure Networking

Connect Virtual Hard Disk

« Click Finish to areate a virtual machine that is configured with default values.
« Click Next to create a virtual machine with a custom configuration.

Installation Options

Summary

] Do not show this page again

Finish Cancel

LANCOM

SYSTEMS
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Click Next and, in the next window, enter a name for the virtual machine, e.g.
“Command Center”. Confirm with Next.

3 New Virtual Machine Wizard X

&= Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Spedify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name: ‘Cnmmand Center
Caniigure Networkdng You can create a folder or use an existing folder to store the virtual machine, If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [[] store the virtual machine in a different location
Summary C:\ProgramData\Microsoft\Windows\Hyper-V\

< Previous - Finish Cancel

LANCOM

SYSTEMS
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In the next step, select Generation 1 and confirm with Next.

3 New Virtual Machine Wizard X

&= Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location (® Generation 1

This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
" virtual hardware which has been available in all previous versions of Hyper-v.

Configure Networking O Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based

Connect Virtual Hard Disk firmware, and requires a supported 64-bit guest operating system.

Installation Opti
insiasation Options A\ Once a virtual machine has been created, you cannot change its generation.

Summary

More about virtual machine generation support

Finish Cancel
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In the Assigh Memory window, set the Startup Memory to the value of at
least 2048 MB and activate Use Dynamic Memory for this virtual machine.
Confirm with Next.

3 New Virtual Machine Wizard X
&= Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
. MB through 12582912 MB. To improve performance, specfy more than the minimum amount
Specify Name and Location recommended for the operating system.

Spedfy Generation

Assign Memory

Configure Networking
Connect Virtual Hard Disk

Startup memory: 4094 MB
Use Dynamic Memory for this virtual machine.
o When you dedde how much memory to assign to a virtual machine, consider how you intend to

use the virtual machine and the operating system that it will run.
Installation Options

Summary

< Previous Finish Cancel

LANCOM

SYSTEMS
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In the step Configure Networking, set Connection to the value Standard
switch. Confirm with Next.

[ New Virtual Machine Wizard

[ Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

virtual switch, or it can remain disconnected.
Specify Name and Location !

Specify Generation Connection: Standardswitch

Assign Memory

Connect Virtual Hard Disk
Installation Options

Summary

< Previous Finish Cancel

LANCOM
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Under Connect Virtual Hard Disk select the option Create a virtual hard
disk with a size of at least 16 GB. Confirm with Next.

E New Virtual Machine Wizard

&= Connect Virtual Hard Disk

Before You Begin

Specify Name and Location

Spedfy Generation

Assign Memory

Configure Networking
Installation Options

Summary

LANCOM

SYSTEMS

A virtual machine requires storage so that you can install an operating system. You can spedify the

storage now or configure it later by modifying the virtual machine’s properties.
(@ Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.
Name: Command Center.vhdx
Location:  C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\

Size: 32 GB (Maximum: 64 TB)

(O Use an existing virtual hard disk

Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\

(O Attach a virtual hard disk later

Use this option to skip this step now and attach an existing virtual hard disk later,

Browse...

Cancel
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In the window Installation Options, activate the option Install an operating
system from a bootable CD/DVD-ROM together with the option Image file
(.is0). Select or confirm the path to the LANCOM R&S°UF Command Center
image file and confirm with Next.

8 New Virtual Machine Wizard X

a Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it

later.
Specify Name and Location ater

Specify Generation Q) Install an operating system later
Assign Memory (@) Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk
@ Image file (.is0): £:\LCS_RS_UF-CommandCenter.iso Browse. ..
Summary
O Install an operating system from a bootable floppy disk

O Install an operating system from a network-based installation server

< Previous Finish Cancel

LANCOM

SYSTEMS
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The wizard concludes by displaying an overview page with the newly
configured parameters. Confirm with Finish.

3 New Virtual Machine Wizard X

a Completing the New Virtual Machine Wizard

Before You Begin You hgve wucessFuIY completed the New Virtual Machine Wizard. You are about to create the
Soecify Nome anl [ocaton following virtual machine,
Spedfy Generation Bariiie
Assign Memory Name: Command Center
Configure Networking Generation: Generation 1
Memory: 4096 MB

Connect Virtual Hard Disk Network: Standardswitch

Installation Options Hard Disk: C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\Command Center.vhdx (VF

Operating System: ~ Will be installed from C:\LCS_RS_UF-CommandCenter.iso

< >

To create the virtual machine and dose the wizard, dick Finish.

< Previous

LANCOM

SYSTEMS
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The virtual machine is created now.

B Hyper Manager

8 ryper v Monager
el Vietul Machines
Name site CPUUsoge usigned Memory _ Uptime sutus Contigurati-
Checkpoints
The sected vt machne has o chesorts

Command Center

Creates: s ss0asan Clustered: to
tion Version: 53

Generation:
Hotes: None

Sy Homory Nowoking

HG000115: 1 vitus] machine slctd.
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Starting the LANCOM R&S°UF Command Center

In the main window of the Microsoft Hyper-V Manager, go to Actions /
Command Center and select the entry Start and then Connect.

L —

Clustereds o

HG0011: 1 vitusl machine selctd

A separate console window will now appear. Continue with the installation of
the LANCOM R&S°UF Command Center on the console, as described in the
next chapter.
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Final installation using the console

The following instructions for working with the console apply to all of the
virtual environments described in this Installation Guide. Any deviations
between the systems are highlighted in separate screenshots.

Once the console has been started, the following window appears.

Language selection
R&S Unified Firewalls Command Center 10.3.0 (1308)

Choose your keyboard layout Danish (DK)

Dutch (HL)
English (UK)

English (US)

Finnish (SE)
French (FR)
German (DE)
Italian CIT)

Spanish (ES)

Swedish (SE)

INSTALLATION
Select your language and confirm with Next.
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License agreement

R&S Unified Firewalls Command Center 10.3.0 (1808)

License agreement
German version further down ~ Deutsche Uersion weiter unten

Rohde & Schwarz Cybersecurity End User License Agreement ("EULA")

The installation and use of the R&S Unified Firewalls Command Center
described below is the subject matter of this agreement, which
represents a legal licensing agreement between Rohde & Schwarz
Cybersecurity GmbH or its subsidiaries (collectively "R&S
Cybersecurity”) and an individual or entity as a contractual party
(collectively "User" or . By installing or using the R&S Unified
Firewalls Command Cewnter, you agree to be bound by the terms of this
EULA.

m 1. Software Description

(1) The R&S Unified Firewalls Command Center consist of the following
two modules (collectively "R&S Unified Firewalls Command Center"):

a. Server Software I (Linux operating system with basic firewall
functionality)

b. Server Software II (firewall specific modules developed by Rohde &
Schwarz Cybersecurity)

INSTALLATION [ Abort 1 < Prev !
Confirm the license agreement with Next and confirm the subsequent dialog
with Yes.

R&S Unified Firewalls Command Center 10.3.0 (1803)

rLicense agreement
German version further down ~ Deutsche Version weiter unten

Rohde & Schwarz Cybersecurity End User License Agreement ("EULA™)
The installation and use of the R&S Unified Firewalls Command Center
described below is the subject matter of this agreement, which

Do you accept the license agreement? arty
(collectivel Unified
Firewalls Co this

(1) The R&3 Unified Firewalls Command Center consist of the following
two modules (collectively “"R&S Unified Firewalls Command Center™):

a. Server Software I (Linux operating system with basic firewall
functionality)

b. Server Software II (firewall specific modules developed by Rohde &
Schwarz Cybersecurity)

INSTALLATION [ Abort 1

LANCOM

SYSTEMS



39 Installation Guide LANCOM R&S®UF Command Center

Overview of detected hardware
- VMware ESXi:

R&S Unified Firewalls ComHand Center 18.3.8 (1668)

Detected hardware
IR IN Y SCSI: UVirtual disk (16384 MB)

AR TLE  SCSI: NECUMUar:UMware SATA CDBA

LEIDEIS SR SIS pUERI S Bl ethl: UMuware UMXNET3 Ethernet Controller
ethl: UMuare UMXNET3 Ethernet Controller

INSTALLATION [ Abort |

- Oracle VirtualBox

R&S Unified Firewalls Command Center 16.3.0 (1808)

< Prev i b

Detected hardware
[EYSWFREI™E  SCSI: UBOX HARDDISK (18432 MB)

[RSTLE sCSI: UB0XiCD-ROM

Network interface cards [CEITCENSIHRNVIEEIRS (11
ethl: Red Hat, Inc

INSTALLATION [ Abort 1 < Prev i

- Microsoft Hyper-V

R&S Unified Firewalls Command Center 10.3.0 (1808)

Detected hardware
LU WIS AR  SCSI: Virtual Disk (32768 MB)
W2 LB SCSI: MsftiVirtual CD/ROM

LEHTOS TS ELENEITEY  eth: Microsoft Corporation
ethl: Microsoft Corporation

INSTALLATION [ Abort 1 < Prev i

Confirm with Next.
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Configuring the network interfaces

The default IP addresses are assigned to the network interfaces by pressing
F12. The following display appears:

- VMware ESXi

R&S Unified Firewalls Comand Center 18.3.8 (1060)

Hint: Leave input fields blank to

Netuork interface configuration deactivate an interface. Press F12 for
default IP addresses.

~ ethd (UMuare UMXNET3 Etherne) 1p: ’E S
* ethl (UMuare UMXNET3 Etherne) [LTM197 1661250 [RgPs5 . 255. 255.6

INSTALLATION

- Oracle VirtualBox

R&S Unificd Firewalls Command Center 10.3.0 (1508)

Hint: Leave input fields blank to

Network interface configuration deactivate an interface. Press F12 for
default IP addresses.

% etho (Red Hat, Inc ) IP: /&

« cthl (Red Hat, Inc ) 1p: PRI

INSTALLATION [ Abort 1

- Microsoft Hyper-V

CPrev |

Hint: Leave input ficlds blank to
Network interface conf iguration deactivate an interface. Press F12 for
default IP addresses.

» ethd (Microsoft Corporation )

» ethl (Microsoft Corporation )

Confirm with Next.
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Input dialog for host and domain name
Configure the following:

- Hostname: UF100

- Domain name: lancom

- Password: freely selectable
Confirm your entries with Next.

R&S Unified Firewalls Command Center 10.3.0 (1808)

Conf iguration completed
successfully.

Enter the hostname and the Hostnane

domain name of the firewall F-ComnandCenter
Domain nane

Choose a passuord Password

INSTALLATION [ Abort 1 < Prev i

Starting the installation

R&S Unified Firewalls Command Center 10.3.0 (1808)

Please press "Install” to start
the installation. Otherwise
reboot the firewall t

Install

INSTALLATION [ Abort 1 < Prev i

Confirm with Next.
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Confirm the formatting of the virtual hard disk

R&S Unified Firewalls Command Center 10.3.0 (1808)

Please press “Install” to start
the installa
reboot the £ The hard disk will be formatted
All files will be lost t
Are you sure you want to continue?

[Nol

INSTALLATION

Confirm the question about formatting the virtual hard disk with Yes.

Carrying out the installation
The installation is carried out now and typically takes up to 10 minutes.

R&S Unified Firewalls Command Center 10.3.0 (1808)

Installation in progress ...

Partitioning the hard disk 0K
ing the hard disk 0K
\\\\\ Installing the firewall
Configuring the firewall

Configuring the boot sector

INSTALLATION  >>>>> [ Abort 1 Prev | Next >

LANCOM
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Concluding the installation
After successful installation, the following is displayed:

R&S Unified Firewalls Command Center 10.3.0 (1808)

Installation in progress ...

Partitioning the hard disk
Formatting the hard disk
Installing the firewall

Conf iguring the firewall

2 2 8RR

Conf iguring the boot sector

INSTALLATION > [ Abort 1 Prev |

Confirm with Next to continue to the next screen.

Restart

R&S Unified Firewalls Command Center 10.3.0 (1808)

FINISHED ?

Remove the installation media and reboot
the systen.

The installation was successful. [NOIRESSUTS SR ETERTIRRE ERVEY
adninistration interface by pointing your
brouser to port 443 via HTTPS on any
configured IP address, e.g:

etho: https://192.168.0.254
ethl: https:/,192.168.1.254

INSTALLATION

Confirm the prompt for the subsequent restart with Reboot.
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Concluding the LANCOM R&S°UF Command Center installation
After restarting, the following is displayed:

The installation is now complete. You do not need to login to the console.
Follow the information regarding the user login in the browser by means of
the predefined interfaces, as shown in the screenshot.
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Log in via the web interface

Start a web browser on a computer that is located in the same subnet as
the LANCOM R&S°UF Command Center and open the web interface of the
LANCOM R&S°UF Command Center as follows:

To access the ethO network interface, enter:

https://192.168.0.254

or the following for network interface eth1:

https://192.168.1.254

The login window of your LANCOM R&S°UF Command Center is displayed.
Enter the username and password as admin.

BIE] 5 commanacener  x [V T
« O @ | A ceeseenor hupsys2i6n02sk koL@ -

) ROHDE&SCHWARZ Command center

eso0e|
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You will be prompted to enter a new password.

B 8| 5 comnend center

<« O @ | Ac 1921680254 * = L@

&) ROHDE&SCHWARZ Command center

Change password

o
New console password e |
= 2 "rararatoo)
S i
« le passwor T
Concel
inee i
o
y i

@ L] TS B D 0 om -1

After setting the new password you will be logged in and the web interface
of your LANCOM R&S°UF Command Center is displayed.

B8] B commandcener x| F ¥ R

<« O @ A Centificate error 1921680254 b * = L@

[ —

DASHBOARD
Dashboard
Admiristrated Disconnected firewalls System updates Lcense Status HA
rewalls
Psec connections
Map

Hardware resources.

CPUtoad

Memory load

S B 2 0m - g S0 g
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Connecting the first firewall

To secure communication between the LANCOM R&S°Unified Firewalls and
the LANCOM R&S°UF Command Center, the firewall establishes an SSL
VPN connection to the LANCOM R&S°UF Command Center. This connection
is secured by certificates. Consequently, it is necessary to set up the
appropriate certificates and trust settings for the connection. Do this by
following these steps:
1. On any LANCOM R&S°Unified Firewall, create a CA and a VPN certificate
for the LANCOM R&S°UF Command Center and export them as PKCS12:
a) Certificate Management > Certificates > New
* Set Type to CA for VPN/Webserver Certificates
* Set a Private Key Password
« Set a Common Name (CN), for example “CommandCenterCA’
* Click on Create.

CommandCenterCA cerificate

Type CA for VPN/Webserver Certi... | ¥ Validity 06/04/2013 - 06/04/2020 =2
Private Key Encryption RSA - Private Key Password
Private Key Size 2048 Bit
Distinguished Name (DN)

Fill from Template

Common Name (CN) CommandCenterCA city (1)
Country (C) Organization (0)
State (ST) Organizational Unit
(ou)
Subject Alternative Name (SAN) Certificate Authority Services
Name Type ocsp
E-Mail +

@RL

Addresses for OCSP Responder/CRL Download

el e |

b) Certificate Management > Certificates > New

* Set Type to VPN Certificate
Set the Signing CA to the CA from 1a)
Set the CA Password to that entered in 1a)
* Set a Private Key Password
« Set a Common Name (CN), for example “CommandCenterCert”
« Click on Create.

LANCOM
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CommandCenterCert c

w - changes will

Type VPN Certificate - Validity 06/04/2019 - 06/04/2020 8
Signing CA CommandCenterCA - CA Password e
Private Key Encryption RSA - Private Key Password cansen
Private Key Size 2048 Bit

Distinguished Name (DN)

Fill from Template -
Common Name (CN) | CommandCentercert ity (1)
Country (C) Organization (0}
State (ST) Organizational Unit
(ou)
Subject Alternative Name (SAN)
Name Type
E-Mail v +

Cancel m

c) Exporting the certificate “CommandCenterCert”
* Expand the list bar
» In the certificate list next to “CommandCenterCert”, click on export
* Choose PKCS12
* The Password is the private key password from step 1b)
« Set a Transport Password
2. Onthe LANCOM R&S°UF Command Center under Settings > Device
Connection, select and import the p12 file as the Command Center
Certificate.

LANCOM
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3. On the LANCOM R&S°®Unified Firewall to be added, create a CA and a
VPN certificate for the firewall and export the CA as PEM:
a) Certificate Management > Certificates > New
« Set Type to CA for VPN/Webserver Certificates
« Set a Private Key Password
e Set a Common Name (CN), for example “FirewallCA”
» Click on Create.

FirewallCA certificate

Type Validity 06/04/2019 - 06/04/2020 =]
Private Key Encryption RSA - Private Key Password srenes
Private Key Size 2048 Bit

Distinguished Name (DN}
Fill from Template

Common Name (CN) FirewallcA city (U

Country (C) Organization (0)

State (ST)

Organizational Unit
(ou)

Subject Alternative Name (SAN) Certificate Authority Services

Name Type ocsp
E-Mail v +

@RL

Addresses for OCSP Responder/CRL Download

Cancel m

LANCOM
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b) Certificate Management > Certificates > New
* Set Type to VPN Certificate
» Set the Signing CA to the CA from 3a)
« Set the CA Password to that entered in 3a)
« Set a Private Key Password
« Set a Common Name (CN), for example “FirewallA’
» Click on Create.

FirewallA certificate

Type Validity 06/04/2019 - 06/04/2020 =]
Signing CA FirewallCA - CA Password
Private Key Encryption RsA - Private Key Password
Private Key Size 2048 Bit

Distinguished Name (DN}
Fill from Template

Common Name (CN) City (L)

Country (C) Qrganization (0}

State (ST) Organizational Unit

ou)

Subject Alternative Name (SAN)
Name Type
E-Mail +

c) Export the Firewall CA.
* Expand the list bar
« In the certificate list next to “FirewallCA", click on export
* Choose PEM
e On the LANCOM R&S°UF Command Center under Settings > Device
Connection, add the PEM file to the Accepted Remote CAs

LANCOM
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4. On the LANCOM R&S°Unified Firewall under Firewall Command Center,

configure the connection to the LANCOM R&S®UF Command Center:
a) The IP address where the LANCOM R&S°Unified Firewall reaches the

LANCOM R&S°UF Command Center:

o If the LANCOM R&S°Unified Firewall and the LANCOM R&S°UF
Command Center are on the same network, this is the IP address of
the LANCOM R&S°UF Command Center.

o If the LANCOM R&S°Unified Firewall and LANCOM R&S°UF
Command Center are on different networks, this is the IP address of
the gateway in front of the LANCOM R&S°UF Command Center. Also,
port forwarding has to be set up on the gateway.

b) The port where the LANCOM R&S°Unified Firewall reaches the

LANCOM R&S°UF Command Center:

o If the LANCOM R&S°Unified Firewall and LANCOM R&S°UF
Command Center are on the same network, the default port remains
unchanged.

o If the LANCOM R&S°Unified Firewall and LANCOM R&S°UF
Command Center are in different networks, this is the port on the
gateway that forwards to the LANCOM R&S°UF Command Center.

c) Use the new VPN certificate from step 4 as the Firewall Certificate

d)Use the CA of the Command Center certificate from step 1 as the
Command Center CA.

e) Optionally enter the GPS coordinates of the LANCOM R&S°®Unified
Firewall site so that the LANCOM R&S°Unified Firewall is displayed
correctly on the dashboard map.
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f) In the upper left corner, connect to the LANCOM R&S°UF Command
Center.

Command Center

# Maodified version - changes will be preserved until you reset or log out.

Host command-center.test-company.com
Port 11940
Command Center CA CommandCenterCA [F3960066218611A6]
Firewall Certificate FirewallA [SF7D045C3182D8B5] v

Firewall Location

€ Enter the coordinates of the firewall location here. Use a pure decimal degrees
notation, e.g. Latitude 53.5554&3 and Longitude 9.984625.

Latitude 50.824722

Longitude 6.1275|

= -

5. The connected LANCOM R&S°Unified Firewall is displayed in the
LANCOM R&S°UF Command Center under Firewalls > Device Selection.

6. Set the new LANCOM R&S°Unified Firewall to Administrated.

7. The new LANCOM R&S°Unified Firewall appears in the dashboard.

LANCOM

SYSTEMS



LANCOM Systems GmbH
Adenauerstr. 20/B2

52146 Wiirselen | Germany
info@lancom.de
www.lancom-systems.com

LANCOM, LANCOM Systems, LCOS, LANcommunity and Hyper Integration are registered trade-

marks. All other names or descriptions used may be trademarks or registered trademarks of their

owners. This document contains statements relating to future products and their attributes. LAN-

LANCOM COM Systems reserves the right to change these without notice. No liability for technical errors
SYSTEMS and / or omissions. 11/2022




	Introduction
	Installation under VMware ESXi Server
	Files
	Requirements
	Creating and configuring
	Starting the LANCOM R&S®UF Command Center

	Installation in Oracle VirtualBox
	Files
	Requirements
	Creating and configuring
	Starting the LANCOM R&S®UF Command Center

	Installation in Microsoft Hyper-V
	Files
	Requirements
	Creating and configuring
	Starting the LANCOM R&S®UF Command Center

	Final installation using the console
	Log in via the web interface
	Connecting the first firewall

