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LANCOM GS-4530X

Stackable full layer 3 access switch for medium, data-intensive
infrastructures

In enterprise networks with a high data volume, this fully managed access switch is a
reliable solution thanks to its full layer 3 functions with high-performance uplinking and
stacking. At the same time, the port equipment according to industry standards offers
the necessary performance even at high workloads. Professional redundancy functions
and LANCOM fail-safe stacking ensure fail-safe operation. In addition, this switch is
covered by the Limited Lifetime Warranty (LLW). Its configuration is automated via the
LANCOM Management Cloud (LMC).

N

Multi-Gigabit Access Switch mit 12x 2,5 Multi-Gigabit Ethernet-Ports, 12x 1 Gigabit
Ethernet-Ports, 4x 10G SFP+-Ports und 2x 40G QSFP+- Uplink- oder Stacking-Ports
Full layer 3 functionality with policy-based dynamic routing and DHCP server function
Backplane stacking optionally (SW-defined) via SFP+ or QSFP+ ports

1x hot-swappable PSU plus separate bay for adding a second PSU

2x fixed, redundant fans (N+1)

Front-to-back ventilation design for optimal cooling in 19" racks

Industry standard CLI

Cloud-managed LAN and switch stacking for quick configuration and convenient
management via the LMC

IPv6 and IPv4 support for modern enterprise networks
- Limited Lifetime Warranty (LLW) included
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High performance on 30 ports

The LANCOM GS-4530X is equipped with 12x 2.5 multi-Gigabit PoE+ Ethernet ports,
12x Gigabit PoE+ Ethernet ports, as well as 4 SFP+ and 2 QSFP+ ports supporting
transmission rates of 10 and 40 Gbps respectively. In addition, with a data throughput
of 324 Gbps on the backplane, it offers wirespeed performance even at high workloads.
The multi-Gigabit access switch thus forms the powerful basis for modern network
infrastructures in all industries and areas of application.

A high-performance basis for Wi-Fi 6

Thanks to 12 high-performance 2.5 Gigabit Ethernet ports, the LANCOM GS-4530X is
the ideal LAN-side basis for integrating the new wireless LAN standard Wi-Fi 6 into
modern infrastructures. The increased data rates when using Wi-Fi 6 require 2.5 Gigabit
Ethernet, as the required performance demands exceed those of a simple Gigabit Ethernet
port. This switch thus enables the operation of up to 12 Wi-Fi 6 access points or other
network components with high performance requirements.

Redundant network topologies with high-performance stacking

Stacking allows up to eight physical switches to be combined into one logical unit for
convenient maintenance and management — at a single site or even distributed across
different sites. Via the nonstop forwarding function, the stack manager cyclically supplies
its standby with current information such as the MAC table and its own status information.
In the event of a failure, the standby manager is able to take over without noticeable
network interruption via the hitless failover function. Subsequent expansion of the network
is also possible, as the new switch receives its configuration automatically from the stack
manager and is ready for use within seconds. The stacking function can also be activated
on both the front SFP+ uplink ports and the rear QSFP+ uplink ports, enabling a mixed
stack with the LANCOM XS-5110F and XS-5116QF aggregation switches.

Full control over your investment

Fully equipped ex works, ready for immediate use, everything from a single source: In
accordance with the principle of "Total Cost of Ownership" (TCO), the LANCOM GS-4530X
gives you planning security from the very beginning and at all times with regard to the
acquisition costs for your network expansion. The full expansion with all necessary ports
in the industry standard makes time-consuming and costly retrofitting of proprietary
port modules a thing of the past. Furthermore, our accessories portfolio provides you
with the necessary SFP modules and direct attach cables directly from us in tested
LANCOM quality. In addition to the guarantee of maximum operational reliability through
extensive load and long-term tests of the modules, you also avoid long delivery times.

Full layer 3 routing for high network efficiency

The LANCOM GS-4530X is full layer 3 capable with policy-based dynamic routing via
OSPF, providing dynamic network routes through one or more network segments. This
provides tremendous increase in network efficiency for example in meshed networks
with multiple aggregation switches at different locations.
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Hardware redundancy

The LANCOM GS-4530X with a "hot-swappable" PSU (power supply unit) allows the
power supply to be replaced quickly and without interruption in the event of a defect. A
separate plug-in module allows the addition of a second PSU. With the integration of
two redundant power supply units, for example, highly fail-safe scenarios can be realized
or the PoE power can be bundled and thus doubled. In addition, the redundant (N+1) fan
concept also ensures fail-safe switch operation in case one of the two fans fails.

Front-to-back ventilation design

The LANCOM GS-4530X secures its investment with an innovative front-to-back
ventilation design. This allows optimal cooling even in 19" racks and maximizes the life
of the device.

Cloud-managed LAN and switch stacking

With the LANCOM Management Cloud, the LANCOM GS-4530X offers fast and easy
network integration as well as automatic configuration assignment. Cloud-managed LAN
replaces individual device configuration with holistic network orchestration and enables
automatic VLAN assignment to the desired switch ports. Configurations can be rolled
out or updated simultaneously at the click of a mouse and even more complex networking
scenarios easy to administer. When using the LANCOM GS-4530X in a stack,
Cloud-managed switch stacking also ensures convenient management and monitoring
of the entire stack. The cloud independently detects which and how many switches
belong to the stack. Learn more about professional network connectivity and configuration
in the Design guide switch stacking.

Secure remote management

Secure communication protocols such as SSH, SSL and SNMPv3 mean that the LANCOM
GS-4530X s ideal for professional remote network management. The switch also supports
the TACACS+ protocol for authentication, authorization, and accounting. This optimized
solution promises maximum security for multi-site network management and monitoring.

Limited Lifetime Warranty (LLW)

This enterprise switch is covered ex works by the LANCOM Limited Lifetime Warranty.
Regardless of the operating time, the replacement service is valid until the End of Life
status of the device (max. 10 years). For next-business-day delivery of a replacement
device, we recommend LANcare NBD Replacement as well as LANcare Direct Advanced
in 24/7 or 10/5 variants. LANcare Direct Advanced also offers technical manufacturer
support with guaranteed service and response times.
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Security
Secure Shell Protocol (SSH) SSH for a secure remote configuration
Secure Sockets Layer (S5L)  SSL to encrypt HTTP connections; advanced security for browser-based configuration via web inerface
UEES021X  IEEE 021X access control on al ports; RADIUS for authenticatio, authorizaton and accounting with e.g, MDS
hashing; guest VLAN; dynamic VLAN assignment
PrivateVLANedge L Layer 2 isolation between clients in the same VLA (‘protected ports'); support multiple wpinks
Potsecurty L Locking of MAC addresses to ports; miting of the number of leared MAC addresses
Poowceguad ¢ Blocking access for legal P addresses on specificports
Accesscontrobists Drop or ratelmitaton of connections based on source and destination MAC acdresses, VLAN ID, P address
(IPv4/IPv6), protocol, port, DSCP/IP precedence, TCP/UDP source and destination ports, IEEE 802.1p priority, ICMP
packets, IGMP packets, TCP flag. Support of 1023 ACEs (max. rules per list) per ACL and up to 2800 entries in total.
RADIUSITACAGS+  Authentication, authorization and accounting of configuration changes by RADIUS or TACAGS+
Somconwl MuticastBroadcastiUnicast storm suppressin
isolatedGroup  Alows certain ports to be designated as potected. Allother ports are non-isolated. Traffc between solated group.
members is blocked. Traffic can only be sent from isolated group to non-isolated group.
DHoPSnooping Protection againstrogue DHCP servers onthe network - Outgaing DHCP-server packets ar only allowed on specifc:
ports.
Dynamic ARP nspection ¢ Dynamic ARP Inspection to prevent man-in-the-middle attacks incL proxy ARP
ARPRequestPoisoning | Protection against ARP Recuest Paisoning (ARP Spoofing)
PusFistHop  IPud First Hop Security by Snooping Guard, DHCPYG Guard, Source Guard, Prefi Gvard
Denisbof-Seviee F Protection against Denial-of-Service attacks to prevent the loss of important protoco functions.
Performance
Switching technology Store and forward with latency less than 4 microseconds
MACaddresses  Swportofmax3KMACaddresses
Toughput b Vex.324Gbpsonthebackplne
Maximum packetprocessing 241 millon packets per second (mpps) at 64-bytepackets
v Port based and IEEE 802.1q tag based VLAN with up to 4,093 VLAN; Supports ngress and egress packet iter in

port based VLAN
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Performance

Packet Buffer

4 MB

Energy efficiency (Green Ethernet)

Energy detection

Cable length detection

Energy efficiency according to IEEE 802.3az. Automatically turns off power on Gigabit Ethernet RJ-45 port when
detecting link down or Idle of client. Active mode is resumed without loss of any packets when the switch detects
the link up

Adjusts the signal strength based on the cable length. Reduces the power consumption for short cable

Layer 3 features

Number of L3 inferfaces

Source specific multicast

up to 128

Source specific multicast (SSM)for IP

Layer 2 switching

Spanning Tree Protokoll (STP) / Rapid
STP / Multiple STP / PVST

Link Aggregation Control Protocol
(LACP)

Standard Spanning Tree according to IEEE 802.1d with fast convergence support of IEEE 802.1w (RSTP); using
Multiple Spanning Tree instances by default according to IEEE 802.1s (MSTP), PVST with up to 8 instances

Support for up to 4K VLANSs simultaneously (out of 4093 VLAN Ids); matching due to port, IEEE 802.1q tagged VLANSs,
MAC adresses, IP subnet and Private VLAN Edge function ("protected ports")

IGMP v1, v2, v3 to limit bandwidth-intensive multicast traffic to ports with requesters; supports 1024 multicast
groups; source-specific multicasting
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Layer 2 switching
Generic VLAN registration VLAN registration with GVRP according to IEEE 802.1q for automatic delivery of VLANs in bridged domains
DHCP Relay Agent Relay of DHCP broadcast request to different LANs
Supported DHCP options all options listed in RFC2132
Stacking
Stacking Option Stacking via SFP+ uplink (10G) or QSFP+ uplink ports (40G)
Interfaces
Ethernet - 12 TP ports 100/1000/2500 Mbps
- 12 TP ports 10/100/1000 Mbps
- 4 SFP+ ports 1/10 Gbps
- 2 QSFP+ Uplink or Stacking ports 40 GBit/s
- 30 concurrent Ethernet ports in total
Console port Micro-USB and RJ45 configuration port for command line access
Out of band management port Out of Band Management via Ethernet Port (SSH, HTTP/S, SCP, SFTP)

Management and monitoring

Management LANconfig, WEBconfig, LANCOM Management Cloud, Industry Standard CLI
Command Line Interface (CLI) Configuration and status display from the command line with console application and direct connection to console
port, via Telnet or SSH

Remote Monitoring Integrated RMON software agent supports 4 RMON groups (history, statistics, alarms and events) for enhanced
traffic management, monitoring and analysis

Port Mirroring Traffic can be mirrored from on port to another for investigation with network analyzer or RMON probe. Up to 27
ports can be mirrored to a single mirror port. Single sessions can be selected

Security Access rights (read/write) can be set up separately, access control list

SNMP SNMP management via SNMPVI, v2c or v3 with support of raps. User-based securty modelfor SNMPY3 (USM)
Diagnosis 1 Diagnosis from the switch with PNG and cable dlagnosis
Frmwareupdate - » Update via WEBconfig and browser (HTTRHTTPS)

- Update via TFTP, SCP, and LANconfig
-> Update via LANCOM Management Cloud
- Dual firmware image to update during operation
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Management and monitoring

DHCP client Automatic assignement of the management IP address by DHCP
SNTP Automatic time settings with Simple Network Time Protocol (SNTP)
s-flow v5 Standard for monitoring of high-speed-networks. Visualization of network use, accounting an analysation to protect

your network against dangers

Hardware
Weight 12,12 Ibs (5,5 kg)
owersupply  Twobays for swappable power supply Units (100240, 50-60H)
Envionment  Temperature range 0 - 40° C; short term temperature conditions 0 - 50°C; humidity 10~ 90%; non-condensing
Mousng Robust metal housing, 19" 1U (442 x 44 x 373 mm > W H x D) with removable mounting brackets, network connectors.
on the front
s 3@ when using 2 PSUS) recundant, butnot hot swappable
Powerconsumption () 70W
Power consumption (dle) Bw
cousticnoise typ) sodea
Heatpower(ma 0BT
Software
LCOS version based on LCOS SX 5.20
Lifecycle Management  Afterdiscontinuation (End of Sale, the device is subject to the LANCOM Lifecycle Management. Details canbbe
found at: _www.lancom-systems.com/lifecycle
ntibackdoorpoliey F Products from LANCOM are free of hidden access paths (backdoors) and other undesirable features for ntroducing,

extracting or manipulating data. The trust seal "IT Security made in Germany" (ITSMIG) and certification by the
German Federal Office for Information Security (BSI) confirm the trustworthiness and the outstanding level of security

Declarations of conformity*

Europe/EFTA CE

NorthAmerica ¢ ccic
ustralia [NewZesland  ACMA
“Nete  Thefulltextof the speciic Declaration of Gonformity is avalable at the following Intemet address:

www.lancom-systems.com/doc
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Supported IEEE standards

|EEE 802.1AB Link Layer Discovery Protocol (LLDP)
‘Eeesooms WoeMES
Eeeso2tad  ainQwegne
g2tk MRP and MVR - Multiple Registration Protocol and Mulple VUAN Registration Protocol
Eeeso2d wesidgng
EeEsozta  seewimgTee
EeEso2te  ClssofSewice
ezt wIN
‘Eeeso2ts Multile Spanning Tree Protocol MSTP)
Eeesoztw Rapid Spanming Tree Protocoll ®STPL
sz PortBased Newiork Access Conral
Eeesozs  toBaseTENemet
‘EeEso2ab  f000BaseTXEhemet
\EEE B021ax,incl 802300 | Uk Aggregation Control Protocal (LacP)
‘EeEso2see  l0GGabEmemetoverioer
‘Eeeso2ser rergy Efficent et
‘Eeeso2se 2SOBASETEMemet
‘Eeeso2su  t0BaseTEemet
Eeeso2s FowConrol
‘Eeeso2s:  toomssexEhemer
‘EEEso2sec  VANwegne
‘Eeesooaniolen Foward ErorCorrection (FEC)
Eeeso2tk Wultple Registration Protocol (MRP)
Eeeso2i0at Vultple Stream Reservation Protocol (MSRP)
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Supported IEEE standards

IEEE 802.1Qbb Priority-based Flow control

IEEE 802.1v Protocol-based VLANs

Supported RFC standards

RFC 854 Telnet Protocol Specification

Reows MBI
RS SWeGenericTmps
Reoues BiggeMB
RFC134  teoperaonbetweenDHCPandBoo®
RCeS  SmpleNeworTmeprotocol (NTR)
2ozt Remote NetworkMonitoring MIEV2 RMONVD
Rc2283 medacemB
Rc2ass Routing Information Protocol -RPV2
RFc2s00  emetbrotocolVersont(Pve)
R swoNmEe
w2 WITP Authenticaton
Rrc2es RADUS Authentication ClentMiE
Rrczees BhemetlkeMB
Rec2674  EEEs02ipand EEESOZiqBrdgeME
o2y eiymBv2
wro2es Wypertext Transfer Protocol Secure (4TTPS)
wro2s9 Remote NetworkMonitoringMIB (®MON)
Rrc2863  merceGrwMBusngSMv2
ReC2033  oweMB
Rec3ote wovivs


https://www.lancom-systems.com

6> LANCOM

SYSTEMS

10 LANCOM Data sheet - Switches

lancom-systems.com

LANCOM GS-4530X

Supported RFC standards

RFC 3414 User based Security Model for SNMPv3
RGBS ViewbasedAccessControlModelfor NP
ReC3ss7  PvecobalUnicastAddressFormat
Rrcsess EhemetlkeMB
Reo3ess  EEsRAMAUMB
Reosrs Protocol Independent Multcast -Dense mode (PIM-DM) (supports both Pvd and Pve)
Rca EtyMEc
oo ¢ BidgeME
RFCa2s1  TheSecweShellProtocol Architectwre SSH)
RFCazst  PVemin6AddressngAchitecwre
RFC4483  IntemetControlMessage Protocol (CMPYS)
RFcasst OMPSmopngandMLDSmoopng
ReCasat  OMPandMDSmoopng
Recasol Protocol Independent Multicast -Sparse mode (PIM-SM) (supports both Pva and ve)
Rrcases RADUS Authentication ClentMB
Recasro RADUS AccountngMIB
weost Unidiectional Link Detecton Protocol (UDLD)
Rrosste Mulcast Group Membership Discovery M8

Scope of delivery

Manual Hardware Quick Reference (DE/EN), Installation Guide (DE/EN)

cae  Seleonfiguatoncable,ism
e Micro-USB configuration catie, tom
e EGpowercod
Powerswpply  Thotswampsblepowersphy
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Scope of delivery

19" rack rails LANCOM Switch rack mount rails
Support
Warranty extension LANCOM Limited Lifetime Warranty - replacement service up to the End of Life status of the device (maximum 10

years). For details, please refer to the service and support conditions at:
www.lancom.de/www.lancom-systems.com/support-conditions and in the LLW info paper at
www.lancom-systems.com/infopaper-llw

Software Updates Regular free updates including new features as part of the LANCOM Lifecycle Management
www.lancom-systems.com/lifecycle )

Manufacturer support For LANcommunity partners up to the End of Life of the device. For end customers with LANcare Direct or LANcare
Premium Support during the LANcare validity

LANcare Direct 24/7 Advanced XL Direct, prioritized 10/5 manufacturer supportincl. 24/7 emergency hotline and security updates for the device, NBD
advance replacement with delivery of the device on the next business day (24/7/NBD), guaranteed first response
times (SLA) of max. 30 minutes for reporting massive operational disruptions by telephone (priority 1) and max. 4
hours for all other concerns (priority 2), term-based for 1, 3, or 5 years (item no. 10785, 10786 or 10787)

LANcare Direct 24/7 XL Direct, prioritized 10/5 manufacturer support incl. 24/7 emergency hotline and security updates for the device,
guaranteed first response times (SLA) of max. 30 minutes for reporting massive operational disruptions by telephone
(priority 1) and max. 4 hours for all other concerns (priority 2), term-based for 1, 3, or 5 years(item no. 10761, 10762
or 10763)

LANcare Direct Advanced 10/5 XL Direct, prioritized 10/5 manufacturer support and security updates for the device, NBD advance replacement with
delivery of the device on the next business day (10/5/NBD), guaranteed first response times (SLA) of max. 2 hours
for reporting massive operational disruptions by telephone (priority 1) and max. 4 hours for all other concerns (priority
2), term-based for 1, 3, or 5 years (item no. 10773, 10774 or 10775)

LANcare Direct 10/5 XL Direct, prioritized 10/5 manufacturer support and security updates for the device, guaranteed first response times
(SLA) of max. 2 hours for reporting massive operational disruptions by telephone (priority 1) and max. 4 hours for
all other concerns (priority 2), term-based for 1, 3, or 5 years (item no. 10749, 10750 oder 10751)

LANcare NBD Replacement XL Addition of the Limited Lifetime Warranty with NBD advance replacement with delivery of the device on the next
business day in case of hardware defect, item no.61323

LANCOM Management Cloud

LANCOM LMC-C-1Y LMC License LANCOM LMC-C-1Y License (1 Year), enables the management of one category C device for one year via the
LANCOM Management Cloud, item no. 50106

LANCOM LMC-C-3Y LMC License LANCOM LMC-C-3Y License (3 Years), enables the management of one category C device for three years via the
LANCOM Management Cloud, item no. 50107

LANCOM LMC-C-5Y LMC License LANCOM LMC-C-5Y License (5 Years), enables the management of one category C device for five years via the
LANCOM Management Cloud, item no. 50108
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Accessories*

1000Base-SX SFP transceiver module  LANCOM SFP-SX-LCT1, item no. 61556

1000Base-LX SFP BiDi transceiver =~ LANCOM SFP-BiDi1550-SC1, item no. 60201
module

10GBase-LX SFP BiDi transceiver LANCOM SFP-BiDi1310-LC10, item no. 60202
module

10G multi gigabit Ethernet copper LANCOM SFP-CO10-MG, Art.-Nr.: 60170, max. 2 modules to be used simultaneously due to increased power
module consumption and associated heat

40GBase-SX SFP transceiver LANCOM SFP-SR-MPO0O40, Art.-Nr.: 60173
transceiver module

10G Direct Attach Cable Tm LANCOM SFP-DAC10-1m, Art.-Nr.: 61495
10GDirectAttachCable3m  LANCOM SFP-DACIO-am, Art-Nr: 60175
40GDirectAtiach Cablem  LANCOM SFP-DACAO-Im, At-Nc:6os
40GDiectAttach Cable3m  LANCOM SFP-DACAO-0m, At-Ne: G077
“Power supply (owappable) | LANCOMSPSU250, temno. 61409 %)
LANCOMPowerCord (UK IECpowercord, UKplug, femno.s18s0
LANCOMPowerCord (CH)  IECpowercord, CHplug,ftemno. 6652
LANCOMPowerCord (US)  IECpowercord, USplug, femno.s18s1
LANCOMPowerCord (AU)  IECpowercord, AUplug, femno.stess
“Nete  Supportfor third-party accessores (SFP and DAC) s excluded and camot be granted
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Item number(s)

LANCOM GS-4530X 61867

50-60 Hz 4A max
y

B =
e

( e AC Line: 100-240 VAC

LANCOM Systems GmbH

A Rohde & Schwarz Company

Adenauerstr. 20/B2

52146 Wuerselen | Germany
info@lancom.de | www.lancom-systems.com

LANCOM, LANCOM Systems, LCOS, LANcommunity and Hyper
Integration are registered trademarks. All other names or
descriptions used may be trademarks or registered trademarks of
their owners. This document contains statements relating to future
products and their attributes. LANCOM Systems reserves the right
to change these without notice. No liability for technical errors
and/or omissions. 03/25
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