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Stackable full-layer 3 PoE++ access switch for large, demanding
infrastructures

This fully managed access switch with the latest IEEE 802.3bt Power over Ethernet
standard and full layer 3 functions is the ideal solution for demanding infrastructures in
enterprise environments. With its extensive industry-standard port equipment, it offers
enormous performance even at high workloads and enables uplinking and stacking. Its
48 Gigabit Ethernet ports support 2.5 Gigabit Ethernet and thus form the necessary
high-performance basis, for example, for operating Wi-Fi 6 and Wi-Fi 6E access points
and other network components with high performance requirements like e.g. POE++
powered lighting concepts or displays. In addition, professional redundancy functions
and LANCOM fail-safe stacking guarantee fail-safe operation with the best protection
covered by the Limited Lifetime Warranty (LLW). Orchestrated via the LANCOM
Management Cloud (LMC), its configuration is automated.

- Multi-Gigabit access switch with 48x 2.5 multi-Gigabit Ethernet ports, 4x 10G SFP+
ports, and 2x 40G QSFP+ uplink or stacking ports

- PoE support as per IEEE 802.3af/at and IEEE 802.3bt PD-Type 4 with up to 1440

watts

Full layer 3 functionality with policy-based dynamic routing and DHCP server function

Backplane stacking optionally (SW-defined) via SFP+ or QSFP+ ports

1x hot-swappable PSU integrated, second PSU optional

2x fixed, redundant fans (N+1)

Front-to-back ventilation design for optimal cooling in 19" racks

Industry standard CLI

Cloud-managed LAN and switch stacking for quick configuration and convenient
management via the LMC

IPv6 and IPv4 support for modern enterprise networks
Limited Lifetime Warranty (LLW) included
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High power output on 54 ports

The LANCOM GS-4554XUP is equipped with 24x 2.5 multi-Gigabit PoOE+ Ethernet ports,
24x 2.5 multi-Gigabit PoE++ Ethernet ports, as well as 4 SFP+ and 2 QSFP+ ports
supporting transmission rates of 10 and 40 Gbps respectively. In addition, with a data
throughput of 480 Gbps on the backplane, it offers wirespeed performance even at high
workloads. The multi-Gigabit access switch thus forms the powerful basis for modern
network infrastructures in all industries and areas of application.

A high-performance basis for Wi-Fi 6E - PoE included

Thanks to 48 high-performance 2.5 Gigabit Ethernet ports, the LANCOM GS-4554XUP
is the ideal LAN-side basis for integrating the new wireless LAN standard Wi-Fi 6E into
modern infrastructures. The increased data rates when using Wi-Fi 6E require 2.5 Gigabit
Ethernet, as the required performance demands exceed those of a simple Gigabit Ethernet
port. This switch in combination with the corresponding PoE power thus enables the
operation of up to 24 Wi-Fi 6E access points on its PoE++ ports as well as other network
components with high performance requirements - without additional electrical
installation.

Central power supply without additional electrical installation

As a powerful PoE switch, the LANCOM GS-4554XUP supplies connected PoE end
devices without additional power supplies or power cabling. It supports the Power over
Ethernet standards IEEE 802.3af (PoE), IEEE 802.3at (PoE+) and IEEE 802.3bt PD-Type
4 (PoE++) with up to 90 watts per port. Thanks to high power reserves, a PoE budget
of 1,440 watts is available when using both power supplies in power mode, making it
ideal for efficiently powering PoE end devices with high energy requirements.

Redundant network topologies with high-performance stacking

Stacking allows up to eight physical switches to be combined into one logical unit for
convenient maintenance and management — at a single site or even distributed across
different sites. Via the nonstop forwarding function, the stack manager cyclically supplies
its standby with current information such as the MAC table and its own status information.
In the event of a failure, the standby manager is able to take over without noticeable
network interruption via the hitless failover function. Subsequent expansion of the network
is also possible, as the new switch receives its configuration automatically from the stack
manager and is ready for use within seconds. The stacking function can also be activated
on both the front SFP+ uplink ports and the rear QSFP+ uplink ports, enabling a mixed
stack with the LANCOM XS-5110F and XS-5116QF aggregation switches.

Full control over your investment

Fully equipped ex works, ready for immediate use, everything from a single source: In
accordance with the principle of "Total Cost of Ownership" (TCO), the LANCOM
GS-4554XUP gives you planning security from the very beginning and at all times with
regard to the acquisition costs for your network expansion. The full expansion with all
necessary ports in the industry standard makes time-consuming and costly retrofitting
of proprietary port modules a thing of the past. Furthermore, our accessories portfolio
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provides you with the necessary SFP modules and direct attach cables directly from us
in tested LANCOM quality. In addition to the guarantee of maximum operational reliability
through extensive load and long-term tests of the modules, you also avoid long delivery
times.

Static routing for fast data exchange

The LANCOM GS-4554XUP is full layer 3 capable with policy-based dynamic routing via
OSPF, providing dynamic network routes through one or more network segments. This
provides tremendous increase in network efficiency for example in meshed networks
with multiple aggregation switches at different locations.

Hardware redundancy

The LANCOM GS-4554XUP with a "hot-swappable" PSU (power supply unit) allows the
power supply to be replaced quickly and without interruption in the event of a defect. A
separate plug-in module allows the addition of a second PSU. With the integration of
two redundant power supply units, for example, highly fail-safe scenarios can be realized
or the PoE power can be bundled and thus doubled. In addition, the redundant (N+1) fan
concept also ensures fail-safe switch operation in case one of the two fans fails.

Front-to-back ventilation design

Like all LANCOM products, this switch also features hybrid management. Depending on
your personal preference, the following management options are available: LANtools,
web-based GUI, generic CLI, or LANCOM Management Cloud (LMC). In addition, you
benefit from the freedom to switch between management options at any time. Thus, a
later switch to a cloud-operated network is easily possible (requires a valid LMC license).
Meanwhile, the generic CLI ensures that this switch can be easily integrated into existing
LAN networks.

Cloud-managed LAN and switch stacking

With the LANCOM Management Cloud, the LANCOM GS-4554XUP offers fast and easy
network integration as well as automatic configuration assignment. Cloud-managed LAN
replaces individual device configuration with holistic network orchestration and enables
automatic VLAN assignment to the desired switch ports. Configurations can be rolled
out or updated simultaneously at the click of a mouse and even more complex networking
scenarios easy to administer. When using the LANCOM GS-4554XUP in a stack,
Cloud-managed switch stacking also ensures convenient management and monitoring
of the entire stack. The cloud independently detects which and how many switches
belong to the stack. Learn more about professional network connectivity and configuration
in the Design guide switch stacking.

Secure remote management

Secure communication protocols such as SSH, SSL and SNMPv3 mean that the LANCOM
GS-4554XUP is ideal for professional remote network management. The switch also
supports the TACACS+ protocol for authentication, authorization, and accounting. This
optimized solution promises maximum security for multi-site network management and
monitoring.
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Limited Lifetime Warranty (LLW)

This enterprise switch is covered ex works by the LANCOM Limited Lifetime Warranty.
Regardless of the operating time, the replacement service is valid until the End of Life
status of the device (max. 10 years). For next-business-day delivery of a replacement
device, we recommend LANcare NBD Replacement as well as LANcare Direct Advanced
in 24/7 or 10/5 variants. LANcare Direct Advanced also offers technical manufacturer
support with guaranteed service and response times.
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Security
Secure Shell Protocol (SSH) SSH for a secure remote configuration
Secure Sockets Layer (S5L)  SSL to encrypt HTTP connections; advanced security for browser-based configuration via web inerface
UEES021X  IEEE 021X access control on al ports; RADIUS for authenticatio, authorizaton and accounting with e.g, MDS
hashing; guest VLAN; dynamic VLAN assignment
PrivateVLANedge L Layer 2 isolation between clients in the same VLA (‘protected ports'); support multiple wpinks
Potsecurty L Locking of MAC addresses to ports; miting of the number of leared MAC addresses
Poowceguad ¢ Blocking access for legal P addresses on specificports
Accesscontrobists Drop or ratelmitaton of connections based on source and destination MAC acdresses, VLAN ID, P address
(IPv4/IPv6), protocol, port, DSCP/IP precedence, TCP/UDP source and destination ports, IEEE 802.1p priority, ICMP
packets, IGMP packets, TCP flag. Support of 1023 ACEs (max. rules per list) per ACL and up to 2800 entries in total.
RADIUSITACAGS+  Authentication, authorization and accounting of configuration changes by RADIUS or TACAGS+
Somconwl MuticastBroadcastiUnicast storm suppressin
isolatedGroup  Alows certain ports to be designated as potected. Allother ports are non-isolated. Traffc between solated group.
members is blocked. Traffic can only be sent from isolated group to non-isolated group.
DHoPSnooping Protection againstrogue DHCP servers onthe network - Outgaing DHCP-server packets ar only allowed on specifc:
ports.
Dynamic ARP nspection ¢ Dynamic ARP Inspection to prevent man-in-the-middle attacks incL proxy ARP
ARPRequestPoisoning | Protection against ARP Recuest Paisoning (ARP Spoofing)
PusFistHop  IPud First Hop Security by Snooping Guard, DHCPYG Guard, Source Guard, Prefi Gvard
Denisbof-Seviee F Protection against Denial-of-Service attacks to prevent the loss of important protoco functions.
Performance
Switching technology Store and forward with latency less than 4 microseconds
MACaddresses  Swportofmax3KMACaddresses
Toughput b Vax.480Gbpsonthebackplne
Maximum packetprocessing 357 millon packets per second (mpps) at 64-byte packets
v Port based and IEEE 802.1q tag based VLAN with up to 4,093 VLAN; Supports ngress and egress packet iter in

port based VLAN
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Performance

Packet Buffer

4 MB

PoE with IEEE 802.3bt and IEEE 802.3at/af

2.5G Ports

Status information

24x |EEE 802.3at PoE ports (compatible to IEEE 802.3af powered devices) and 24x IEEE 802.3bt 2.5G PoE ports
with up to 90W per port (type 4, compatible to IEEE 802.3at/af powered devices), limited by the maximum PoE
power supplied

Monitoring via LED, displaying the actual power consumption per port in web interface

Energy efficiency (Green Ethernet)

Energy detection

Cable length detection

Energy efficiency according to IEEE 802.3az. Automatically turns off power on Gigabit Ethernet RJ-45 port when
detecting link down or Idle of client. Active mode is resumed without loss of any packets when the switch detects
the link up

Adjusts the signal strength based on the cable length. Reduces the power consumption for short cable

Layer 3 features

Number of L3 inferfaces

Source specific multicast

up to 128

Source specific multicast (SSM)for IP

Layer 2 switching

Spanning Tree Protokoll (STP) / Rapid
STP / Multiple STP / PVST

Link Aggregation Control Protocol
(LACP)

Standard Spanning Tree according to IEEE 802.1d with fast convergence support of IEEE 802.1w (RSTP); using
Multiple Spanning Tree instances by default according to IEEE 802.1s (MSTP), PVST with up to 8 instances

Support for up to 4K VLANSs simultaneously (out of 4093 VLAN Ids); matching due to port, IEEE 802.1q tagged VLANSs,
MAC adresses, IP subnet and Private VLAN Edge function ("protected ports")
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Layer 2 switching
IGMP multicasts IGMP v1, v2, v3 to limit bandwidth-intensive multicast traffic to ports with requesters; supports 1024 multicast
groups; source-specific multicasting
\GMPauerir  Supportof multicast domains of snooping swiches i the absence of a multcastrouter
IGMPSnooping  IGMP Snooping to identify multicast groups and prevent umnecessary raffic
\MPprow  OMPproxytopassiOMP messages throush
Mo b Multicast Listener Discovery - IPv6 multicast packets are transmitied to nterested listenersonly
Generic VLAN registration  VLAN registration with GVRP according to IEEE 802.1q for automeic delivery of VLANS in brdged domains
DHOPRelayAgent Relay of DHCP broaccast request to different LaNs
SupportedDHCPoptions _ aloptions sted mRECZIZ2
Stacking
Stacking Option Stacking via SFP+ uplink (10G) or QSFP+ uplink ports (40G)
Interfaces
Ethernet - 48 TP ports 100/1000/2500 Mbps
- 4 SFP+ ports 1/10 Gbps
- 2 QSFP+ Uplink or Stacking ports 40 GBit/s
-> 54 concurrent Ethernet ports in total
Comsoleport Micro-USE and RJ45 configuration por for command Ine access.
Outof band managementport  Out of Band Management via Etheret Port (SSH, HTTPIS, SCP, SFTR)

Management and monitoring

Management LANconfig, WEBconfig, LANCOM Management Cloud, Industry Standard CLI
Command Line Interface (CLI) Configuration and status display from the command line with console application and direct connection to console
port, via Telnet or SSH

Remote Monitoring Integrated RMON software agent supports 4 RMON groups (history, statistics, alarms and events) for enhanced
traffic management, monitoring and analysis

Port Mirroring Traffic can be mirrored from on port to another for investigation with network analyzer or RMON probe. Up to 51
ports can be mirrored to a single mirror port. Single sessions can be selected
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Management and monitoring

SNMP SNMP management via SNMPV1, v2c or v3 with support of traps. User-based security model for SNMPv3 (USM)
Diagnosis Diagnosis from the switch with PING and cable diagnosis
Firmware update - Update via WEBconfig and browser (HTTP/HTTPS)

- Update via TFTP, SCP, and LANconfig
- Update via LANCOM Management Cloud
- Dual firmware image to update during operation

Secure Copy Securely import and export files

DHCPeient  Automaticassignementof the management P adcress by DHCP
SNTP Automatictime settings with Simple Netiork Time Protocol (SNTR)
flowss  Standardfor monitoring of high-speed-networks. Visuslization of network use, accounting an analysaion toprotect

your network against dangers

Hardware
Weight 13,89 Ibs (6,3 kg)
owersupply  Twobays for swappable power supply units (100- 240V, 50-60H)
Envionment  Temperature range 0 40° G; short term temperature conditions 0 50°C; humidity 10 - 90%; non-condensing
Mowsng Robust metal hosing, 19° 1 (442 x 44 x 440 mm > W x H x D) with removable mounting brackets, network
connectors on the front
s 3(@when using 2 PSUS) redundant, but ot hot swappable

Power consumption (max) without - 90 W (when using one PSU, or two PSUs in redundancy mode)
powered devices - 95 W (when using two PSUs in boost mode)

Power consumption (max) at full PoE - 910 W (when using one PSU, or two PSUs in redundancy mode)

power delivery - 1650 W (when using two PSUs in boost mode)

Powerconsumption (dle) 83w
Meoustienoise () eodga
Meatpower(ma)  ZsETUR
Software

LCOS version based on LCOS SX 5.20

\Lifecycle Management _ After discontinuation (End of Sale), the device s subject to the LANCOM Lifecycle Management, Detais can be

found at: www.lancom-systems.com/lifecycle
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Software

Anti-backdoor policy Products from LANCOM are free of hidden access paths (backdoors) and other undesirable features for introducing,
extracting or manipulating data. The trust seal "IT Security made in Germany" (ITSMIG) and certification by the
German Federal Office for Information Security (BSI) confirm the trustworthiness and the outstanding level of security

Declarations of conformity*

Europe/EFTA CE

NorhAmerica cne
ustaliNewZeslnd  ACMA
“Nete  Thefulltextof the speciic Declaratin of Conformity is avaible at the following Internet adcress:

www.lancom-systems.com/doc

Supported IEEE standards

|EEE 802.1AB Link Layer Discovery Protocol (LLDP)
‘EeEsozis | WopwED
EeEsozisd  anawesng
Eesoziak b MRP and MVRP - Multpl Registration Protocal and Multple VLAN Registration Protocal
‘Eeeso2d b waceridgng
EeEsozid  SengTee
EeEso2tp  ClssofSemice
EeEso21q LN
EeEso21s b Muliple Spanning Tree Protocol (MSTR)
EeEsozw Repid Spanming Tree Protocall ST
Eegsoz ortBasedNetwork Access Control
Eegsoza  tOBeseTEwemet
\EeEsozaeb  1000BaseTXEemet
(EEE8021ax, incl80232d | Uk Aggregation Control Protocol (LACP)
\EeEsozdee  l0Gigmbtfemetoverfoer
‘EeEsozzet PoweroverEthemet (0B
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Supported IEEE standards

|IEEE 802.3bt Power over Ethernet++(PoE++) Type 4
‘EeEso2sar rergy Effcient Etnernet
‘Eeesozse: 2SGBASETEMemet
‘EeEsozsu  To0BaseTEmemet
EeEsozs FowConwol
eso23z  tooOBssexEemet
EeEso23:e  WiNwegng
‘EeEsozabiclet ¢ Forward Eror Correction (FEC)
EeEsoziak b Mliple Registration Protocol (MRP)
EeEsozigat b Muliple Stream Resenvation rotocol (MSRPY
‘EeEsozige  f Forwarding and Queving Enhancements for Tme-Sensitive Steams
‘Eesozigeb  f Priorty-based Flowcontrol
EeEsozv Powocolbased VLANs

Supported RFC standards

RFC 854 Telnet Protocol Specification
Reows MBI
RS SWeGenericTmps
Recues BidgeMB
RFC1534  teoperaonbetweenDHCPandBoot®
RC769  SmpleNeworkTmeProwcolSNTR)
Reo202 Remote NetworkMonitorngMIBv2 RMONV)
Reo2238 medsceMs
Rrc2ass Routng Iformation Protocol -RPv2
w2460 memetProwcolVesons (Pl
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Supported RFC standards

RFC 2617 HTTP Authentication

wro2es RADUS Authentication ClentMB
Rro2ees EhemetlkeMB
Rec2e74  EEEs02fpand EEEsO2iqBrdgeME
o2y iyMBv2
wro2es Hypertext Transfer Protocol Secure (4TTPS)
Recose Remote NetworkMonitoring MIE RMON)
Rc2863 erfaceGrowpMBusmgSMN2
Rc2033 oweMe
a0l b woviMe
Rcaza RMONGrops123and®
Rcass Userbased Security Model for sNMPYE
RFC3MS  ViewbasedAccessControlModelforsWWP
Rrcase7  PvoClobalUnicastAddressformat
Recse2t PowerEthernet B
Rrcsess BhemetlkeMB
Rec3ess  EEEs2aMAUMB
Recss Protocol Independent Multicast -Dense mode (PIM-DM) (supports both Pvd and Pve)
weomss iMoo
wroaes BidgeMB
RFCa2s1  TheSecweShellProtocolArchitectwre SSH)
Rrca201  PvesineAddessmgArchiecwre
RFC4ass  temetConvolMessageProtocol (OMPYE
Recasat  OMPSwophgandMDSmoopng
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Supported RFC standards

RFC 4601 Protocol Independent Multicast -Sparse mode (PIM-SM) (supports both IPv4 and IPv6)
Recasss RADIUS Authentication Clent MB
Recaero RADUS Accounting B
P UnidiectionalLnk Detection Protocol (UDLD)
Reosse Vulticast Group Membership Discovery M8

Scope of delivery

Manual Hardware Quick Reference (DE/EN), Installation Guide (DE/EN)

Cable Serial configuration cable, 1.5m

Cable Micro-USB configuration cable, 1.0m

Cable IEC power cord

Power supply (hot-swappable) - power supply 1: SPSU-920 (included): 920W
- power supply 2: SPSU-920 (optional): 920W for power supply redundancy or maximizing the PoE budget (boost

mode)

19" brackets Two 19" brackets for rackmounting

19" rack rails LANCOM Switch rack mount rails

Support

Warranty extension LANCOM Limited Lifetime Warranty — replacement service up to the End of Life status of the device (maximum 10
years). For details, please refer to the service and support conditions at:
www.lancom.de/www.lancom-systems.com/support-conditions and in the LLW info paper at
www.lancom-systems.com/infopaper-liw

Security Updates Up to the End of Life of the device (see _www.lancom-systems.com/product-tables)

Software Updates Regular free updates including new features as part of the LANCOM Lifecycle Management
www.lancom-systems.com/lifecycle )

Manufacturer support For LANcommunity partners up to the End of Life of the device. For end customers with LANcare Direct or LANcare

Premium Support during the LANcare validity

LANcare Direct 24/7 Advanced XL Direct, prioritized 10/5 manufacturer support incl. 24/7 emergency hotline and security updates for the device, NBD
advance replacement with delivery of the device on the next business day (24/7/NBD), guaranteed first response
times (SLA) of max. 30 minutes for reporting massive operational disruptions by telephone (priority 1) and max. 4
hours for all other concerns (priority 2), term-based for 1, 3, or 5 years (item no. 10785, 10786 or 10787)


www.lancom-systems.com/support-conditions
www.lancom-systems.com/support-conditions
www.lancom-systems.com/infopaper-llw
www.lancom-systems.com/infopaper-llw
www.lancom-systems.com/product-tables
www.lancom-systems.com/lifecycle
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Support

LANcare Direct 24/7 XL Direct, prioritized 10/5 manufacturer support incl. 24/7 emergency hotline and security updates for the device,
guaranteed first response times (SLA) of max. 30 minutes for reporting massive operational disruptions by telephone
(priority 1) and max. 4 hours for all other concerns (priority 2), term-based for 1, 3, or 5 years(item no. 10761, 10762
or 10763)

LANcare Direct Advanced 10/5 XL Direct, prioritized 10/5 manufacturer support and security updates for the device, NBD advance replacement with
delivery of the device on the next business day (10/5/NBD), guaranteed first response times (SLA) of max. 2 hours
for reporting massive operational disruptions by telephone (priority 1) and max. 4 hours for all other concerns (priority
2), term-based for 1, 3, or 5 years (item no. 10773, 10774 or 10775)

LANcare Direct 10/5 XL Direct, prioritized 10/5 manufacturer support and security updates for the device, guaranteed first response times
(SLA) of max. 2 hours for reporting massive operational disruptions by telephone (priority 1) and max. 4 hours for
all other concerns (priority 2), term-based for 1, 3, or 5 years (item no. 10749, 10750 oder 10751)

LANcare NBD Replacement XL Addition of the Limited Lifetime Warranty with NBD advance replacement with delivery of the device on the next
business day in case of hardware defect, item no.61323

LANCOM Management Cloud

LANCOM LMC-D-1Y LMC License LANCOM LMC-D-1Y License (1 Year), enables the management of one category D device for one year via the
LANCOM Management Cloud, item no. 50109

LANCOM LMC-D-3Y LMC License LANCOM LMC-D-3Y License (3 Years), enables the management of one category D device for three years via the
LANCOM Management Cloud, item no. 50110

LANCOM LMC-D-5Y LMC License LANCOM LMC-D-5Y License (5 Years), enables the management of one category D device for five years via the
LANCOM Management Cloud, item no. 50111

Accessories*

1000Base-SX SFP transceiver module LANCOM SFP-SX-LC1, item no. 61556

module

10GBase-LX SFP BiDi transceiver LANCOM SFP-BiDi1310-LC10, item no. 60202

module

10G multi gigabit Ethernet copper LANCOM SFP-CO10-MG, Art.-Nr.: 60170, max. 2 modules to be used simultaneously due to increased power
module consumption and associated heat
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Accessories*

40GBase-SX SFP transceiver LANCOM SFP-SR-MP0O40, Art.-Nr.: 60173
transceiver module

10G Direct Attach Cable Tm LANCOM SFP-DAC10-1m, Art.-Nr.: 61495
106 DirectAttachCable 3m  LANCOM SFP-DACIO-am, At-Nr: 60T
40GDirect Attach CableTm  LANCOM SFP-DAGAO-Im, At-Nr:eOS
40GDirectAtiach Cable3m  LANCOM SFP-DAGAO-3m, At-Nc: 607
Power supply (swappable) | LANCOM SPSU-020, femno. 51408
LANCOMPowerCord (UK IECpowercord, UKplug, femno.stes0
LANCOMPowerCord (CH)  IECpowercord, CHplug, iemno. G652
LANCOMPowerCord (US)  IECpowercor, USplug, femno. 8151
LANCOMPowerCord (AU)  IECpowercord, AUplug,emno.stess
“Nete  Supportfor third-party accessores (SFP and DAC) s excluded and camot be granted

Item number(s)

LANCOM GS-4554XUP 61884
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(E AC Line: 100-240 VAC
50-60 Hz 13A max
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LANCOM Systems GmbH

A Rohde & Schwarz Company

Adenauerstr. 20/B2

52146 Wuerselen | Germany
info@lancom.de | www.lancom-systems.com

LANCOM, LANCOM Systems, LCOS, LANcommunity and Hyper
Integration are registered trademarks. All other names or
descriptions used may be trademarks or registered trademarks of
their owners. This document contains statements relating to future
products and their attributes. LANCOM Systems reserves the right
to change these without notice. No liability for technical errors
and/or omissions. 03/25


https://www.lancom-systems.com
https://www.lancom-systems.com

