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Introduction

Thank you for purchasing a LANCOM vRouter.

The LANCOM vRouter is a software-based router that runs on a hypervisor. Virtualization allows

you to customize the vRouter exactly for your needs. As it operates the LCOS operating system,

it offers the same features as a hardware-based LANCOM router and it offers considerable

flexibility.

This installation guide describes how to put the LANCOM vRouter into operation. This consists of

the following steps:

- Installing the vRouter on a hypervisor (VMware ESXi server or Microsoft Hyper-V) or on the
cloud platforms Microsoft Azure and Amazon AWS

- Initial setup of the vRouter

- Registration and activation of the vRouter

The document continues with further information about operating the LANCOM vRouter, as well

as information on the LANCOM Service & Support.

The LANCOM vRouter operates either on a VMware ESXi server (see "Installation on the VMware

ESXi server" on page 04) or a Microsoft Hyper-V (see "Installation on Microsoft Hyper-V" on

page 09). Another option is the hosted operation on the cloud platforms Microsoft Azure (see

"Installation in Microsoft Azure" on page 14) and Amazon AWS (see "Installation in Amazon

AWS" on page 18).

vRouter files

The following files are available for the vRouter:
- OVAfile
Basic package for deploying a vRouter in VMware ESXi
- VHD file
Virtual disk image for deploying a vRouter in Microsoft Hyper-V
- UPXfile
File for updating the software of existing vRouter installations created with LCOS 10.20 or
higher

Dimensioning of the vRouter host

A vRouter must always have a complete CPU core available; in case of hyperthreading, also the
two logical CPUs on this core.
In addition, the host should have enough free cores for packet transport and hypervisor tasks to
ensure the operation of the vRouter VMs. In high-throughput scenarios, the host may need up to
two additional cores per vRouter.
These requirements can be met in two ways:
1. Exclusive operation on the host
The host is dimensioned so that sufficient CPU resources are available for all vRouter
instances. In this case no further settings need to be made.
2. Mixed operation of vRouter and other VMs
All other VMs must be limited in CPU affinity so that the vRouters always have enough CPU
resources available.
Practical example: For an installation of 5 vRouter instances, you dimensioned the host with 2
physical cores (or 4 logical CPUs) per vRouter. This results in a total of 10 cores (or 20 logical
CPUs). The CPU affinity of the other VMs is then configured to the logical CPUs starting with
number 20. Optionally, the CPU affinity of the vRouter instances can also be set to 0 to 19, e.g. to
be able to distinguish between the two groups in monitoring.
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In both variants, the number of vCPUs for the vRouter VM is always set to “1” so that the
hypervisor does not delay the regular allocation of computing time (scheduling) to the VM

In contrast, the settings mentioned above refer to CPU affinity planning. The CPU affinity method
is chosen here because the reservation of MHz is not always sufficient to ensure the availability
of CPU resources for the vRouter and the hypervisor.
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Installation on the VMware ESXi server

The following describes the requirements and steps for a successful installation on VMware ESXi
servers.

Requirements

The following requirements must be met to successfully install the LANCOM vRouter on a
VMware ESXi server:
- The LANCOM vRouter is available as an OVA file.
- VMware ESXi 6.0.0 or higher is running on a server with the Intel Xeon processor with the AES
extended instruction set (AES-NI) and hardware virtualization (VT-x).
- The virtual machine must meet the following minimum requirements:
* 1 physical x86 CPU core available on the host
* vVRouter 50 and 250: 2 GB RAM
* vVRouter 500 and 1000: 4 GB RAM
« vRouter unlimited: 8 GB RAM
« 512 MiB of disk space (SSD recommended)
» 1-5 virtual network interfaces based on VMXnet3
» The highest possible CPU clock rate is recommended for operating the vRouter models
250, 500, 1000 and especially for the vRouter Unlimited

The Routing Performance tech paper contains information on throughput and sample
performance data for the vRouter. The performance of the vRouter depends largely on the
hardware of the host system used.
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Installation

The following steps describe how to put the LANCOM vRouter into operation.
1. Launch VMware ESXi, log in, and create a new virtual machine.

vmware ESXi

°I Navigator || 51 localhost.test - Virtual Machines
~ [ Host
Manage 451 Create / Register VM Console Power on Power o 5
i ) Virtualmachine | Create or register a virtual machine ~  Status
@ Virtual Machines [ ]
+ B storage [ 1]
+ €9 Networking [ 4]

2. Set the creation type to “Deploy a virtual machine from an OVF or OVA file”.

5 New virtual machine

vEEEECTIZN  Select creation type
2 Select OVF and VMDK files
3 Select storage
aL
5 Deployment options
6 Additional settings Register an existing virtual machine

How would you like to create a Virtual Machine?

Greate a new virtual maohine This option guides you through the pracess of creating a
virtual machine from an OVF and VMDK files.

7 Ready to complete

Back Finish Cancel

3. Enter a name for the virtual machine and select the ova file for the vRouter.

#1 New virtual machine - LANCOM vRouter

1 Select creation type Select OVF and VMDK files

‘Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

4 Lioansa agraamonta Enter a name for the virtual machine.
5 Deployment options
6
B ——— names can contain and they must be each ESXiinstance.

[ Lancom vRouter

X @3 LANCOM vRouter.ova

Back || Next Finish Gancel

@ The name you enter here is the name of the router on the ESXi server and is not necessarily the
name of the router in the LANCOM Management Cloud or in LANconfig.

LANCOM

SYSTEMS
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4. Select the location where the virtual machine is stored.

51 New virtual machine - LANCOM vRouter
+ 1Select creation type Select storage
¥ 2 Select OVF and VMDK files Select the datastore in which to store the configuration and disk files.
B 3 Select storage

- from resource that Select

5 Deployment options the virtual machine configuration files and all of the virual disks.

6 Additional settings N B B . "

7 Ready to complete ame v | Capacity v | Free ~ | Type v Thinpro.. v  Access v

datastore1 92468 807.61GB  VMFS5 Supported  Single
1 tems
[ Back |[ mNea || Fmsn | [ cace |

5. Read and agree to the license agreements from LANCOM Systems for the vRouter.

& New virtual machine - LANCOM vRouter

+ 13Select creation type License agreements
¥ 2Select OVF and VMDK flles Read and accept the license agreements
+ 3Select storage.

License agreements S

6 Additional settings
7 Ready to complete

LANCOM Systems GmbH, Wuerselen, Germany

VRouter, software
Copyright (c) 2002 — 2017 LANCOM Systens GrbH
AUU Rights Reserved

As of: May 2017

LANCOM Systens End User License Agreement
for Software and Documentation

By installing, loading or using the Software, you are consenting to be bound by this agreement.

If you
do not agree to all of the terms of this agreement, do not download or install this Software.

The terms of the license for use of the LANCOM Systems (referred to hereinafter as ‘LANCOM')

St e

| Baok |[ mNea || Fmsn [ cancel ]‘

6. Assign at least one network to the vRouter. You can add more later in the properties of the
virtual machine as you require. For Disk provisioning choose Thin.

#1 New virtual machine - LANGOM vRouter

i type D options
+ 2 Select OVF and VMDK files ‘Select deployment options
¥ 3 Select storage
4 License agreements
P 5 Deployment options B =pi Ethemet1 | Internal Test-vRouter
6-Anditional settings Ethemet2 | Cutbound
7 Ready to complete

Disk provisioning © Thin () Thick

| Back || New || Fnsh |[ Cancel ]A

LANCOM
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7. (Optional) Here you specify some basic settings required for deploying the vRouter:
» Device name of the vRouter for its identification in the LANCOM Management Cloud and in
LANconfig.
e The IPv4 address of the vRouter and the corresponding netmask (ETH-1/ LAN-1),
separated by a space.
* The URL to a script file (.Ics), which can contain additional configuration parameters for the

vRouter (TFTP or HTTP).

¥ 1 Select creation type

+ 2 Select OVF and VMDK files
3 Select storage

+ 4 License agreements

¥ 5 Deployment options

6 Additional settings

51 New virtual machine - LANCOM vRouter

Additional settings
Additional properties for the VN

~ Pre-Gonfiguration

Device Name [ ]

7 Ready to complete
Intranet IP Address and Netmask | ‘ (i ]
Config Seript URL [ ] o
Back || Next Fiish || Cancel
51 New virtual machine - LANCOM vRouter
+ 1 Select creatlon type Ready to complete
7 BRI D Review your settings selection before finishing the wizard
v 3 Select storage
¥ 4license agreements.
+ 5 Deployment options Product LANGOM vRouter
6 Additional settings VM Name LANCOM vRouter
B4 7 Ready to complete Disks LANCOM-VROUTER-installer-10.20.0060-disk1.vmdk
Datastore datastore1
Provisining type Thin
Network mappings Ethernett: Internal Test-vRouter Ethemet2; Outbound
Guest O Name Unknown
1 Do not refresh your browser while this VM is being deployed.
B
Back Next Finish | | Cancel

9. After the Installation Wizard is finished, the vRouter is ready for use. If the network
assigned to Ethernet1 contains a DHCP server, or if an IP address was assigned during the
configuration, the vRouter can be accessed and configured over this network.

LANC

OM

SYSTEMS

7 Navigator
~ [ Host
Manage

Monitor

~ 1 Virtual Machines
Monitor
> (51 Windows 10 x64
» 1 vRouter UPX
More VMs...
» B storage
» € Networking

(% LANCOM vRouter
LANGOM vRouter
Booting LANCOM vRouter. ..

it
i LANCOM uRouter

! Uer. 10.28.8868 / 11.84.2818
! SN. 4811448881679278

i Copyright (c) LANCOM Systems

Connection No.: @81

roote:
>

Consumed host memory... Yl
100 nooes
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After installation — commissioning

Note that after installation, the vRouter is unlicensed and the throughput for the LAN ports is
limited to 1 Mbps. To remove this limitation, the first step following the installation is to activate
the license (see section "Registration & activation" on page 25). After that, it is easier to take
further steps such as performing a firmware update.

In particular if you wish to connect the vRouter to the LANCOM Management Cloud, be sure to
perform license activation as the first step after installation. Once the license is activated, the
vRouter receives a new serial number and device ID. This information is transmitted to the LMC
during pairing.

Further information on operating the vRouter under ESXi

Depending on the scenario or configuration of the vRouter, the transmission of any MAC
addresses, i.e. MAC addresses other than those of the Ethernet interfaces of the vRouter, must
be permitted on the hypervisor. This is necessary, for example, when using protocols that use
other MAC addresses such as VRRP or for WAN remote stations, depending on the configured
MAC address type. This is necessary because the MAC addresses used in the packets of the
vRouter do not correspond to the MAC addresses of the Ethernet interfaces and are discarded
by the hypervisor without this exception.

The use of the MAC address type for WAN remote stations can be configured in the vRouter
under Configuration > Communication > Remote Sites > Remote sites (DSL).

In the network settings of the ESXi hypervisor, the function “Allow forged transmits” and “Allow
MAC changes” of the vSwitches used in the vRouter must be activated.
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Installation on Microsoft Hyper-V

The following describes the requirements and steps to successfully install a LANCOM vRouter on
Hyper-V.

Requirements

Following requirements must be met to successfully install the LANCOM vRouter on Hyper-V:
The LANCOM vRouter is available as a VHDX file.

Microsoft Hyper-V is running on a server with the Intel Xeon processor with the AES extended
instruction set (AES-NI) and hardware virtualization (VT-x).

Microsoft Hyper-V is supported based on Microsoft Windows Server 2016, Microsoft
Windows Server 2019 and Microsoft Windows 10.

The virtual machine must meet the following minimum requirements:

9
9

9

1 physical x86 CPU core available on the host

VRouter 50 and 250: 2 GB RAM

VvRouter 500 and 1000: 4 GB RAM

vRouter unlimited: 8 GB RAM

512 MiB of disk space (SSD recommended)

1-5 virtual network adapters

The highest possible CPU clock rate is recommended for operating the vRouter models
250, 500, 1000 and especially for the vRouter Unlimited

The Routing Performance tech paper contains information on throughput and sample
performance data for the vRouter. The performance of the vRouter depends largely on the
hardware of the host system used.
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Installation

The following steps describe how to put the LANCOM vRouter into operation.

1. Start the Hyper-V Manager.

2. Create a new “virtual machine” and follow the wizard'’s instructions. Important points for the
LANCOM vRouter are listed below.

3. Give the virtual machine a name.

B8 New Virtual Machin

[ ] Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

cify Name and Location The name is displayed in Hyper- Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the quest aperating system or workload.
Assign Memory Name:  [vRouter|

Erfirehiaiaig You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Summary [[] store the virtual machine in a different location
C:\ProgramData\Microsoft\Windows \Hyper-\

A

4. Select Generation 1.

Mew Virtual Machin:

[ ] Specdify Generation

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location @ Generation 1

ify Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-V.

Assign Memory

Configure Networking O Generation 2

e oS This virtual machine generation pravides support for newer virtualzation features, has UEFT based
firmware, and requires a supported 64-bit guest operating system.

Installation Options

F A\, Once @ virtual machine has been created, you cannot change its generation,

Summary

More about virtual machine generation support

5. The memory at startup should be at least 512 MB. Depending on your product, you should
allocate more memory as specified in the requirements.

LANCOM
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6. Connect the network to a virtual switch you configured previously.

=] Configure Networking

Before You Begin Each new virtual machine includes a network adapter. You can configure the network adapter to use a
virtual switch, or it can remain disconnected.
Spedify Name and Location

Spedify Generation Connection: | Standardswitch >

Assign Memory

Configure Networking

Connect Virtual Hard Disk

Summary

p— - Conce

7. Connect the virtual hard disk of the LANCOM vRouter. To do this, select the *vhdx file you
received from LANCOM. If necessary, copy this to the desired location beforehand.

@ Note that the vRouter makes use of this virtual disk after the installation.

Mew Virtual Machine \

== Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the
ettty e Uotabon storage now or configure itlater by modifying the virtual machine’s properties.
(O Create a virtual hard disk

Use this option to create a VHDX dynamically expanding virtual hard disk.

Spedify Generation

Assign Memory

Configure Networking vRouter.vhdx
Connect Virtual Hard Disk C:\Users\Public\Documents\Hyper -V \Vir tual Hard Disks)
Summary

127, GB (Maximum: 64TE)

(®) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: [[+\Users\ppenners\Desktop)LANCOM-VROLTER -nstaller-10.20.00] | Browse...

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

LANCOM

SYSTEMS
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8. If applicable, go to the settings under Add hardware and add up to 5 more network adapters.

ings for vRouter on PPENNER!

vRouter

# Hardware

B Add Hardware
[ p1os

W security

Wi Arbcitsspeicher

&

I Prozessor
= [ IDE-Controller O
¥ Hard Drive

= [ IDE-Controller 1
DVD-Laufwerk

&l scs1-Controller

Advanced Features
U network Adapter

Standardswitch
@ comM1

=

i comz
[ Diskettenlauferk

# Management

Hardware Acceleration

0 Network Adapter

Spedify the configuration of the network adapter or remove the network adapter.
Virtual switch:
Standardswitch ~

VLAN ID
[] Enable virtual LAN identification

Bandwidth Management
[] Enable bandwidth management

(i}

To remove the network adapter from this virtual machine, cick Remove.
Remove
@ Use alegacy network adapter instead of this network adapter to perform a

network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

1] Name

| Integration Services

Cance ol

9. Start the virtual machine.

% vRouter on PPENNERS-NB2 - Virtuzl Machine Connection

File  Action Media

(0]

[INSTALLERILINFO1
[INSTALLERILINFO1

[INSTALLERILINFO1
[INSTALLERILINFO1

Clipboard  View Help

nwf o

Post processing...
LTK installed!

(this might take a while)

Installing loader...

Read in header...

[INSTALLERILINFO]1 Processing data
90  100x
—i

[INSTALLERILINFO]1 Post processing...
[INSTALLERILINFO] Processing data

(this might take a while)

g 90  100x
i

[INSTALLERI[INFO]1 Post processing... (this might take a while)

Status: Running =l w

10. The LANCOM vRouter will now boot from the connected hard drive and complete the
installation of the virtual machine. This phase can take some time.

LANCOM
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After installation — commissioning

Note that after installation, the vRouter is unlicensed and the throughput for the LAN ports is
limited to 1 Mbps. To remove this limitation, the first step following the installation is to activate
the license (see section "Registration & activation" on page 25). After that, it is easier to take
further steps such as performing a firmware update.

In particular if you wish to connect the vRouter to the LANCOM Management Cloud, be sure to
perform license activation as the first step after installation. Once the license is activated, the
vRouter receives a new serial number and device ID. This information is transmitted to the LMC
during pairing.

Further information on operating the vRouter under Hyper-V

Depending on the scenario or configuration of the vRouter, the transmission of any MAC
addresses, i.e. MAC addresses other than those of the Ethernet interfaces of the vRouter, must
be permitted on the hypervisor. This is necessary, for example, when using protocols that use
other MAC addresses such as VRRP or for WAN remote stations, depending on the configured
MAC address type. This is necessary because the MAC addresses used in the packets of the
vRouter do not correspond to the MAC addresses of the Ethernet interfaces and are discarded
by the hypervisor without this exception.

The use of the MAC address type for WAN remote stations can be configured in the vRouter
under Configuration > Communication > Remote Sites > Remote sites (DSL).

The “Allow spoofing of MAC addresses” function must be activated in the network settings of the
vRouter interface on the Hyper-V hypervisor.
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Installation in Microsoft Azure

The following describes the requirements and steps to successfully install a LANCOM vRouter on
the cloud platform Microsoft Azure.

Requirements

Following requirements must be met to successfully install the LANCOM vRouter in Microsoft

Azure:

- You need an active Microsoft Azure account with the permission to create virtual machines.

- The vRouter for Microsoft Azure is provided with the licensing model “BYOL” (Bring Your
Own License). This means that the only costs billed directly through Microsoft Azure are the
infrastructure costs. The productive operation of the vRouter additionally requires a regular
vRouter license.

Installation

The following steps describe how to put the LANCOM vRouter into operation.

1. Go to the Azure Marketplace:
https://azuremarketplace.microsoft.com/en-us/marketplace

2. Search for the “LANCOM vRouter”. Select the LANCOM vRouter from the results list.

3. On the product page, select Get it now. Read the terms of use and the data privacy policy
linked in the popup that follows and confirm with Next.

Products > LANCOM vRouter

LANCOM vRouter

LANCOM Systems GmbH

LANCOM
Systems :
Overview Plans + Pricing Reviews

The LANCOM vRouter is a virtual VPN router for classic networks and cloud scenarios.

x
Create this app in Azure

QD SAVE FOR LAT...

Pricing information
Bring your own license.
+ Azure infrastructure costs

Categories
Networking
Security

Support

Support

Legal

License Agreement
Privacy Policy

You will then be directed to the page for creating a virtual machine in Azure.

4. On the following page, select Create to generate a virtual machine for the vRouter.

I agree to the providers terms of use
and privacy policy and understand
that the rights to use this product do
ot come from Microsoft, unless
Microsoft s the provider. Use of
Azure Marketplace is governed by
separate term.

LANCOM vRouter
LANCOM By LANCOM Systems GmbH

Software plan
LANCOM vRouter (BYOL) (Staged)
Pricing:  Bring your own license + Azure infrastructure costs

Details:  The LANCOM vRouter is a virtual VPN router for classic
networks and cloud scenarios.

PUBLISHER

USEFUL LINKS

SUPPORT

LANCOM Systems GmbH

product information page
datasheet

https://www.lancom-systems.com/service-
support/support-warranty/support-contact/

‘Want to deploy programmatically? Get started =
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5. On the following page, fill in the project details as you wish. Make sure the selected Image is
“LANCOM vRouter (BYOL)":

*Image @ LANCOM vRouter (BYOL) v
Browse all images and disks

6. Based on your performance requirements, choose one of the following recommendations for
the size of the virtual machine to run the vRouter, or set your own size for the VM:
e D1_v2 Standard - 1vCPU, 3,5GB RAM
« DS2_v2 Standard - 2 vCPUs, 7 GB RAM
¢ DS3_v2 Standard - 2 vCPUs, 14 GB RAM
The B-series machines basically only offer burstable CPU performance and IOPs and are
therefore only suitable for small scenarios without committed performance as well as test
scenarios. Therefore, at least the Dv2 series is recommended for productive scenarios.
For small or test scenarios:
* B1ms Standard - 1vCPU, 2 GB RAM
e B2s Standard - 2 vCPUs, 4 GB RAM
¢ B2ms Standard - 2 vCPUs, 8 GB RAM

Please note that, in most cases, further increasing the vCPUs does not provide any performance
advantages when operating the vRouter.

7. Set the administrator account for the vRouter. You have the option of defining a main device
password (authentication type Password) or to deposit a public SSH key that is entered in
the vRouter instance.

Please note that password authentication by SSH is disabled when you deposit a public SSH key.
If an SSH key is stored, the vRouter automatically generates a random main device password
during installation. This will be output to the Serial Console located in the Azure web interface
under Boot Diagnostics or the Serial Console. This password allows you to login to the Serial

Console for troubleshooting purposes.

8. Click Next to move through the pages and configure the VM according to your requirements.


http://www.lancom-systems.com

16 Installation Guide — LANCOM vRouter

9. On the final page Review and create, check your configuration and choose Create to finalize
the VM.

\/ Validation passed

Basics Disks Metworking Management  Guest config  Tags

PRODUCT DETAILS

LANCOM vRouter (BYOL) (Staged) Mot cavered by credits @
by LANCOM Systems GmbH 0.0000 EUR/hr
Terms of use | Privacy policy

Standard B2ms Subscription credits apply @
0.0810 EUR/hr
Pricing for other VM sizes

by Microsoft
Terms of use | Privacy policy

TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associatec
authorize Microsoft to bill my current payment method for the fees associated with t
my Azure subscription; and (c) agree that Microsoft may share my contact, usage an
the offering(s) for support, killing and other transactional activities. Microsoft does n
Azure Marketplace Terms for additional details.

BASICS

Subscription lancom

Resource group demao

Virtual machine name vrouter-documentation-demo
Regicn West Europe

Availability options Mo infrastructure redundancy requir
Authentication type Passwaord

Username pascal

DISKS

0O& disk type Premium S5D

Use managed disks Yes

NETWORKING

10. The vRouter is now installed in the VM. This process can take up to 20 minutes. You can
follow the progress of the installation using the Serial Console or with the help of screenshots
(Boot Diagnostics) from the VM.

When the installation is complete, the Azure web interface notifies you that deployment was
successful. The vRouter can now be accessed from the network and, if applicable, via its
public IP address. Please note that the preset network security group only permits external
access via SSH and HTTPS. The network security group can then be extended according to
the intended purpose of the vRouter. For example, for operation as a VPN concentrator you
may need to enable ports 500 /UDP and 4500/ UDP.

& LANCOM

SYSTEMS
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After installation — commissioning

Note that after installation, the vRouter is unlicensed and the throughput for the LAN ports is
limited to 1 Mbps. To remove this limitation, the first step following the installation is to activate
the license (see section "Registration & activation" on page 25). After that, it is easier to take
further steps such as performing a firmware update.

In particular if you wish to connect the vRouter to the LANCOM Management Cloud, be sure to
perform license activation as the first step after installation. Once the license is activated, the
vRouter receives a new serial number and device ID. This information is transmitted to the LMC
during pairing.

Further information about operating the vRouter in Azure

By default, the vRouter in Azure is configured with just one virtual network adapter. This is
preconfigured as a WAN port, which by default is used to establish a DHCPoE connection to the
subnet specified when the VM is created.

For conventional router operation (e.g. for virtual private clouds), it is necessary to configure
additional network cards (up to five) for the vRouter. Please noted that only the first network card
can be configured as a WAN port. This is because Azure only establishes DHCPoE connections
on the first network card of a VM. Further network cards for other subnets need to be configured
as LAN ports accordingly.

Conversely, operation as a VPN concentrator in star topologies usually requires just one virtual
network card, which is used to terminate the VPN connections.

To allow other virtual machines in Azure to use the vRouter as a gateway, a custom route must be
created with the vRouter as a next-hop in the Azure routing table.


http://www.lancom-systems.com

®

18

LANCOM

SYSTEMS

Installation Guide — LANCOM vRouter

Installation in Amazon AWS

The prerequisites and individual steps for successfully commissioning a LANCOM vRouter on the
Amazon AWS cloud platform are explained below.

Requirements

The following prerequisites must be met for the successful commissioning of the LANCOM

vRouter in Amazon AWS:

- You need an active Amazon AWS account that has the authorization to create virtual
machines.

- The vRouter for Amazon AWS is provided free of charge in the AWS Marketplace. This means
that only the infrastructure costs (provisioning & usage) are charged via Amazon-AWS. For
the productive operation of the vRouter, a commercially available LANCOM vRouter license is
also required.

Installation

The following section describes the various steps that are necessary to commission the LANCOM

vRouter for AWS.

1. Login to AMAZON AWS in EC2 and click Launch an Instance there. Alternatively, click the
following link:
https://eu-central-1.console.aws.amazon.com/ec2/v2/home?region=eu-central-
T#Launchinstances:

2. Give the instance a name (e.g. LANCOM vRouter).

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

Name

e.g. My Web Server Add additional tags

3. In the Application and OS Images field, search for LANCOM vRouter and select the
LANCOM vRouter in the search overview.

LANCOM vRouter
ami-0766ed859a5dc9ad1

LANCOM vRouter-10.70.0160 m

Platform: Other Linux ~ Architecture: x86_64 ~ Owner: 918468502533 Publish date: 2022-09-21  Root device type: ebs

Virtualization: hvm ENA enabled: Yes Boot mode: legacy-bios

aws
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v Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMIs if you don't see what you are looking for below

Q' Search our full catalog including 1000s of application and OS images

AMI from catalog Recents My AMIs Quick Start

Amazon Machine Image (AMI) Q

LANCOM vRouter
R Browse more AMIs
ami-0766ed859a5dc9ad1

Including AMIs from
AWS, Marketplace and
the Community

Catalog Published Architecture Virtualization Root device ENA Enabled
My AMIs 2022-09- x86_64 hvm type Yes
21T11:32:26.0 ebs
00z

4. As Instance type, select a suitable entry that meets your requirements for processing
power, RAM, etc.. The instance types T3, T3a, C5 and C5a are available for selection. Our
recommendation here is to select at least t3.small for vRouter 50 and 250.

The following sizings are recommended:

» vRouter 50 and 250: EC2 Instance with 2 GB RAM

» vRouter 500 and 1000: EC2 Instance with 4 GB RAM
» vRouter unlimited: EC2 Instance with 8 GB RAM

v Instance type info

Instance type

t3.small

Family:t3  2vCPU 2 GiB Memory

On-Demand Linux pricing: 0.024 USD per Hour
On-Demand Windows pricing: 0.0424 USD per Hour

v Compare instance types

5. Next, you need to select a key pair for secure SSH access. You can create a new key pair as
well as import an existing key. To create a new key pair, click Create key pair in the selection
window and follow the instructions. Please make sure that PEM is selected as the file type.

@ If you already have an SSH key, you can import it in advance. Duplicate the web page and
select Network & Security > Key Pairs in the EC2 menu and click on Actions - Import key
pair.

LANCOM
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Create key pair X

Key pairs allow you to connect to your instance securely.

Enter the name of the key pair below. When prompted, store the private key in a secure
and accessible location on your computer. You will need it later to connect to your
instance. Learn more [/

Key pair name

Enter key pair name

The name can include upto 255 ASCII characters. It can't include leading or trailing spaces.

Key pair type

O RSA
RSA encrypted private and public key pair

ED25519
ED25519 encrypted private and public key pair (Not supported for Windows instances)

Private key file format

O .pem
For use with OpenSSH

.ppk
For use with PuTTY

Cancel Create key pair

v Key pair (login) info
You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch
the instance.

Key pair name - required

ec2-user v C Create new key pair

This step creates a user ec2-user on the device. The SSH key selected here is used to
connect to the LANCOM vRouter!

6. To allow access to the device (from the Internet), a security group must now be created. The
permitted protocols / ports are configured in this group. In the preselection, only access via
SSH is initially possible. To enable access to the WEBconfig of the device, we recommend
additionally allowing data traffic via HTTPS during the initial installation. To do this, click on
Allow HTTPs traffic from the Internet under Network settings.
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10.
.

12.

v Network settings info

Network Info
vpc-02b865260dc089822
Subnet Info

No preference (Default subnet in any availability zone)

Auto-assign public IP Info
Enable
Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

O Create security group Select existing security group

We'll create a new security group called 'launch-wizard-56' with the following rules:

Allow SSH traffic from

. Anywhere
Helps you connect to your instance v

0.0.0.0/0

Allow HTTPs traffic from the internet
To set up an endpoint, for example when creating a web server

Finally, a master device password must be assigned to the device. To do this, go to
Advanced Details and then to User Data at the very bottom of the window. Now enter your
desired main device password here as follows:

password=typeyourpasswordhere

Please choose a secure password considering the following minimum requirements:

* At least 8 characters

» At least 3 of the 4 character classes (lowercase letters, uppercase letters, numbers and
special characters)

Finally, click on Launch an Instance.

Now the LANCOM vRouter is created under AWS Instances. It can take up to 5 minutes until
the device has been successfully rolled out and is accessible from the Internet.

Now click Show all Instances.

In the EC2 menu under Instances - Instances you will now see the LANCOM vRouter that
you have just created. By clicking on the corresponding instance ID, you can now see all the
necessary connection information for the LANCOM vRouter. If you want to configure the
device via WEBconfig, copy the public IPv4 address and access the device via HTTPS. If, on
the other hand, you want to configure the device via SSH, click on Connect and then on the
SSH client tab. There you will see a sample command for console access at the end.

Please make sure to connect to the device with the username ec2-user instead of root,
otherwise access will be denied.

Now continue with the item ,Initial setup”.
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If the vRouter has the role of a NAT gateway

By default, source/destination checks are performed on EC2 instances. This means that the
instance must be either the source or destination of the traffic it sends or receives. However, a
NAT instance must be able to send or receive traffic that it is not the source or destination of.
Therefore, you must disable source/destination checking for NAT instances.

You can disable the SrcDestCheck attribute for a NAT instance that was run or stopped from the
console or command line.

To disable source/destination checking from the console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec?2/.

2. In the navigation pane, select Instances.

3. Select the NAT instance and then select Actions, Network, Change Source/Destination
check.

4. Make sure that the Source / Destination check is finished. Otherwise, select Stop.

5. Select Save.

6. If the NAT instance has a secondary network interface, select it from Network interfaces
in the Networking tab. Select the interface ID to go to the network interfaces page. Select
Actions and Change source / dest. check, clear Enable and select Save.

& LANCOM
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Initial setup

A LANCOM vRouter can be configured via the local area network (LAN). Make sure that the
computer you are using for the configuration is on the same LAN as the vRouter. If a DHCP
server is active on the same LAN, the vRouter is automatically given an IP address where it can
be reached (and found in LANconfig). If the vRouter was installed with an IP address, this can be
used to access the device. After the initial setup, the vRouter can (if applicable) be integrated
into the LANCOM Management Cloud.

The following options are available for the initial setup:

- LANCconfig

- WEBconfig

Configuration with LANconfig

LANconfig is a part of LANtools, the free LANCOM solution package. LANconfig has a wide
range of applications, from the user-friendly commissioning of a single device with various
Installation Wizards, to the holistic management of several devices. It is available on the LANCOM
website free of charge.

Basic settings

After starting, LANconfig automatically searches the local network for new devices and adds
them to the overview.

In the overview, you invoke a context menu for the device with a simple right-click of the mouse.
This menu provides the options to Configure the device or to start a Setup Wizard.

Run the Setup Wizard. If the device has not yet been configured (e.g. during deployment on the
ESXi or Hyper-V server), a basic setup wizard starts automatically for the configuration of basic
parameters such as the main device password, IP address, etc).

3 LANconfig Confiqure Ctris0 [Tl _x_/
File Edit Device Group View | | SetupWizard CulsW
FR2L D | vIE Quick Rollback... Ctri+Q LANCOM
ystems
= Check CtrisFS
) LANconfig Name. = "’ Device Status

(2] Messen

- ) Messen Cenfiguration Management. >
(2 Testnetz

(D) Testnetz Firmware Management 3

WEBconfig / Console Session [ 06

Monitor Device
Monitar Device Tempararily kM
Monitor WLAN Device

Monitor WLAN Device Temporarily

Create Trace Output...

Set Date/Time.

Activate Software Option..

“ Activate Configuration Synchronization Settings '

Date Time  Name Add to Wireless ePaper Server -

3 = Linking device to LANCOM Management Cloud... 5

Opens the Setup Wizard for the selected heciie i Ml e

The main device password is essential for resetting the vRouter.

After running the basic setup wizard, you can continue with the configuration either manually or
by means of the other wizards.

Internet connection
Setting up an Internet connection is easily done with a Setup Wizard. Start the Setup Wizard
from the context menu in LANconfig and follow the instructions.

Make sure that the Ethernet port you use for the Internet connection is not connected the LAN
that is used to manage the vRouter.
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Configuration with WEBconfig

WEBconfig is the web-based configuration interface of LCOS. To start the configuration in

WEBconfig, simply open a web browser and type the IP address assigned during the installation
into your browser’s address bar.

Basic settings

If the device has not yet been configured (e.g. during deployment on the ESXi or Hyper-V server),
a basic setup wizard starts automatically for the configuration of basic parameters such as the
main device password, device name, IP address, etc).

2] 192.168.60.206 - Basic settings = B e
(€] > [®@] 3¢ |nups:/7192.168.60.206/DEFAULT?CONF SID=aa29afac4f6b6892bcfa454c7 2bf 196e4bf| LANCOM

192.168.60.206 - Basic settings
LANCOM

Systems

Step 1of 8

Please specify the name of your device

Device name vRouter (max. 64 characters)
The device name is a helpful identification attribute,

particularly if you manage multiple devices of the

same type. Othenvise the device name will remain
the standard name

Previous Page | [ Next > || Reset Terminate this Wizard

The main device password is essential for resetting the vRouter.

After running the basic setup wizard, you can continue with the configuration either manually or
by means of the other wizards.

Internet connection

Setting up an Internet connection is easily done with a Setup Wizard. Start the Setup Wizard
using the WEBconfig menu item Setup Wizards.

Make sure that the Ethernet port you use for the Internet connection is not connected the LAN
that is used to manage the vRouter.
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Registration & activation

The functional scope of the LANCOM vRouter is determined by the license used to activate it.
The license sets out framework conditions such as:

- Maximum number of VPN tunnels

- Maximum data throughput

- Maximum number of ARF networks

A vRouter without an activated license is limited to a data throughput of 1 Mbps.

Registration using LANconfig

To register the LANCOM vRouter using LANconfig, right-click on the device to open the context
menu and select Activate license.

In the dialog that opens, enter the purchased license key and click the button Register license.
Your web browser will then redirect you to the LANCOM Systems website to carry out the
registration. After you enter the information, you can download the license file.

r 5
Activate license @Iﬂ—hj

Register

Before a license can be used it must be registered online.
Thereby you will obtain a license file for the selected device.

@ Register a license oniine to get a license file

License key:

Need a demo licence? For certain options a demo license can
be get online for testing purpose.

Activate

J A license file is already present

&

OK Cancel

Activation using LANconfig

To activate the license, you can either drag & drop the downloaded license file onto the frame
next to the button Browse or use the Browse button to navigate to where the license file is
stored. Use the OK button to upload the license file to the vRouter and complete the registration.

Please note: Deleting the vRouter from the ESXi or Hyper-V server also deletes the activated
license.
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Further information

This chapter contains further information on the administration of the LANCOM vRouter. This
includes integrating the vRouter into the LANCOM Management Cloud and resetting the vRouter.

Operation of the vRouter with WLC function as of LCOS 10.30

Depending on the license level, the vRouter supports the management of a certain number of
access points with the integrated WLC function.

LANCOM Systems recommends operating a vRouter instance either primarily as a VPN
gateway / router or as a WLAN controller. The recommended use can also be proportionate; for
example, with the license level “vRouter 1000” (200 VPN licenses and 200 AP licenses): 100
simultaneous VPN connections and 100 managed APs or 150 simultaneous VPN connections and
50 managed APs.

Resetting the vRouter

If you want to reconfigure the vRouter irrespective of any settings you have made, you can reset
the vRouter to its default settings without affecting the license. You can perform the reset in the
following ways:

Reset via the command line interface (CLI)

Open the CLI for the vRouter on the ESXi server or Hyper-V server, or connect to the vRouter
via an SSH connection. Once you have logged on, you perform the reset with the command do /
other/reset. If a main password has been set for the device, this is will be requested before the
command is executed. After resetting, the vRouter boots.

Resetting the vRouter deletes all of the configuration settings, passwords and certificates.

Resetting via the command line interface (CLI) while retaining certificates and the main device
password

In order to retain the main password and any uploaded certificates on the vRouter, you execute a
command using the command line interface of the vRouter. Open the CLI for the vRouter on the
ESXi server or Hyper-V server, or connect to the vRouter via an SSH connection. After logging on,
enter the following command from the root of the directory tree: default -r .

The command default -r resets all of the configuration items in the current directory and its
subdirectories to the default values. Certificates and the main device password in the vRouter
remain unchanged.

Restrictions
The vRouter configuration should only be backed up via the LANCOM Management Cloud,

LANconfig or as a script. The backup mechanisms of the respective virtual server systems (e.g.
snapshot at ESXI) are not supported.
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Integration into the LANCOM Management Cloud
Integrating the LANCOM vRouter into the LANCOM Management Cloud takes just a few steps.

Create an activation code
1. In the LANCOM Management Cloud, open the Devices view and click New device, then
select the desired method, here Activation code.

LANCOM
Management Cloud

Dashboard Devices

Networks -+ Add device Activation codes

Security

Serial number and PIN

5 Connect a device using serial number and PIN
Sites

) . Activation code
- DEVICES If no serial number or PIN are available

Add-ins Create preconfiguration

Preconfigure a device of a certain model
Project specifications

CSV import

Management Import multiple devices using data records

Rollout Assistant
Scan serial number and pin via barcode

2. Create an activation code by following the instructions in the dialog. This activation code
allows you to integrate the LANCOM vRouter into the current project.

@ The Activation code button displays all of the activation codes created for this project in the
Devices view

Using the activation code
1. In LANconfig, right-click to open the context menu of the vRouter and select the option Pair
device with LANCOM Management Cloud...

[ LANCOM vRouter 192.168.60 206 Ok

Configure ctr+0
Setup Wizard CtrieW
Quick Rollback... Cul+Q
Check Ctrl+FS
Configuration Management »
Firmware Management »
WEBconfig / Cansole Session »
Menitor Device

Monitor Device Temporarily CtrleM

Monitor WLAN Device
Monitor WLAN Device Temporarily
Create Trace Output...
Set Date/Time
Activate Software Option..
Activate Configuration Synchronization Settings
Add to Wireless cPaper Server
[ Linking device to LANCOM Management Cloud. ]
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2. In the dialog window that opens, enter the activation code that you generated previously and
click the button OK.

B
File Edit Device Group View Tools Help
TR OO v v BAB > ¥ |0 | [Boudsine | LANCOM

‘Q LANconfig LANCOM Management Cloud Pairing X - Location ‘

‘ ; l68.1.254
l68.1.46

An activation code is needed to integrate one or several of your LANCOM devices securely
nto the doud whie simultaneously linking them to a particular project or organization.

Direct control access to your LANCOM devices is needed.

e | —
(@ Public Cloud (Default)

= Oprivate Cloud | 3
Date Time

| @ 1812203 11:4036
© 1812203 11:41:04

| @ 18122023 11:41:04

‘G 18122023  11:41:06 <Back Continue Cancel
@ 18122023 11:41:06 TITVAW TOZT6BTZSE ¢ Tead

| @ 18122023 11:41:08  1793vAW 192.168.1.254  Configuration editing canceled

(O Use current device configuration

1793VAW (LANCOM 1793VAW) Ver. 10.72.0484RU6 (10.11.2023) SN. 4004900818100153

@ If you copied an activation code to the Clipboard, it is automatically entered into the field.

3. Once paired with the LMC, the device will be displayed in the device overview section of the
LMC. Furthermore, in LANconfig the LMC symbol appears instead of the device icon, which
indicates that pairing was completed successfully.
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Documentation

The full documentation for the LANCOM vRouter consists of the following parts:

- This Installation Guide offers an easy introduction for readers with knowledge of installing
network components and routers and who are familiar with the workings of the basic network
protocols.

- The LCOS Reference Manual fully addresses issues concerning the LANCOM operating
system LCOS for this and all other models.

- The LCOS Menu Reference describes all of the parameters of LCOS in full.

The full documentation and the latest firmware and software are available from the download

area of the LANCOM website.
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LANCOM Service & Support

By choosing a LANCOM product you have opted for maximum reliability. In the unfortunate event
that you should have a problem, you are in good hands with us! Just in case, this is a summary of
the key information about our Service & Support.

LANCOM Support

Installation Guide / Quick Reference Guide
If you encounter any problems when installing or operating your product, the included installation
guide resp. quick reference guide may help you in many cases.

Support from reseller or distributor
You can contact your reseller or distributor for support:
www.lancom-systems.com/how-to-buy/

Online
The LANCOM Knowledge Base is always available via our website:
www.lancom-systems.com/knowledgebase/

In addition you can find explanations of all features of your LANCOM device in the LCOS
reference manual:
www.lancom-systems.com/publications/

We offer free end-customer support for selected devices:
www.lancom-systems.com/supportrequest

Firmware

The latest LCOS firmwares, drivers, tools, and documentation can be downloaded free of charge
from the download section on our website:

www.lancom-systems.com/downloads/

Partner support

Our partners get additional support access according to their partner level. More information can
be found on our website:

www.lancom-systems.com/mylancom/

LANCOM Service

Extras for your individual requirements

Individual support contracts and service vouchers for the best possible support with guaranteed
reaction times:
www.lancom-systems.com/support-products

Your LANCOM Team

LANCOM Systems GmbH LANCOM, LANCOM Systems, LCOS, LANcommunity and Hyper
Integration are registered trademarks. All other names or
A Rohde & Schwarz Company descriptions used may be trademarks or registered trademarks of
Adenauerstr. 20/B2 their owners. This document contains statements relating to future
products and their attributes. LANCOM Systems reserves the right
to change these without notice. No liability for technical errors

info@lancom.de | lancom-systems.com and / or omissions. 02/2024

52146 Wuerselen | Germany
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