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Introduction

Thank you for purchasing a LANCOM vFirewall.

The LANCOM vFirewall is a software-based Unified Threat Management
(UTM) firewall, which is operated on a virtual machine. And yet, it offers the
same functionality as a real, appliance-based LANCOM R&S°Unified Firewall.
This installation guide describes the setup of the LANCOM vFirewall under
VMware ESXi-Server, Oracle Virtual Box, and Microsoft Hyper-V Server.
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Installation of the LANCOM
vFirewall on a VMware ESXi server

Below, the prerequisites and single steps for a successful installation of the
LANCOM vFirewall on a VMware ESXi server are described.

vFirewall files

To get the ISO file for installation please contact us via sales@lancom.de or
by telephone at +49 240549936122

Prerequisites

The following prerequisites are mandatory for a successful installation of the

LANCOM vFirewall on a VMware ESXi server:

- The LANCOM vFirewall software has to be available as an ISO image file

- The VMware ESXI version ESXI 6.0.0 (VM version 11) or higher has to be
installed on a server with an Intel processor.

The virtual machine has to meet the following minimum requirements:
> 1x86 CPU (64 bit) processor

- 4 GBRAM

- 30 GB free harddisk space

- 2 network interfaces
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Creating and configuring the LANCOM vFirewall on a
VMware ESXI server

Below, the necessary steps are described to put the LANCOM vFirewall into
operation on a VMware ESXi server.

Start VMware ESXi, login and create a new virtual machine.
- Select creation type - Create a new virtual machine

) New virtual machine

- (ECEEEITI  Select creation type

B e o How would you like to create a Virtual Machine?
3 Select storage

4 Customize settings

- B This aption guides you through creating a new virtual
5 Ready to complete Create a new virtual machine
L machine. You will be able to customize processors,
Deploy a virtual machine from an OVF or OVA file memory, network connections, and storage. You will need

1o install a guest operating system after creation.
Register an existing virtual machine

|
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Create a name for the virtual machine
- Select a name and guest OS

) New - Unified Q

¥ 1 Select creation type Select a name and guest OS

2 Selecta name and guest OS Specify a unique name and OS

3 Select storage
4 Customize settings

Name

5 Ready to complete

| Unified Firewall

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation

Compatibility ESXi 6.0 virtual machine v
Guest OS family Linux A
Guest OS version Debian GNU/Linux & (64-bit) v

e | te= | oo

4

In the shown example, the name “Unified Firewall” has been chosen.
Further, please configure

- Compability: ESXI 6.0 virtual machine

- Guest OS family: Linux

- Guest OS version: Debian Linux 8 (64 bit)

LANCOM
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Select the storage location for the virtual machine
- Select storage

e - Unified

¥ 1 Select creation type Select storage
+ 2 Select a name and guest OS

PY 3 select storage

Select the datastore in which to store the configuration and disk files.

sl i The following datastores are accessible from the destination resouree that you selecied. Select he destination daiastore for

the virtual machine configuration files and all of the virtual disks.

5 Ready to complete

Name v | capacity v | Free ~ | Type ~ | Thinpro..v | Access v

BAREOS 1083 T8 27578 NFS Supported | Single

DATA 54678 11278 VMFS5 Supported  Single

os 11075GB  10934GB  VMFSG Supported | Single
3items

Finish
Modify your settings
- Customize settings
% = Unified
¥ 1 Select creation type Customize settings
2 Selecta name and guest 05 Configure the virlual machine hardware and virtual machine additional options
¥ 3 Select storage
- EET—
Virtual Hardware | VM Options
5 Ready to complete
2 Add hard disk Ml Add network adapter Add other device
» ©crPu
» @l Memory vE v
» 2 Hard disk 1 . v
UlelssiEanies VMware Paravirtual v
SATA Confroller 0
- B Network Adapter 1 [ v
Statu:
= [ connect at power on
P VMXNET 3 v
MAC Address Auomate v |[o00000000000 |
Finish
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Configure as follows:

9
9
9
9

CPU: at least 1

Memory: at least 4096 MB
Hard disk 1: at least 32 GB
Adapter type: VMXNET 3

Select the ISO image file via the “Browse" button.

3=

- Unified 0

¥ 1 Select creation type
+ 2 Selecta name and guest OS
+ 3 Select storage

b ¢ Customize settings

5 Ready fo complete

Customize settings

Configure the virtual machine hardware and virtual machine additional options

¥ B sCsi Controller 0
SATA Controller 0

» B Network Adapter 1

» B New Network Adapter

= (%) CD/DVD Drive 1

Status

CD/DVD Media

Virtual Device Node

» [@ video Card

[E—
VMware Paravirtual v
Testnet v [wWconnect
Testnet ¥ [wConnect
Datastore ISO file v

[¥ connect at power on

|[DATA]Rscs_\sofrsu¢ Is0_10_2_1.is0

Browse...
SATA controller 0 v || SATA(0:0) M

Specify custom setlings A

Back Next Finish
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Check your configuration.
- Ready to complete

e - unified 0

+ 1 Select creation type
¥ 2 Selecta name and guest 08
v 3 Select storage

+ 4 Customize settings

Ready to complete

Review your seftings selection before finishing the wizard

Name Unified Firewall

B 5 Ready to complete

Datastore
Guest OS name
Gompatibility

VCPUs.

Memory

Network adapters
Network adapter 1 network
Network adapter 1 type
Network adapter 2 network
Network adapter 2 type
IDE controller O

IDE controller 1

SGSi controller 0

SATA controller 0

Hard disk 1

DATA
Debian GNU/Linux & (64-bit)
ESXI 6.0 virtual machine

1

4096 MB

2

Testnet

VMXNET 3

Testnet

VMXNET 3

IDE 0

IDE 1

VMware Paravirtual

New SATA controller

Confirm the checked configuration using the “Finish” button. Afterwards you

can see your created virtual machine.

Next

P
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Starting the LANCOM vFirewall on a VMware ESXi

server

Enter the name of the virtual machine in the search field, e.g. “Unified
Firewall”.

After selecting “Unified Firewall” you will see the following overview:

“T% Navigator

(57 Unified Firewall

v [ Host
Manage

Monitar

- (51 Virtual Machines
g Unified Firewall
Maonitar
» O Firewall 10.2
More VMs...
E Storage
Q Networking

Unified Firewal
Guest 03
Compatibility
VMware Tools

CPUs

Memory

e VMware Tools is not installed in this virtual machine. VMware

Select “Power on” in the upper menu bar.
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Select “Console” in the upper menu bar, and in the following window “Open
browser console”.

‘E" Mavigator
57 @ Host
Manage

Monitor

* 5] Virtual Machines

&F Unified Firewall

Maonitor

» [ Firewall 10.2
More VMs...

E Storage

QNetworking

{5 Unified Firewall

[ Console B Monitor |

I Poweroff §j Sus

Unified Firewal
Guest 05
Compatibility
VMware Tools

CPUs

Memory

€) vMware Tools is not installed in this virtual machine. VMware

The further configuration of the LANCOM vFirewall via console is described
in the chapter ,Final installation of the LANCOM vFirewall on the console” on
page 39.
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The installation of the LANCOM
vFirewall under Oracle VirtualBox

Below, the prerequisites and single steps for a successful installation of the
LANCOM vFirewall under Oracle VirtualBox are described.

vFirewall files

To get the ISO file for installation please contact us via sales@lancom.de or
by telephone at +49 240549936122

Prerequisites

The following prerequisites are mandatory for a successful installation of the

LANCOM vFirewall in the Oracle VM VirtualBox Manager:

- The LANCOM vFirewall software has to be available as an ISO image file

- Oracle VM VirtualBox Manager 5.0 or higher has to be installed on a
server with an Intel processor.

The virtual machine has to meet the following minimum requirements:
> 1x86 CPU (64 bit) processor

- 4 GBRAM

- 30 GB free hard disk space

- 2 network interfaces
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Creating and configuring the LANCOM vFirewall in the
Oracle VirtualBox Manager

Below, the necessary steps are described to put the LANCOM vFirewall into
operation in the Oracle Virtual Box Manager.

Start the Oracle VM Virtual Box Manager and select the “New" button in the
upper menu bar to create a new virtual machine.

File Machine Help

" = -

New Settings Start

LANCOM

SYSTEMS
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In the upcoming window “Name and operating system” allocate a name for
the virtual machine.
In the shown example, the name "Unified Firewall” has been chosen.

Create Virtual Machine x

Name and operating system

Please choose a descriptive name for the new virtual
machine and select the type of operating system you
intend to install on it. The name you choose will be used
throughout VirtualBox to identify this machine.

Name: |Unified Firewall

Type: | Linux Ml D

Version: | Debian (64-bit) -

Expert Mode Mext = Cancel

Further, please configure:
- Type: Linux

- Version: Debian (64-bit)
Click on “Next".
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In the window "Memory size" you configure the allocated memory for the

virtual machine.
x

Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be
allocated to the virtual machine.

The recommended memaory size is 1024 MB.

— 4096 |Z| MB

4 MB 31744 MB

< Back Next > Cancel

Select 4096 MB as a minimum for full UTM and confirm with “Next".

LANCOM
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In the window “Hard disk” you configure the virtual harddisk.

-

Create Virtual Machine x

Hard disk

If you wish you can add a virtual hard disk to the new
machine. You can either create a new hard disk file or
select one from the list or from another location using
the folder icon.

If you need a more complex storage set-up you can skip
this step and make the changes to the machine settings
once the machine is created.

The recommended size of the hard disk is 8,00 GB.

Do not add a virtual hard disk
e Create a virtual hard disk now

Use an existing virtual hard disk file

< Back Create Cancel

Select “Create a virtual hard disk now” and confirm with “Create”.

LANCOM
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In the next step “Hard disk file type” you define the file type of the virtual
harddisk.
Create Virtual Hard Disk

Hard disk file type

Please choose the type of file that you would like to use for the new
virtual hard disk. If you do not need to use it with other
virtualization software you can leave this setting unchanged.

e VDI (VirtualBox Disk Image)
VHD (Virtual Hard Disk)
VMDK (Virtual Machine Disk)

Expert Mode Next = Cancel

Select “VDI (Virtual Box Disk Image)” and confirm with “Next".

LANCOM
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In the next window "Storage on physical hard disk” you select the option to
allocate memory for the virtual harddisk dynamically.

Create Virtual Hard Disk ®

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as
it is used (dynamically allocated) or if it should be created at its
maximum size (fixed size).

A dynamically allocated hard disk file will only use space on your
physical hard disk as it fills up (up to a maximum fixed size),

although it will not shrink again automatically when space on it is
freed.

A fixed size hard disk file may take longer to create on some
systems but is often faster to use.

® Dynamically allocated

Fixed size

< Back Next > Cancel

Select “Dynamically allocated” and confirm with “Next”.

LANCOM
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In the next step "File location and size” you configure the name of the virtual
harddisk, its storage location, and its minimum size.

Create Virtual Hard Disk ®

File location and size

Please type the name of the new virtual hard disk file into the box
below or click on the folder icon to select a different folder to create
the file in.

Unified Firewall a
Select the size of the virtual hard disk in megabytes. This size is the

limit on the amount of file data that a virtual machine will be able to
store on the hard disk.

32,00 GB
4,00 MB 2,00TB

< Back Create Cancel

Select a minimum size of 32 GB and proceed with “Create”.

LANCOM
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Now, the entry for your previously created virtual machine appears in the
main window of the Oracle VM Virtual Box Manager.

Select the virtual machine by a single click and choose “Settings” in the
upper menu bar.

File Machine Help

* B Y @

New Settings Start

I?l--.. Unified Firewall
- ® Powered Off

In the “System” section, check the settings on the tab “Motherboard"”, and
adjust them according to the following screenshot.

I

Unified Firewall - Settings x
@ General System ‘
Fur  System Motherboard | Processor | Acceleration
Displ —_— 1
IE oisplay Base Memory: ... .. ... |40%MB =
Storage 4 MB 31744 MB
@ Optical 3]
& Audio Boot Order: ®
v Hard Disk
Network
@ Floppy
@ Serial Ports @ Network
ﬁ Use Chipset: ICH9 |
ﬁ Shared Folders Pointing Device: ‘USB Tablet - |
User Interface Extended Features: v Enable [JO APIC
Enable EFI {special OSes only)
v Hardware Clock in UTC Time

o ]| Xemen

LANCOM
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Unified Firewall - Settings

Activate the option “Enable PAE/NX" on the tab “Processor”.

I

I

General ‘ System

System Motherboard | Processor | Acceleration

Display Processor(s): ]
Storage e

1 =
8 CPUs

Execution Cap: |
Audio 1%

Network Extended Features: v Enable PAE/NX
Serial Ports
usB

Shared Folders

ERNRX VAR - SN

User Interface

J
T | 100% %
100%

“Attributes” to select “Virtual optical disk file".

I

Unified Firewall - Settings

[ #ox | Xearel|

Select “Storage” from the left menu bar and click on the disc icon under

[ General ‘ Storage

Systemn Storage Devices Attributes

Display & controller: IDE Optical Drive
S Omiken22i0
é Controller: SATA Information
5 audio @ unified Firewall.vdi Type:
Si
@ Network I ﬁlze
ocation
¢ serial Ports Attached to:
ﬁ USB
ﬁ Shared Folders
E User Interface
& @

: | IDE Secondary Mast « ‘ @

Live CD/DVD

Image

: 553,00 MB

Y

srv/Download/rsuf_iso_10...

[ #ox | Xearel|
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In the menu”Audio”, untag “Enable Audio”.

Unified Firewall - Settings

@ General ‘ Audio
System Enable Audio
Display

Storage

:
B Network

¢S serial Ports

& use

|i Shared Folders

E User Interface

Xcane
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In the menu “network”, select “Enable Network Adapter” and configure as

shown:
Unified Firewall - Settings
@ General Network
[ system Adapter1 | Adapter2 = Adapter3 | Adapter 4
Display v Enable Network Adapter
Storage Attached to: | Bridged Adapter ~
{;i Audio Name: |vlanll06 -
Uﬂ Network ¥ Advanced
Adapter Type: | Paravirtualized Network (virtio-net) -
@ Serial Ports
Promiscuous Mode: | Deny -
ﬁ use

MAC Address: |0800275032B0 &)

|j Shared Folders

v Cable Connected

E User Interface

9
9
9

Pok X cancel

Attached to: user specific, e.g. “Bridged Adapter”

Name: user specific; if “Bridged Adapter” has been selected, please
choose the appropriate interface.

Adapter Type: Paravirtualized Network (virtio-net)

Promiscous Mode: Deny

Cable Connected: enabled

The MAC address is automatically determined and filled in.
In the tab "Adapter 2“ choose a name different from adapter 1 for “Attached

to”.

The remaining entries are configured identically.
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In the menu "Serial Ports”, disable any serial interfaces.

Unified Firewall - Settings

[ General Serial Ports

System Portl Port2 | Port3 Port4
m] pi .

Display Enable Serial Port

Storage

% Audio

@ Network L

'0\,\ Serial Ports
ﬁ USB

|j Shared Folders

E User Interface

Xcone

In the menus "USB", “Shared Folders", and “User Interface” confirm the
preselected default values.
Select “OK" to apply the modified settings.
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Start of the LANCOM vFirewall in the Oracle VirtualBox
Manager

Start your virtual machine in the Oracle VM Virtual Box Manager by selecting
the green “Start” arrow icon.

File Machine Help

® @ v .

Mew Settings Start

B~ Unified Firewall
- @ Powered Off

The further configuration of the LANCOM vFirewall via console is described
in the chapter ,Final installation of the LANCOM vFirewall on the console” on
page 39.
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Installation of the LANCOM
vFirewall in Microsoft Hyper-V

Below, the prerequisites and single steps for a successful installation of the
LANCOM vFirewall in Microsoft Hyper-V are described.

vFirewall files

To get the ISO file for installation please contact us via sales@lancom.de or
by telephone at +49 240549936122

Prerequisites

The following prerequisites are mandatory for a successful installation of the

LANCOM vFirewall under Microsoft Hyper-V:

- The LANCOM vFirewall software has to be available as an ISO image file.

- Microsoft Hyper-V Manager 10.0 or higher has to be installed on a server
with Intel processor.

The virtual machine has to meet the following minimum requirements:
> 1x86 CPU (64 bit) processor

- 4 GBRAM

- 30 GB free harddisk space

- 2 network interfaces

LANCOM
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Creating and configuring the LANCOM vFirewall in the
Microsoft Hyper-V Manager

Start the Microsoft Hyper-V Manager. On the right side of the screen in the
“Actions” area, first select “New", then “Virtual Machine”.

Checkpoints

o e mchns eected

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘
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The “New Virtual Machine Wizard" is started. A new window “Before you
begin“ opens.

8 New Virtual Machine Wizard

&= Before You Begin

Before You Begin This wizard helps you create a virtual machine, You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

S you can change the configuration later using Hyper-V Manager.

Specify Generation

To create a virtual machine, do one of the following:
Assign Memory
. « Click Finish to create a virtual machine that is configured with default values.
Configure Networking « Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

Finish Cancel

LANCOM

SYSTEMS
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Click on “Next” and choose a name for the virtual machine, e.g. “Unified
Firewall”. Confirm with “Next".

8 New Virtual Machine Wizard

&= Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name: ‘Umﬁed Firewall
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't selecta
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Instalation Options [[] store the virtual machine in a different location
Summary at C:\ProgramData\Micresoft\Windows\Hyper-V\

< Previous - Finish Cancel

LANCOM

SYSTEMS
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In the next step, select "Generation 1" and confirm with “Next".

8 New Virtual Machine Wizard X

&= Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location (® Generation 1

This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
e p— virtual hardware which has been available in all previous versions of Hyper-v.

Configure Networking (O Generation 2

This virtual machine generation pravides support for newer virtualization features, has UEFI-based

Connect Virtual Hard Disk firmware, and requires a supported 64-bit guest operating system.

Installation Options
P! & Once a virtual machine has been created, you cannot change its generation.

Summary

More about virtual machine generation support

Finish Cancel
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In the window “Assig

NCOM vFirewall

n Memory*“, specify a value of at least 4096 MB as

“Startup memory”, and activate “Use Dynamic Memory for this virtual

machine”. Confirm wi

E New Virtual Machine Wizard
&= Assign Memory

Before You Begin

Specify Name and Location

Specify Generation

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

ith “Next”.

Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 12582912 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

Startup memory: 4094 MB

Use Dynamic Memary for this virtual machine.

o When you dedde how much memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

< Previous Finish Cancel
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In the next step “Configure Networking", specify the value “Standardswitch”
for “Connection”. Confirm with “Next".

3 New Virtual Machine Wizard X

=} Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
virtual switch, or it can remain disconnected.
Specify Name and Location

Specify Generation Connection:  Standardswitch

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

< Previous Finish Cancel
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Under “Connect Virtual Hard Disk", select the option “Create a virtual hard
disk” and a size of 32 GB. Confirm with “Next".

8 New Virtual Machine Wizard

= Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the
Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.
Specify Generation @) Create a virtual hard disk

e Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking Mame:  Unified Firewall.vhdx

Connect Virtual Hard Disk Location:  C:\Users\Publc\Documents\Hyper-V\Virtual Hard Disks\ Browse...

Installation Options —
Size: 32 GB (Maximum: 64 TB)
Summary

(O Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

Einish Cancel

LANCOM
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In the window “Installation Options", activate the option “Install an operating
system from a bootable CD/DVD-ROM" as well as the option “Image file
(.iso)". Select or confirm the path to the vFirewall image file and confirm with
“Next".

8 New Virtual Machine Wizard X

&= Installation Options

Before You Begin ‘You can install an operating system now if you have access to the setup media, or you can install it
Specify Name and Location e

Specify Generation O 1nstall an operating system later

Assign Memory @) Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk
®) Image file (.iso): |C:\Users\fiis\Desktop\rsuf_iso_10_2_2.is0 Browse.
Summary

(O Install an operating system from a bootable floppy disk

(O Install an operating system from a network-based installation server

< Previous Finish Cancel
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The final page completes the wizard by displaying an overview of the so far
configured parameters. Confirm with “Finish".

E New Virtual Machine Wizard X

&= Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to areate the
fy Name and Location following virtual machine.
Spedify Generation FENEIE
Assign Memory Name: Unified Firewall
Configure Networking Generation: Generation 1
Memory: 4096 MB
Connect Virtual Hard Disk Network: Standardswitch
Installation Options Hard Disk: C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\Unified Firewall.vhdx (VHD})

Operating System: Wil be installed from C:\Users\fiis\Desktop\rsuf iso_10 2 2.iso

< >

To create the virtual machine and dose the wizard, dick Finish.

< Previous Cancel

LANCOM

SYSTEMS
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The virtual machine is now created and has to be configured subsequently.
For this, select “Settings” in the “Actions” area of the Hyper-V Manager under
“Unified Firewall”.

0 Hyper Mansger

Viewal Machines
Name sute PUussge signed Memory _Uptime St Configuatio.
Rloseerem 0 e
»
Checkpoints
The slctd viun machio h o checkoorts R
Unifed Feewat
Crested: a2z pn—
Conbouration Version: 83
o Noos
Sy Moy ook

Displays
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The “Settings” window opens. In the left area under “Hardware”, select the
item "Add Hardware". Then, in the right area, select "Network Adapter”.

Confirm with “Add".

E Settings for Unified Firewall on HG000119

Unified Firewall - o
4 Hardware ) ll Add Hardware
[ Add Hardware
@ B10S You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and dick the Add button.
@ seaurity SCSI Controller
. M RemoteFX 3D Video Adapter
% Legacy Network Adapter

[ Processor
1 Virtual pr 0l

= [ 1DE Controller 0
#) o Hard Drive

Unified Firewall. vhdx
= I 1DE Controller 1

DVD Drive

rsuf_iso_10_2_2.iso

& scsi Controller
= 0 Metwork Adapter
Standardswitch
Hardware Acceleration
Advanced Features
@ comt
None
f com2
None
[ Diskette Drive
None
A M ¢
[£] mame
Unified Firewall
D Integration Services

Fibre Channel Adapter

Virtual machines are created with one network adapter. You can add additional network

adapters as needed.

Cancel
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In the next window under “Virtual Switch”, select the item “Standardswitch”.

A second network adapter shows up in the left area of the window. Confirm
with “OK".

Ej Settings for Unified Firewall on HG000119

= X
Unified Firewall - L]
r Add Hardware ] Q‘ Network Adapter
8 s10s
Boot from CD Specify the configuration of the network adapter or remove the network adapter.
. Security Virtual switch:

Key Sto

Standardswitch =

VLAN ID
[] Enable virtual LAN identification

W Memory
4096 MB

# 4 Hard Drive

Unified Firewall vhdx 2
= [ IDE Controller 1
DVD Drive Bandwidth Management
rsu 10_2_2iso [ Enable bandwidth management

& scsi controller

= U Metwork Adapter Spec
d itch

Hardware Acceleration bandwidth 0
Advanced Features

|
Standardswitch o o leave the 0
Hardware Acceleration
Advanced Features To remove the network adapter from this virtual machine, dick Remove,
s T
@ com2

None

o Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
H Diskatte Drive services are not installed in the guest operating system.
None
4 Management
[x] Name
Unified Firewal
[ Integration Services -

o

LANCOM

SYSTEMS
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Starting the LANCOM vFirewall in the Microsoft
Hyper-V Manager

In the main window of the Microsoft Hyper-V Manager, under “Actions /
Unified Firewall”, select the item “Start”, and then”Connect”.

et slciadvetus machine

A separate console window pops up. Continue with the installation of the
LANCOM vFirewall on the console as described in the next chapter.

LANCOM

SYSTEMS
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Final installation of the LANCOM
vFirewall on the console

The following menu navigation on the console is basically valid for all virtual
environments described in this installation guide. Variations between these
systems are marked by separate screenshots.

After the start of the console the following window appears:

Language selection
R&S Unified Firewalls 10.2.0 (1435)

Choose your keyboard layout Danish (DK)
Dutch (NL)

English (UK)
English (US)
Fimish (SE)
French (FR)
German (DE)
Italian (IT)
Spanish (ES)

Suedish (SE)

INSTALLATION [ Abort 1 { Prev i

Choose your keyboard language and click on “Next".

LANCOM

SYSTEMS
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License agreement

R&S Unified Firewalls 10.2.0 (1435)

rLicense agreement
German version further down / Deutsche Uersion weiter unten

Rohde & Schwarz Cybersecurity End User License Agreement (“EULA™)

The installation and use of the R&S Unified Firewalls described belouw is
the subject matter of this agreement, which represents a legal licensing
agreenent between Rohde & Schwarz Cybersecurity GmbH or its subsidiaries
(collectively “R&S Cybersecurity”) and an individual or entity as a
contractual party (collectively “User” or "you"). By installing or using
the R&S Unified Firewalls, you agree to be bound by the terms of this
EULA.

1 1. Software Description

(1) The R&S Unified Firewalls consist of the following two modules
(collectively “R&S Unified Firewalls"):

a. Server Software I (Linux operating system with basic firewall
functionality)

b. Server Software II (firewall specific modules developed by Rohde &
Schuarz Cybersecurity)

INSTALLATION [ Abort 1

Confirm the license agreement with “Next” and the following dialog with
“Yes”.

R&S Unified Firewalls 10.2.0 (1435

rLicense agreement
German version further down / Deutsche Uersion weiter unten

Rohde & Schwarz Cybersecurity End User License Agreement ("EULA")

The installation and use of the R&S Unified Firewalls described below is
the subject matter of this agreement, which represents a legal licensing
agreement be bsidiaries
(collectivel as a
contractual Do you accept the license agreement? or using
the R&S Unif of this
EULA.

® 1. Softuwar|

(1) The R&S

(collectively "R&S Unified Firewalls"):

a. Server Software I (Linux operating system with basic firewall
functionality)

b. Server Software II (firewall specific modules developed by Rohde &
Schuarz Cybersecurity)

INSTALLATION [ Abort 1 < Prev |
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Overview of the detected hardware

- VMware ESXi:

Detected hardware

Hard disks
CD-ROM

Network interface cards

INSTALLATION

- Oracle VirtualBox

Detected hardware
Hard disks

CD-ROM

Network interface cards

INSTALLATION

SEeSI:

SEeSI:

ethd:
ethl:

SCsI:

SCsI:

ethe:
ethl:

- Microsoft Hyper-V

R&S Unified Firewalls 10.2.0 (1435)

Detected harduare
Hard disks

CD-RoM

Network interface cards

INSTALLATION

SCSI:
SCSI:

etho:
ethl:

Virtual disk (32768 MB)
NECUMMar i UMuare SATA CD8A

UMuare UMXNET3 Ethernet Controller
UMuare UMXNET3 Ethernet Controller

[ Abort 1 < Prev !
UBOX HARDDISK (32768 MB)
UBOXiCD-ROM
Red Hat, Inc
Red Hat, Inc

[ Abort 1 < Prev i

Virtual Disk (32768 MB)
MsftiVirtual CD/ROM

Microsoft Corporation
Microsoft Corporation

[ Abort 1 < Prev i

Respectively, confirm with “Next".
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Selection of the installation type

R&S Unified Firewalls 10.2.0 (1435)

Choose the installation type
New installation

Backup installation
If you have a firewall backup, you

can now restore the old fireuall
conf igurat ion

INSTALLATION [ Abort 1 < Prev i

Confirm “New Installation” with “Next".

Configuration of the network interfaces

The default IP addresses are allocated to the network interfaces by pressing
F12. The following screenshot appears:

- VMware ESXi

Hint: Leave input fields blank to
Network interface configuration deactivate an interface. Press F12 for
default IP addresses.

* ethd (UMuare UMXNET3 Etherne) JiXM192.168.6.254 PS5 255.255.8
* ethl (UMuare UMXNET3 Etherne) JiFM192.168.1.254 PS5 255.255.8

INSTALLATION [ Abort 1 < Prev

LANCOM

SYSTEMS
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- Oracle VirtualBox

Hint: Leave input fields blank to
deactivate an interface. Press F12 for
default IP addresses.

Network interface configuration

* eth® (Red Hat, Inc ) JiFM152.168.0.254  [W255.255.255.0

* ethl (Red Hat, Inc ) JiFM152.168.1.254  [W255.255.255.0

INSTALLATION [ Abort 1 < Prev

- Microsoft Hyper-V

R&S Unified Firewalls 10.2.0 (1435)

Hint: Leave input fields blank to
deactivate an interface. Press F12 for
default IP addresses.

Network interface configuration

* ethd (Microsoft Corporation ) )1 2M192.168.0.254  [PA255.255.255.0

= ethl (Microsoft Corporation ) JI2M192.168.1.254  [PA255.255.255.0

INSTALLATION

[ Abort 1 < Prev i

Respectively, confirm with “Next".

LANCOM

SYSTEMS
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Input dialog for host- and domain name
Configure as follows:

- Hostname: UF100

- Domain name: lancom

- Password: freely selectable

R&S Unified Firewalls 10.2.0 (1435)

Conf iguration completed
successfully.

Enter the hostname and the Hostnane
domain name of the firewall IF100

Domain name
ancon

Choose a passuord Password

INSTALLATION [ Abort 1 < Prev i

Click on “Next” to confirm your input.

Start of the installation

R&S Unified Firewalls 10.2.0 (1435)

Please press “Install” to start
the installation. Otherwise
reboot the firewall t

Install

INSTALLATION

Confirm with “Next".

LANCOM

SYSTEMS
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Confirm formatting of the virtual harddisk

R&S Unified Firewalls 10.2.0 (1435)

Please press “Install” to start
the installa
reboot the f The hard disk will be formatted
All files will be lost t
Are you sure you want to continue?

[No1l

INSTALLATION

Confirm the question to format the virtual harddisk with “Yes".

Proceeding the installation
The installation is now executed and can take some time (up to 10 minutes),
typically only a few minutes.

R&S Unified Firewalls 10.2.0 (1435)

Installation in progress ...

Partitioning the hard disk (U3
Formatting the hard disk (U3

5335355 Installing the firewall
Configuring the firewall

Configuring the boot sector

INSTALLATION  >>>>> [ Abort 1 < Prev i Next >

LANCOM

SYSTEMS
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Finishing the installation
After successful installation you will notice the following screen:

R&S Unified Firewalls 10.2.0 (1435)

Installation in progress ...

Partitioning the hard disk [\
Formatting the hard disk [\
Installing the firevall [\
Conf iguring the firewall [\

Conf iguring the boot sector [

INSTALLATION  >>>! > [ Abort 1 < Prev i

Confirm with ,Next" to get to the next screen.

Restart request

R&S Unified Firewalls 10.2.0 (1435)

FINISHED t
Renove the installation media and reboot
the systen.

The installation uas successful. (USSR ENEEIIFTRTETINEY

adninistration interface by pointing your
brouser to port 3438 via HTTPS on any
configured IP address, e.g:

etho: https:/,/192.168.0.254:3438
ethl: https://192.168.1.254:3438

INSTALLATION

Confirm the restart request with “Reboot".

LANCOM

SYSTEMS
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Completing the LANCOM vFirewall installation
After the restart the following screen occurs:

IThe Rohd c ybersecurity Unified Firewall is rumning properly nout

wall, log in to e stration interface
your brouser to port 34 a HTTPS on any conf igured

you not to login to the firewall via comsole.
, you can get a decrypted login password from

d:01:1a:00 18
01:1a:01 19

IF100 login: _

The installation has now completed. A console login is not necessary. Follow
the information according the user login in the browser via the predefined
interfaces, as shown in the screenshot.
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Logging in to the LANCOM
vFirewall via web interface

Start a web browser on a computer which is located in the subnet of the
vFirewall and invoke the LANCOM vFirewall web interface as follows:
For connecting to the network interface ethO please enter:
https://192.168.0.254:3438

or for network interface eth1:

https://192.168.1.254:3438
The login window of your LANCOM vFirewall appears. Enter admin both for

username and password.




49

LANCOM

SYSTEMS

Installation Guide LANCOM vFirewall

You are asked to create a hew password.

O » =

After creating the new password you are automatically logged in and the
web interface of your LANCOM vFirewall shows up. Now you can continue
with either the Setup Wizard or a manual setup.

Setup tutorials

Here are some helpful videos and tutorials to help you set up your LANCOM
vFirewall:

https://www.lancom-systems.com/uf-tutorials

Alternatively, you can scan this QR code to view it on your smartphone:
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