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1.  Preface

As an intelligent network management and monitoring system, the LANCOM 

Management Cloud automates and centralizes the entire network architecture in 

terms of its WAN, LAN, WLAN, and Security. Even complex networking scenarios 

with a large number of network components can be easily controlled, managed, and 

optimized with the LMC, saving valuable resources such as money and time.

The LMC Public Cloud is available at https://cloud.lancom.de and is regularly 

updated with new features and bug fixes.

This document describes the new features of the LMC Software Release 1.00.169.0, 

as well as the improvements since the previous version.

LANCOM Systems GmbH does not assume any warranty or liability for software not 

developed or produced by LANCOM Systems GmbH or distributed under the name 

of LANCOM Systems GmbH, in particular not for shareware and other third-party 

software.

2.  Important notes

To ensure continued smooth operation with the LANCOM Management Cloud, 

LANCOM devices with an old  firmware version must be updated to a newer version. 

The following firmware versions are the minimum  requirement:

 → LCOS 10.12.0147 SU3

 → LCOS FX 10.4

 → LCOS LX 5.20 Rel

 → LCOS SX 3.30.0417 RU3

To use all the functions of the LANCOM Management Cloud, we recommend using 

the latest release version.

A list of the URLs and ports via which LANCOM devices communicate with the 

LANCOM Management Cloud can be found in this Knowledge Base document.
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3.  New features, changes, and history

LANCOM	Management	Cloud	1.00.169.0	/	16.04.2024

Customized	device	overview	using	savable	table	views
Focus more quickly on what you actually need: You can now customize your device 

view, including filter settings, to suit your needs using the “Create table view” 

button. The views you create are only visible to you and can be saved with an 

individual name so that you can access them again at any time. For example, move 

the table columns you are interested in using drag & drop, change the columns to 

be displayed under “Configure columns”, or filter the view using “Filter by” to make 

your daily workflows even more efficient.

Improvements
 → The application templates for application management have been updated.

 → The device tunnel service now provides an endpoint to check whether the 

device has correctly initiated a tunnel session.

Bug	fixes
 → Pressing the Enter key in the editing dialog of variables now saves the content 

instead of discarding it.

 → Spontaneous error messages during LTA login (invalid destination) have been 

fixed.

 → In the ‚Networks‘ area, the view of the ‚Sites‘ tab now also works if a large 

number of sites have been assigned to a network.

 → Updated the wording of the title in the log table regarding the LCOS restart in 

the event of a watchdog.
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LANCOM	Management	Cloud	1.00.168.0	/	26.03.2024

More	comfort	with	multi-language	support	for	the	cloud-managed	
hotspot
“Wifi en español? ¡Por supuesto!” – take full advantage of the language diversity 

when using the Wi-Fi hotspot via the LMC! Add translations of up to seven 

languages directly when creating a cloud-managed hotspot under Networks > Add 

Network > Hotspot Network > Translations. By selecting a default language, your 

hotspot users will see the preset language and the option to change the language. 

Simply assign the new hotspot network to the desired sites and your Wi-Fi hotspot 

will easily be available to visitors in different languages.

Improvements
 → Uplink mode is now also available for LAG ports.

 → The categories in the ‚Application Management‘ section have been updated.

 → All notifications can be closed at the same time.

Bug	fixes
 → When creating new WiFi networks, the key field is correctly available if 

WPA2/3 is selected.

 → The actions configured in the action table are saved correctly in the detailed 

configuration.

 → New projects with special characters can now be saved correctly.

 → If a system variable UF_default_IF is set for a Unified Firewall, only the 

affected Unified Firewall is set to obsolete.

 → More clarity in the log message when administrator roles are changed



 → BPjM filter warnings on the security profile settings page are now always 

displayed correctly.

 → The tooltip information about active packet filter rules in the ‚Security / 

Profiles‘ table overview now shows the correct number of rules.

 → The ‚LMC Top Users‘ and ‚Top Applications‘ data were labeled as gigabytes 

and terabytes respectively, although they are actually gigabits and terabits.

 → Switching the monitoring from daily to hourly removed graphs on 5 unit stacks.

 → The monitoring diagrams were sometimes empty.

 → DPS Widget: Multiple networks with different central locations are not 

displayed.
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LANCOM	Management	Cloud	1.00.167.0	/	05.03.2024

Precise	troubleshooting	with	direct	links	to	the	source	of	the	error
The time-consuming search is coming to an end: you can now benefit from 

optimized error notifications! For example, you can save yourself the laborious task 

of detecting errors in the event of invalid configuration parameters relating to object 

IDs (OIDs) in the device configuration. Clicking on the link displayed in the error 

report takes you directly to the corresponding point in the configuration preview in 

the detailed configuration of the device. This allows you to identify and localize the 

source of the error much faster!

Improvements
 → Device tunnel log messages have been added to the device log if a dedicated 

tunnel could not technically be established after the tunnel was initialized.

 → The device tunnel API layer now only allows to initialize a tunnel to a device if 

the device is online; if the device is offline, the request is rejected.

 → Improved warning message that the network is still assigned to the location 

when the network is deleted

 → When switching between full tunnel and split tunnel mode, the tunneled 

networks of the split tunneling were removed, now they are retained and 

deactivated by the system when switching to full tunnel.

 → The configuration of static DHCP leases is now supported in the site-specific 

network settings.
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Bug	fixes
 → A problem with the location assignment in the device table has been fixed.

 → A problem with the visibility of device list filters has been fixed.

 → The network settings at site level were restricted if the network mode was 

set to “use the same network for each site“. It is now possible to configure 

settings for gateway IP addresses.

 → The detail configuration now shows the correct values for the time base 

settings in the cron table.

 → The ‘Description for networks’ field now also accepts spaces.

 → The transmission power ranges have been corrected for 5 GHz WiFi settings.

 → In the device overview for switches, the ‘Save’ button is only displayed if the 

configuration has actually been changed.

 → The VLAN input field of the network configuration is now always active during 

the creation and editing of a network.

 → If the gateway IP of a site-specific network is changed, the changes are 

correctly forwarded to the front end.
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LANCOM	Management	Cloud	1.00.166.0	/	13.02.2024

Easy-to-view	site	assignment	of	a	network
At which sites is a particular network used? How can networks be quickly removed 

from sites? Answers to these questions are now provided by the clear display in the 

„networks“ menu entry. Under „Site count“, you can see at a glance how many sites 

your networks are assigned to. Click on the number to go directly to the new 

detailed overview „Site“ of your selected network. Here you can remove the 

network assignment of one or more sites at the same time if required. In addition, a 

warning now appears when you delete a network, informing you if the network is 

still assigned to at least one site.

Improvements
 → Errors in the LMC logs that refer to OIDs in the device configuration now 

contain a direct link that points to the corresponding part of the configuration 

to localize the source of the error.

 → There are now many smartphones that are equipped with more than one rear 

camera. Previously, the rollout assistant automatically selected a camera when 

scanning the serial number via barcode on a device, but this was not always 

the best one. Now it is possible to select the desired camera during the scan.

 → According to a recommendation by the German Federal Office for Information 

Security (BSI), RSA-based certificates should have a key length of at least 

3072 bits. Therefore, the pairing service will generate pairing CA keys with a 

length of 3072 bits instead of 2048 bits during the next automatic annual CA 

update. 

If devices are re-paired from now on or are already paired and are 

automatically re-paired within a year, they will also generate RSA keys with a 

length of 3072 bits for the device-client certificate in relation to the LMC-TLS 

communication. 
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A technical impact is that the devices will need a little more time during the 

pairing process to generate the longer key length.

 → Optimized display of error messages for invalid configuration parameters with 

a link to the configuration preview in the detailed configuration.

 → A filter can now be used to quickly search for countries for addresses.

 → The device CSV import no longer aborts when a device is imported again.

 → The new LMC scripting manual has been linked.

Bug	fixes
 → The function ‚enableBitByOidAtPos‘ of the LMC add-in now works correctly.

 → The ‚*‘ character is now permitted in the configuration for RADIUS servers in 

the LMC.

 → A display error in the detailed configuration in the tariff selection for Wi-Fi has 

been corrected.

 → Sometimes the automatic selection for the DHCP start address selected an 

invalid network ID. This behavior has been corrected.

 → If there was a change for the WAN connections at site level, too many devices 

were set to ‚Configuration obsolete‘. The selection of affected devices is now 

more precise.
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LANCOM	Management	Cloud	1.00.165.0	/	23.01.2024

Central	administrator	management	at	organization	level
Reduce time-consuming, manual activities when adding or deleting LMC 

administrators: Activating administrator inheritance gives members of an 

organization access to the subordinate projects. As the organization administrator, 

you control this access by selecting a role that is inherited to all subordinate 

projects in the organization. If you want to give administrators access to all projects 

but do not want them to have the administrative rights of an organization 

administrator, simply assign them the new „organization viewer“ user role under 

Management > Administrators. For projects in which administrator inheritance 

should not be activated, this can be excluded under Project specifications > Basic > 

Project access. All information on the LMC roles and rights can also be found in 

compact form in the Infopaper.

Improvements
 → Project administrators can now export device data for the project from within 

the device table (e. g. for inventory purposes).

 → Administrators can now assign devices to sites directly in the device table 

using an improved site filter.

 → If devices without a position or address are added to a site, they are now 

automatically assigned.

 → The ‚Device position‘ page has been redesigned and now allows larger images 

of the device installation to be uploaded.
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 → In the Wi-Fi profile, the ‚Minimum supported transmission rate‘ is renamed to 

‚Base rate (beacons, multi- and broadcasts)‘ and applied to all corresponding 

LCOS LX settings.

 → Support for additional languages in the hotspot menu

 → New design for the rollout assistant web application

Bug	fixes
 → Sporadic LTA Idp synchronization errors have been fixed.

 → Incorrect logging of the LTA Idp synchronization status has been fixed.

 → The LTA main group was sporadically no longer displayed after 

synchronization.

 → The workflow for resetting the password did not work if the form was used a 

second time.
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LANCOM	Management	Cloud	1.00.164.0	/	02.01.2024

A	look	back	at	2023

We would like to use the turn of the year to thank all administrators of the LANCOM 

Management Cloud. In 2023, many exciting projects with innovative solutions were 

realized with the LMC. At the same time, we continued to develop and drive forward 

the capabilities for the management of all network components. These key features 

are just a few examples:

	→ LANCOM	Trusted	Access	–	Cloud-managed	Secure	Network	Access
In addition to the central management of network components, the LMC also 

enables the secure connection of employees to the company network – from 

a single source! LANCOM Trusted Access (LTA) offers highly scalable remote 

access that protects hybrid working, whether as a cloud-managed VPN or 

based on the innovative Zero Trust principle. Start your onboarding today!

	→Wi-Fi	optimization	with	LANCOM	Active	Radio	Control	2.0
Best Wi-Fi at the touch of a button: LANCOM Active Radio Control 2.0 (ARC 

2.0) predicts the optimization potential of the Wi-Fi network based on real 

usage data and automatically optimizes channels and channel widths. 

Discover the full power of ARC 2.0 on our topic page!

	→ Efficient	switch	rollout	thanks	to	centralized	port	templates
Network assignments to switch ports are simplified and assigned to the 

devices „zero-touch“. A major efficiency gain, especially with different port 

assignments at different locations.

We have also modernized the design of the user interface with a new look. You 

can already look forward to the further innovations that 2024 has in store for the 
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LANCOM Management Cloud. Thank you for your continued support and trust!
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LANCOM	Management	Cloud	1.00.163.0	/	12.12.2023

Your	direct	access	to	cloud-managed	VPN
Centralized management of VPN users via the LANCOM Management Cloud (LMC) 

is also worthwhile for smaller installations. You do not need a user database (Active 

Directory), but can take immediate advantage of the remote access solution 

LANCOM Trusted Access: to do this, select the option „LMC-managed“ under 

Security > LANCOM Trusted Access > User management. Then copy the unique 

identifier (TXT resource record) from the LMC and paste it into the DNS 

configuration of your domain. After a brief check, the LMC verifies the domain and 

once you have entered your users‘ e-mail addresses, you can immediately enable 

them to use Trusted Access. Discover the LTA tutorials and trial versions today!

Improvements
 → It is now possible to choose between 3 connection modes for the connection 

setup of the LTA client in the configuration of the LTA client profile: Manual, 

automatic or variable connection establishment (the behavior is identical to 

the current standalone AVC client).

 → The add-in developer mode now supports values of the bitmask type.

 → WWAN firmwares are displayed under ‚System information‘.

Bug	fixes
 → The stability of the tunneled WEBconfig access to LCOS FX firewall devices 

has been optimized. The optimization is only active in conjunction with the 

upcoming firmware release LCOS FX 10.13 RU3 (or higher).

 → Error messages in the backend logs of the pairing service relating to cron jobs 

have been eliminated; however, the messages had no impact on functionality.

https://www.lancom-systems.com/products/remote-mobile-access/lancom-trusted-access-client
https://www.lancom-systems.com/lta-onboarding/technicians#form


Release Notes - LMC Software Release 1.00.169.016

 → Incorrect firewall rules were created for certain combinations of DPS with 

manually created applications and assigned DPS categories other than BE. 

The resulting firewall rules are now shortened so that they are acceptable for 

the device.

 → A problem with the navigation on the page via the browser buttons has been 

fixed.

 → Some linked materials that were still based on the old design have been 

updated.
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LANCOM	Management	Cloud	1.00.162.0	/	22.11.2023

LANCOM	Trusted	Access	–	Cloud-managed	secure	network	access
With the LANCOM Management Cloud (LMC), you now not only manage your 

network components, but also secure the connection of your employees to the 

corporate network centrally. With the highly scalable remote access solution 

LANCOM Trusted Access (LTA) and the new LANCOM Trusted Access Client, you 

can protect hybrid work – regardless of whether you want to use LTA as a cloud-

managed VPN solution or on the basis of the future-proof Zero Trust principle with 

granular network control. Find out which LTA level of integration is right for you, 

start your LTA training, and test LTA for free for 30 days on the LTA onboarding web 

pages.

Improvements
 → In the switch device overview, the port labels and information about assigned 

networks can now be exported as a CSV file.

 → If multiple ‚0‘-tagged default routes with different administrative distances 

are created in the underlying detailed configurations, these are adopted for 

automatically created SmartConfig default routes. This mechanism is only 

available if the WAN connections are not explicitly specified in the project or 

at the location.

 → The displayed add-in console scripts from the configuration preview of the 

detailed configuration can now be copied without line numbers.

https://www.lancom-systems.com/products/routers-sd-wan/remote-access/lancom-trusted-access-client
https://www.lancom-systems.com/lta-onboarding
https://www.lancom-systems.com/lta-onboarding
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Bug	fixes
 → If an add-in is assigned to a network, only the associated device classes are 

set to ‚not current‘.

 → After use, the button for copying the device password is no longer blackened.

 → Various visualization problems have been fixed.
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LANCOM	Management	Cloud	1.00.161.0	/	31.10.2023

Refresh	of	the	LANCOM	Management	Cloud	user	interface
Already noticed? The LANCOM Management Cloud now has a new LANCOM look. 

With a contemporary color palette and intuitively designed controls, the Cloud 

gets a breath of fresh air, while the features remain in the familiar place. Discover 

new colors and subtle design adjustments for an even better user experience. We 

welcome comments and feedback on the new Cloud design.
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Improvements
 → In the port template groups it is now possible to define, if a selected port 

should be operated in tagged mode or if an untagged operation is preferred.

 → In the switch overview, a new port mode “uplink” can be assigned to individual 

ports. This operation mode causes every vlan of the site being assigned to the 

port either in hybrid or fully tagged way.

 → Device list now optionally shows last contact time of offline devices.
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LANCOM	Management	Cloud	1.00.160.0	/	13.10.2023

Simplified	management	and	more	overview	for	switch	stacks
From now on, you can also benefit from convenient port management for switch 

stacks, so that individual and time-consuming port configurations of the stack 

units are a matter of the past. The central, cross-network port template groups are 

available for this purpose: Select one of your predefined port template groups for 

each unit of a stack to conveniently reuse your port configurations even for new 

stacks at different locations. The port template groups are assigned exclusively by 

your explicit selection in the unit overview of the stack and require the port mode 

„Network default for unit“. For even more overview, you can now additionally assign 

individual names to your stack units.

Bug	fixes
 → The channels can be selected correctly again in the Wi-Fi settings.
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LANCOM	Management	Cloud	1.00.158.0	/	29.08.2023

Centralized	port	templates	for	optimized	switch	rollout
Manual network assignments to switch ports could quickly become a challenge 

if you needed different port assignments for switches with the same number of 

ports at multiple locations. This is now remedied by extended, central templates, 

so-called port template groups. You can create, configure, and apply up to 50 

different templates yourself for the networks and device models offered (e.g. 

26-port model). Your previous port templates are initially assigned to the default 

group. You will find the port template groups under ‚Networks > Selection of a 

network > Switches‘ and can easily map them to your devices on the site level for 

even more „zero-touch“.

Bug	fixes
 → The channels can be selected correctly again in the Wi-Fi settings.
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LANCOM	Management	Cloud	1.00.157.0	/	09.08.2023

Inspiration	for	your	projects:	Discover	the	new	LMC	website
We are pleased that you are using the LANCOM Management Cloud (LMC). With it, 

you benefit from:

•	 Maximum	productivity: Configuration adjustments, firmware updates, 
monitoring & rollouts are automated and efficient – you save an average of 

75% in time.

•	 More	performance	and	security: VPNs, VLANs, ports, and UTM rules are 
defined and rolled out centrally. You can also securely connect remote 

workstations in the shortest possible time.

•	 Immediate	return	on	investment: Make efficient use of valuable resources 
such as manpower, time and money. You can deploy new applications or 

optimize Wi-Fi infrastructures at the click of a mouse without expensive 

on-site visits.

We have summarized these and many other benefits and functions as well as 

customer references and awards on our relaunched LMC website. We invite you 

to use	these	benefits	to	win	further	projects or to use the materials, customer 
references and use cases listed here as inspiration to further develop	your	own	
network	management	concept.

Bug	fixes
 → Schedules can be edited and created again.

 → Variables with user-defined variable types can again be used correctly in the 

global add-in assignments.

 → Change detection for add-in assignments works correctly again. The buttons 

for saving or discarding are only displayed when changes are made.

 → The auto-correction of the input field for defining the IP network has been 

adjusted.

 → Optimizations of the ARC 2.0 algorithm

https://www.lancom-systems.com/products/network-management/lancom-management-cloud
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LANCOM	Management	Cloud	1.00.156.0	/	18.07.2023

Network	extension	&	device	setups	within	minutes
Are you already benefiting from „zero-touch deployment“? Minimize your workload, 

especially when integrating many new access points, as this is where the LMC really 

shows its strengths: activate the project-wide location allocation based on the 

device IP address and define an initial firmware for new devices under Project 

specifications > Device startup. You can already register and configure your 

devices in advance via serial number and PIN independent of location – the LMC will 

then take care of everything else for you: if an Internet connection is established, 

your access points are automatically identified, assigned to a location, and 

immediately equipped with their pre-configuration. You can find more tips for a fast, 

automated rollout in the techpaper LMC Rollout.

Bug	fixes
 → Fixed a problem with rolling out the configuration just before the license 

expires.

 → CSV site and device imports were logged as system users.

 → The hotspot password in the site-specific hotspot settings did not work.

 → If the devices at a site have changed, the result of an ARC scan can continue 

to be used for the unchanged devices without a rescan.

https://www.lancom-systems.de/pdf/techpapers/TP_LMC-Rollout_EN.pdf
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LANCOM	Management	Cloud	1.00.155.0	/	27.06.2023

Efficient,	automated	workflows	with	webhooks
From monitoring and troubleshooting to deployment and upgrades: As an 

administrator, you rely on a holistic view of all network activities to respond quickly. 

Using webhooks in the LMC saves you valuable time by flexibly communicating 

alerts and notifications to messaging services and automation tools when an event 

occurs. Set up your webhooks for Slack or IFTTT, for example, under Project 

specifications > Alerts & Notifications > Webhooks and learn more in the Webhooks 

techpaper.

Bug	fixes
 → In the device license assignment dialog the current license status was not 

shown.

 → A display issue in the project specification dialog after saving the settings has 

been solved.

 → An issue in the guided device replacement process has been solved.

http://www.lancom-systems.de/download/techpaper/LANCOM-Techpaper-Webhooks-EN.pdf
http://www.lancom-systems.de/download/techpaper/LANCOM-Techpaper-Webhooks-EN.pdf
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LANCOM	Management	Cloud	1.00.154.0	/	07.06.2023

Improvements
 → In add-ins, the variable contents of particular devices can now be accessed 

specifically via their serial number in order to use them for the configuration of 

other devices.

Bug	fixes
 → The sender interfaces for communication with the LMC and the firmware 

update server are now also set correctly in scenarios with the cloud-managed 

hotspot.
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LANCOM	Management	Cloud	1.00.153.0	/	17.05.2023

Two	clicks	to	optimized	Wi-Fi	installations	via	the	LMC
Scan, apply, and roll out – that is all it takes to make your Wi-Fi more efficient, even 

at sites with data-intensive applications, high user densities, or interfering third-

party external networks. LANCOM Active Radio Control 2.0 (ARC 2.0) does exactly 

that job for you! After scanning the environment, the self-learning Wi-Fi 

optimization solution automatically takes into account the individual usage behavior 

of the Wi-Fi clients in your installation, predicts the expected Wi-Fi situation, and 

evaluates it using the ARC Index. Enhance your ARC Index and get the most out of 

your Wi-Fi installation! Find out your personal ARC Index potential now! Tips for 

custom settings are provided in the ARC 2.0 techpaper.

Further	improvements
 → To better distinguish the LMC administrative roles from the network users, 

the menu item ‘Management → Users’ has been renamed to ‘Management → 

Administrators’.

Bug	fixes
 → The encryption settings for WPA3 wireless networks have been corrected.

 → The behavior of a rollout of linked Central Site devices when the VPN feature 

is disabled has been corrected.

 → Optimizations of the calculation algorithm for ARC 2.0.

 → Firmware updates and communication with the LMC could fail in certain 

scenarios due to incorrect settings of the source interfaces. The selection of 

source interfaces has been revised.

https://www.lancom-systems.com/technology/wi-fi-optimization-with-active-radio-control-2-0
https://www.lancom-systems.com/download/documentation/Techpaper/LANCOM-Techpaper-Active-Radio-Control-20-EN.pdf
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LANCOM	Management	Cloud	1.00.152.0	/	25.04.2023

Wi-Fi	optimization	with	LANCOM	Active	Radio	Control	2.0
Ensure optimal Wi-Fi for any network size at the push of a button – directly via the 

LMC! With the self-learning automation solution LANCOM Active Radio Control 2.0 

(ARC 2.0), you can forecast the optimization potential of your Wi-Fi network based 

on learned usage behavior. For this purpose, ARC 2.0 analyzes existing multiple 

channel occupancies, taking into account external networks and access point 

densities. In this way, you receive a clear comparison of the actual radio field 

situation with a preview of the expected network status after adjustment. Clicking 

on „Apply optimization“ sets the most suitable channels and channel widths to 

automatically adjust transmitting powers and provide radio capacity where it is 

needed. Detailed ARC 2.0 settings such as prioritization, reservation, or exclusion 

of access points or channels can be made for access points as of LCOS LX 6.10 and 

other devices as of LCOS 10.72 under Sites > Site selection > ARC 2.0. Learn more 

about ARC 2.0 in this tech paper and try it out right away!

Further	improvements
 → The landing page UUID of the cloud-managed hotspot can be set in add-ins 

via a context variable (context.network.hotspotid).

https://www.lancom-systems.com/technology/wi-fi-optimization-with-active-radio-control-2-0
https://www.lancom-systems.com/technology/wi-fi-optimization-with-active-radio-control-2-0
https://www.lancom-systems.com/products/firmware/lcos-lx-release
https://www.lancom-systems.com/products/firmware/lcos-release
http://www.lancom-systems.de/download/documentation/Techpaper/LANCOM-Techpaper-Active-Radio-Control-20-EN.pdf
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Bug	fixes
 → The detail configuration now allows the simultaneous deletion of multiple table 

rows.

 → Passwords can now be displayed again in the preview of the detailed 

configuration.

 → ToolTip display errors in switch port information have been corrected.

 → Devices are set to ‚not up to date‘ when variables are changed even if they are 

not assigned to a site or network, but globally assigned add-ins are used.

 → The commissioning process for devices with default configurations (manual or 

automatic assignment during commissioning) has been corrected.

 → For globally assigned add-ins, switch variables with user-defined variable 

type can be used correctly again.

 → Add-in developer mode outputs have been optimized for specific device 

types.

 → If VPN is disabled for a network, no rollout of the connected Central Site 

devices is performed.
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LANCOM	Management	Cloud	1.00.151.0	/	04.04.2023

Maximum	data,	failure,	and	access	protection	with	the	LMC
While you protect your network via the LANCOM Management Cloud (LMC), we take 

care of protecting the LMC itself in the background. With regular security audits, 

encrypted data backups, and geo-redundant, certified, and sustainably operated 

data centers in Germany, we minimize risks such as cyberattacks, data loss, and 

service outages. For you, this means data sovereignty at the highest level. To find 

out which data protection standards our LMC hosting meets in detail, visit our Cloud 

security of the LMC website or read the LMC (Public) Data Protection and Data 

Security infopaper.

Bug	fixes
 → A display problem with the help chat has been fixed.

https://www.lancom-systems.com/solutions/network-management/cloud-security
https://www.lancom-systems.com/solutions/network-management/cloud-security
https://www.lancom-systems.com/pdf/infopaper/LANCOM-Infopaper-LMC-Data-Protection-and-Data-Security.pdf
https://www.lancom-systems.com/pdf/infopaper/LANCOM-Infopaper-LMC-Data-Protection-and-Data-Security.pdf
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LANCOM	Management	Cloud	1.00.150.0	/	14.03.2023

Secure	WEBconfig	access	and	CLI	tunnel	for	GS-2000	switches
We are continuously expanding the management options of the switches for you 

via the LANCOM Management Cloud (LMC): Direct remote access to a device’s 

WEBconfig or command line interface (CLI) through the LMC saves system 

administrators valuable time and greatly simplifies device access. With the securely 

encrypted sessions tunneled through the LMC, you combine individual and global 

management for GS-2000 series switches in one application as well. To do this, 

select one or more switches (from firmware version LCOS SX 3.34 RU3) in the 

device overview and click ‘Open terminal’ or ‘Open WEBconfig’ in the selection 

menu.

Please note that local configuration changes can be overwritten by a configuration 

subsequently rolled out by the LANCOM Management Cloud.

Further	improvements
 → The structure of routing rules and tables rolled out to LCOS FX devices has 

been revised. This reduces the complexity of the routing configuration and the 

overall number of requests required to set up the device, thus increasing roll 

out speeds.

Bug	fixes
 → An issue with the user support chat has been solved.
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LANCOM	Management	Cloud	1.00.149.0	/	21.02.2023

Accelerated	add-in	extension	with	new	developer	mode
Individually created add-in scripts are particularly useful for flexibly adapting your 

LMC configuration to customer-specific network scenarios. Accessing 

configuration data based on their object ID (OID) from the LMC is now even more 

convenient: make your adjustments, e.g. for a switch, in the detailed configuration 

and activate the new add-in developer mode under config actions. The LMC 

automatically converts your configuration changes into an add-in-compatible 

format that you can insert directly into your add-ins, saving you a lot of time. Learn 

more about add-ins in the add-ins manual.

Further	improvements
 → When a device in a project goes online for the first time, a notification is 

displayed.

 → The number of filtered locations is now displayed in the location overview.

 → Anomaly detection notifications can now be closed.

 → If a site‘s access point does not support the country assigned to the site, the 

device‘s configuration will not be written.

Bug	fixes
 → Fixed an issue with a disappearing filter in the device overview.

 → Fixed an issue with a delayed status display (online / offline) in the device 

detail view.

 → Locations can be updated again via CSV import.

 → The automatic assignment of locations based on IP addresses works again.

 → The notation of MAC addresses in the detailed configuration has been 

corrected.

https://www.lancom-systems.de/docs/lmc/scripting/
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 → The date selection in the detail configuration works again.

 → The VLAN ID of a switch port that is part of an LAG is set correctly when the 

port is disabled in the individual port configuration.
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LANCOM	Management	Cloud	1.00.148.0	/	31.01.2023

Advanced	security	features	in	the	LANCOM	Management	Cloud
We are further expanding the “Security” menu for you: For improved usability and a 

more efficient workflow, you can now generate packet filter rules directly from a 

security profile. Especially if you have a large number of security profiles and rules, 

the project-wide search function helps you to locate the profile or rule you are 

looking for more quickly in the LMC. To do so, simply use the keyboard shortcut 

“ctrl + K“ (Windows) oder “cmd + K” (macOS). An overview of the continuously 

developed security features can be found in our tech paper.

Further	improvements
 → The design of the ‚Administration → Licenses‘ section has been revised.

 → Improved overview within the security profiles

 → The maximum number of floorplans has been increased to 25.

Bug	fixes
 → More robust error handling for the user‘s language setting

 → Added support for 6 GHz in the ‚Wi-Fi Users‘ dashboard.

 → The SD-WLAN configuration now enables 802.11ax on 2.4 GHz for the 

LANCOM routers of the 1800 series.

 → The PoE status information for devices in a stack group has been corrected.

 → The rollout of the device configuration via the action menu in the detailed 

configuration now also offers to roll out Central Site locations if required.

 → Changes to variables now generate log messages.

 → If the setting of the default networks of the Unified Firewalls is changed in the 

project settings for commissioning, only Unified Firewalls are now switched to 

‚not up to date‘.

https://www.lancom-systems.de/download/documentation/Techpaper/TP_Cloud-Managed-Security_EN.pdf
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 → If the device overview of a switch is called up several times, the order of the 

display of assigned networks remains unchanged.

 → The DECT settings have been corrected in the detail configuration.
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4.  History of incompatible API changes

LANCOM	Management	Cloud	1.00.168.0	/	26.03.2024
 → Deprecated GET  /cloud-service-devices/meta/firmware?type=all 

New: GET /cloud-service-devices/accounts/{accountId}/meta/firmware

LANCOM	Management	Cloud	1.00.160.0	/	11.10.2023
 → Removed GET+PUT /cloud-service-logging/accounts/{accountId}/rules/

configuration 

Existing	alternative: 
GET+PUT /cloud-service-logging/accounts/{accountId}/alerts/settings/

ruleconfig

LANCOM	Management	Cloud	1.00.157.0	/	08.08.2023
 → Removed GET /cloud-service-devices/accounts/{accountId}/devices/licenses 

Existing	alternative: 
GET /cloud-service-licenses/licenses 

GET /cloud-service-licenses/licenses/ids

LANCOM	Management	Cloud	1.00.156.0	/	18.07.2023
 → Removed GET /cloud-service-notification/accounts/{accountId}/notifications 

Existing	alternative: GET /cloud-service-notification/accounts/{accountId}/
alerts

LANCOM	Management	Cloud	1.00.153.0	/	18.05.2023
The following APIs are deprecated and will be phased out in 3 months:

 → Deprecated GET /cloud-service-devices/accounts/{accountId}/devices/

licenses 

New: GET /cloud-service-licenses/licenses/ids 
New: GET /cloud-service-licenses/licenses
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LANCOM Systems GmbH
A Rohde & Schwarz Company
Adenauerstr. 20/B2
52146 Wuerselen |  Germany
info@lancom.de |  lancom-systems.com

5.  General advice

Disclaimer
LANCOM Systems GmbH does not take any guarantee and liability for software not 

developed, manufactured or distributed by LANCOM Systems GmbH, especially not 

for shareware and other extraneous software.

mailto:info%40lancom.de?subject=
https://www.lancom-systems.com
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