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1 About This Manual

LCOS FX is the operating system for the LANCOM R&S®Unified Firewalls and is part of the LANCOM operating systems
family.

The LANCOM operating systems are the trusted basis for the entire LANCOM product portfolio. Each operating system
embodies the LANCOM values of security, reliability, and future viability.

> Maximum security for your networks

as each LANCOM operating system is carefully maintained and developed in-house and with the accustomed quality.
They are all guaranteed backdoor-free.

> Reliability of the highest order
as they receive regular Release Updates, Security Updates, and Major Releases over their entire product lifetime.
> Future viability for your networks

according to the LANCOM Lifecycle Policy, i. e. they are free of charge for all LANCOM products and come with major
new features.

The LANCOM R&S®Unified Firewall User Manual describes the functionalities of LANCOM R&S®Unified Firewalls.

LANCOM R&S®Unified Firewalls integrate firewall, intrusion prevention, application control, web filtering, malware
protection and many more functions in a single system.

Figure 1: LANCOM R&S®Unified Firewalls

This document applies to all LANCOM R&S®Unified Firewall models.
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@ There are license-based features that distinguish individual product models from one another. For more information
about your specific model, see the information on the relevant data sheet.

See the topics below for further information about this document.

1.1 Target Audience

This manual is for the networking or computer technician responsible for installing and configuring LANCOM R&S®Unified
Firewalls and employees that use the web client to define traffic filtering rules.

To use this document most effectively, you need to have the following knowledge and abilities depending on your

responsibilities:

> To install and configure the hardware, you must be familiar with telecommunications equipment and installation
procedures. You need to be sufficiently trained and experienced in network and / or system administration.

> To define filtering rules, you need to understand basic TCP/IP networking concepts.

1.2 What is in this Manual

The contents of this manual are designed to assist you in configuring LANCOM R&S®Unified Firewalls.

This document includes the following chapters:

> Getting Started on page 7

Log on to your LANCOM R&S®Unified Firewall to set up the system for your network.

> User Interface on page 19

The sections in this chapter describe the components of the user interface of LANCOM R&S®Unified Firewalls.

We are committed to providing documentation that meets your needs. To help us improve the documentation, send us
any errors, suggestions, or comments via our support portal.

When submitting your feedback, include the document title and the document date located on the title page.

1.3 Conventions

This chapter explains the typographic conventions and other notations used to represent information in this manual.

Elements of the web-based graphical user interface (GUI, or “web interface”) are indicated as follows:

Convention Description

Graphical user interface elements

All names of graphical user interface elements on the screen, such as menu items,
buttons, check boxes, dialog boxes, list names are displayed in bold typeface.

Top-level menu item > submenu element

A sequence of menu commands is indicated by greater than symbols between menu
items and the whole sequence displayed in bold typeface. Select the submenu element
from the top-level menu item.

[Keys]

Key names are enclosed in square brackets.
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Convention Description

List options, literal text,

filenames, commands, program

List options, literal text, filenames, commands, coding samples and screen output
are written in monspaced font.

<SESSION TIMEOUT>

code

Links Links that you can click (e. g. references to other parts within this manual) are
displayed in blue font.

References References to parts of the product documentation are displayed in italics.

<NAME > Parameters and placeholders are capitalized in monospaced font. They are enclosed

in angle brackets.

PDF file

ZIP archive

File types are written in capital letters.

Notes

The following types of notes are used in this manual to indicate information that expands on or calls attention to a

particular point:

@ This annotation provides additional information that can help make your work easier.

@ This is a note. The content of a note provides important additional information regarding the use of the product

or the product itself.

@ This annotation contains safety-related information. Non-observance can damage LANCOM R&S®Unified Firewalls

or put your network security at risk.

1.4 Related Resources

This section contains additional documents and further sources of information for LANCOM R&S®Unified Firewalls.

Refer to the following related documents and resources:

> Data Sheets summarize the technical characteristics of the different LANCOM R&S®Unified Firewall hardware

models.

> Release Notes provide the latest information on each release of LCOS FX.

> LANCOM Support Knowledge Base contains information and step-by-step instructions for many topics related to

LCOS FX.

@ For further documentation, e. g. technical specifications, please visit our product website.
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2 Getting Started

This document provides all the required information on how to set up and configure your LANCOM R&S®Unified Firewall
device.

To get started, please follow the steps described below.

@ When first started after delivery or a new installation, your LANCOM R&S®Unified Firewall runs as a test version

for 30 days. For more information, see License on page 43.

2.1 Initial setup

® N o U oA

Remove the preinstalled LANCOM R&S®Unified Firewall device from the packaging.

Connect a patch cable to the port labeled eth1 on the front of your LANCOM R&S®Unified Firewall device and the
Ethernet port of your computer.

Connect a patch cable to the port labeled eth0 on the front of your LANCOM R&S®Unified Firewall device and the
LAN port of the device (e.g. your router, DSL or cable modem) that you received from your Internet access provider.
Make sure this device is switched on.

Make sure the network adapter of your computer is set to “Automatically configure the IP address”.

Switch on your LANCOM R&S®Unified Firewall device.

Start a web browser on your computer.

Enter the following into the address bar of the browser: https://192.168.1.254:3438.

Create an exception for the certificate warning.

The LANCOM R&S®Unified Firewall login page appears.

On the login page of the LANCOM R&S®Unified Firewall web client, enter admin as User Name and the default

Password admin.

Figure 2: Login page of the LANCOM R&S®Unified Firewall web client

10. Click on Login.

11. After the first login with the default credentials, the system prompts you to accept the End User License Agreement

(EULA) and then change the following two passwords:

> The password for the user admin — you need this password to login to the LANCOM R&S®Unified Firewall web
client.

> The support password — the support password is the password used by the technical supporter to login to your
LANCOM R&S®Unified Firewall. Keep it secure and protected from unauthorized access.


https://192.168.1.254:3438
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®

The new user password and support password must contain no less than eight and no more than 255
characters. You can use Latin letters, including German umlauts, as well as numbers and special characters.
Do not use Cyrillic or other alphabets. You must use characters from at least three of the categories capital
letters, lowercase letters, numbers, and special characters.

Allowed character set:
[A-Za-z0-9]" - "~.,B"!Q#"SS$%"&* () —=+\]1[{}| :/?>7<@ééﬂ2§00*$

®

This step is mandatory.

12. Click on Accept & Login to accept the new passwords and the EULA.

The setup wizard appears.

®

With the exception of the language selection at the start of the setup wizard, you can cancel the wizard at
any time with the Cancel Wizard button. After canceling the wizard, you can continue with a manual setup
following the steps Configuring the Internet Connection on page 13 and Enabling Internet Access on page
15.

For most of the setup wizard, you can use the Back and Next buttons to navigate.

13. Select the language for the setup wizard and web client. You can switch the language of the web client later as
required.

Welcomel!

Start setup in English

Einrichtung auf deutsch beginnen

Figure 3: Welcome page of the setup wizard

14. To restore the configuration from a previous installation, click on Select to choose a backup file. Enter the associated
backup password. Then click Restore the backup and restart.

The setup wizard is then closed, the configuration is restored from the backup, and the firewall restarts.

Backup

You can upload a backup of an older LCOS FX installation now. The firewall will reboot afterwards. Click the "Continue
Without Backup™ button below to skip this step and continue the wizard.

Cancel Wizard Continue Without Backup

Backup File Pl

Backup Password

Restore Backup and Reboot

Figure 4: Optional: Restore a previous configuration from a backup
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Alternatively, you can continue with a new installation with Continue without backup.
15. Configure the following general firewall settings:
Firewall hostname
Give your firewall a name to be used as the host name.
Time zone
The time zone is preset with the time zone currently set in the browser. Change this setting if necessary.

Send usage statistics

You can optionally allow information about the firewall’s load and state to be recorded and sent to LANCOM
Systems GmbH. No personal information or any of the firewall traffic will be transmitted.

@ You can change this setting later. See also General settings on page 33.

Send crash reports

In the event of a crash, you can optionally allow general information about the system status, current system
configuration and the occurring error to be transmitted to LANCOM Systems GmbH. The data is used solely
for error analysis and is then deleted. No data is disclosed to any third parties.

@ You can change this setting later. See also General settings on page 33.

General

Please configure some basic settings of your device.

Firewall Hostname UF-DOC
Time Zone (+02:00) Europe - Berlin v
Send Usage Statistics | agree to transmit information about the firewall's load and

state to LANCOM Systems GmbH. No personal data or
fragments of traffic traversing the firewall will be
transmitted.

Send Crash Reports In case of an error, | agree to transmit information about
the system state, the system configuration and the error
occurred to LANCOM Systems GmbH. The data will only be
used for analysis of the error and deleted afterwards. No
data will be forwarded to any third party.

Cancel Wizard ek | [

Figure 5: General settings of the firewall

16. Set the Internet interface as the firewall port (default: eth0) that is connected to the device supplied by your
Internet service provider. You then enter your option for Internet access:

@ Depending on your selection, you can configure the relevant data.

DHCP

The IP address for this interface is obtained via DHCP.

Static configuration

Enter the IP address with prefix length (CIDR notation), the default gateway and the DNS server.
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ADSL / SDSL
Enter the username and the password that you have received from your Internet service provider.
VDSL
Enter the VLAN ID, the username and the password that you have received from your Internet service
provider.
Internet Access
Please set up your firewall's internet access, so that LCOS FX system updates and UTM signature updates can be
downloaded. In the next steps of the wizard, you can configure how the internet connection is shared with your local
networks.
Internet Interface v
Internet Access ® DHCP
Static Configuration
ADSL/SDSL
VDSL
Cancel Wizard ek | [

Figure 6: Internet access

17. Here you configure the local network to which the firewall is (to be) connected. Each line corresponds to a network
interface of the firewall (Interface column).

You can enable/disable an interface, depending on whether you want to use it or not (Active column). The Internet
interface cannot be deactivated.

In the field IP and prefix length, enter the IP that the firewall should use on this interface, together with the prefix
length (CIDR notation). If you leave the field blank, the firewall will not have an IP connection on this interface. If
this is the case, you will be unable to use this interface to access the firewall and you cannot provide a DHCP server,
web or mail access for clients connected via this interface. Each interface should have its own subnet.

To enable a DHCP server on an interface, select the appropriate checkbox Enable DHCP server. The DHCP pool
depends on the firewall IP associated with this port and is preset to the largest continuous range available on the
subnet.

10
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You can permit typical Internet applications (Web and Mail) for clients connected to an interface by selecting the
corresponding checkbox. Web allows clients to connect to the Internet via HTTP. Mail enables SMTP, POP3 and
IMAP traffic. This includes the SSL/TLS versions of these protocols.

LAN

Set up the firewall for your LAN.
Active Interface IP and Prefix Length Enable DHCP Server Allow Internet Access*
i eth0 This interface is used to access the internet.
[« ethl 192.168.56.101/24 (] [ Web [« Mail

€ * Allowing internet access of type "Mail” will allow SMTF, POP3 and IMAP connections. Type "Web" will allow
HTTP connections. The SSL/TLS variants of these protocols will be allowed too.

Cancel Wizard ek | [

Figure 7: Local networks

18. Select the security features Anti Virus, IDS and/or Content Filter, which are to be activated. Depending on your
device, not all features may be available.

@ After being started for the first time, or following a re-installation, the LANCOM R&S®Unified Firewall runs
for 30 days as a demo version. You cannot perform a backup during the trial period. At the end of the trial

period, the firewall will retain your configuration. The UTM features will be disabled and you can no longer
save any changes.

For more information, please see License on page 43.

Security

Which security features should be enabled?

g W

v
e

The anti-virus engine mo The ID5 engine menitors the The content filter makes sure no

Anti-Virus IDS Content Filter

mail and web traffic. It protects network traffic between your unwanted web sites are

you against malicious software local networks and the internet. accessible, The default setting
from the internet using state-of- Malicious traffic will be detected will block advertisements as well
the art machine learning and and logged. as pornographic, criminal and
sandboxing technology. violent web sites.

o For the use of the security features outside of the trial period you require an appropriate license.

Cancel Wizard Step 4 of 5 Back Next

Figure 8: Security features

1
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19. Here you see a summary of your settings and, if necessary, you can go back and adjust them. Click Finish if everything
is to your satisfaction.

Summary
Please review your input.
General Internet Access Security
Firewall Hostname UF-DOC Type DHCP Anti-Malware v
Time Zone Europe - Berlin DS v
Send Usage v Content Filter v
Statistics

Send Crash Reports ¥

LAN
IP and Prefix Length DHCP Web Mail IP and Prefix Length DHCP Web Mail

eth0 This interface is used to access the internet. ethl 192.168.56.101/24 x v v

Cancel Wizad pack

Figure 9: Summary of settings
20. Wait for the setup wizard to finish. You will then see the links to use to access the web client after the setup wizard
has completed. You can either click these links or click OK to go to the web client.

If you want to use the automatically generated certificate for the web proxy, download it and roll it out to your
clients.

Finishing up

+"*,  Thesettings you made in the previous steps are now being applied. Below we compiled the most
TS important information about the next steps of the setup for you.
Web Client Access

The firewall's web client will be available on these addresses from now on.

Roll out Proxy CA

The security features you enabled are also inspecting S5L/TLS encrypted traffic and require a Praxy CA
certificate trusted by your clients.

You can either setup the web proxy to use a Proxy CA certificate that is already trusted by your clients, or
you can keep using the auto-generated web proxy CA and roll that out to your clients.

You can download the auto-generated CA certificate here.

[+ Download Web Proxy CA Certificate

Get Help

The firewall comes with an extensive user manual PDF including a detailed menu reference. It can always
be accessed via the "Help™ menu item in the top right area of the web client's header bar.

Figure 10: Finishing up

@ If you want to use the setup wizard again, you will need to reset your firewall to its factory defaults. See also
Header on page 20.

12
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2.2 Configuring the Internet Connection

This chapter describes how you can configure your Internet connection.

1.

Connect a patch cable to the eth0 port on the front of your LANCOM R&S®Unified Firewall and to the LAN port of
the device that you received from your provider to access the Internet (e. g. your router, DSL or cable modem).

In the navigation bar, go to Network > Connections.

The item list bar on the right of the navigation bar opens.

Click » in the upper right corner of the item list bar to see which network connection is assigned to which interface.
The item list bar expands.

Delete the default connection on eth0 by clicking Wl (Click to delete) in the last table column in the same row.
Depending on the type of your Internet access, proceed corresponding to one of the following three approaches:
> Dial-up Connection

> Cable or Router Connection with Dynamic IP

> Static Internet Connection with Static IP

2.2.1 Dial-up Connection

2.2.1.1 Configuring the network connection

Proceed with this step if you want to configure a PPTP connection. For PPPoE connections, this step does not apply.

1.

vi A W N

To create a new network connection, click @ (Create a new item) in the item list bar.

The Network Connection dialog opens. It allows you to configure a network connection.
Enter a name for your network connection in the Name field.

From the Interface drop-down list, select eth0.

From the Type drop-down list, select the Static menu item.

Enter the IP address and the subnet mask for the network connection in the IP Addresses field.

@ This IP address is the client/NIC IP address you received from your provider.

Click ® on the right to add your entry to the list of IP addresses.
Click Create.

The Network Connection dialog closes. The new interface is added to the list of available network connections in
the item list bar.

2.2.1.2 Creating a PPP interface

N -

. Navigate to Network > Interfaces > PPP Interfaces.

To create a new PPP interface, click @ (Create a new item) in the item list bar.

The PPP Interface dialog opens. It allows you to configure a PPP interface.

3. From the Master Interface drop-down list, select eth0.

Unless stated otherwise by your provider, leave the other settings on default value.
Click Create.

13



LCOSFX 11.2

2 Getting Started

The PPP Interface dialog closes. The new interface is added to the list of available PPP interfaces in the item list
bar.

2.2.1.3 Creating a PPP connection

1.
2.

o v AW

Navigate to Network > Connections > PPP Connections.

To create a new PPP connection, click @ (Create a new item) in the item list bar.

The PPP Connection dialog opens. It allows you to configure a PPP connection.

Enter a name for your PPP connection in the Name field.

From the Interface drop-down list, select the PPP interface you created under Creating a PPP interface on page 13.
From the Type drop-down list, select your connection type.

Enter the credentials predefined by your provider.

@ If you are creating a PPTP connection, enter the IP address of the modem you received from your provider
into the PPTP Server IP input field.
Unless stated otherwise by your provider, leave the other settings on default value.

Click Create.

The PPP Connection dialog closes. The new connection is added to the list of available PPP connections in the item
list bar.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

You have configured your Internet connection.

2.2.2 Cable or Router Connection with Dynamic IP Address

1.

N

® N O U oW

Navigate to Network > Connections > Network Connections.

To create a new network connection, click @ (Create a new item) in the item list bar.

The Network Connection dialog opens. It allows you to configure a network connection.
Enter a name for your network connection in the Name field.

From the Interface drop-down list, select eth0.

From the Type drop-down list, select the DHCP menu item.

Select the Obtain DNS Server check box

Select the Obtain Domain check box

Click Create.

The Network Connection dialog closes. The new connection is added to the list of available network connections
in the item list bar.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

You have configured your Internet connection.

2.2.3 Static Connection with Static IP Address

2.2.3.1 Configuring the network connection

1.
2.

14

Navigate to Network > Connections > Network Connections.

To create a new network connection, click @ (Create a new item) in the item list bar.

The Network Connection dialog opens. It allows you to configure a network connection.
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Enter a name for your network connection in the Name field.
From the Interface drop-down list, select eth0.
From the Type drop-down list, select the Static menu item.

Enter the IP address and the subnet mask for your network connection in the IP Addresses field.

@ You receive the IP address from your provider.

Click @ on the right to add your entry to the list of IP addresses.

2.2.3.2 Configuring DNS settings

9.

1. Go to the WAN tab in the Network Connection window.
2. Select the Set Default Gateway check box

3.

4. Click Create.

Enter your default gateway IP address in the Default Gateway input field.

The Network Connection dialog closes. The new connection is added to the list of available network connections
in the item list bar.

Navigate to Network > DNS Settings.

The DNS Settings dialog opens. You can use it to configure DNS settings.
Clear the Acquired Servers check box.

You can now edit the 1. Nameserver/2. Nameserver input field.

Enter the IP addresses of the DNS servers you received from your provider in the 1. Nameserver and 2. Nameserver
input fields.

Click Save to store your settings.
The DNS Settings dialog closes.
Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

You have configured your Internet connection.

2.3 Enabling Internet Access

2.3.1 Creating an Internet Object

1.
2.

Navigate to Desktop > Desktop Objects > Internet Objects.

In the item list bar, click @ (Create a new item) to create a new Internet object.

The Internet Object dialog opens. It allows you to configure an Internet object.

3. Under Object Name, enter a name for your Internet object.

From the Connections drop-down list, select your Internet connection.

You can find more information on creating an Internet connection under Configuring the Internet Connection on
page 13.

Click ® on the right to add your entry to the list of connections.
Click Create.

15
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The Internet Object dialog closes. The new object is added to the list of available Internet objects in the item list
bar.

For more information, see Desktop Objects on page 106.

2.3.2 Configuring Your Local Network Connection

1.

N o v s

Connect a patch cable to one of the ports labeled ethX (except eth0 as it is used for the Internet connection) on the
front of your LANCOM R&S®Unified Firewall device and to one of the Ethernet ports on your network switch.

Navigate to Network > Connections > Network Connections.

In the item list bar, click © (Create a new item) to create a new Internet connection.

The Network Connection dialog opens. It allows you to configure a network connection.

Enter a name for your network connection in the Name field.

Under Interface, select the port to which you have connected your network switch from the drop-down list.

From the Type drop-down list, select the Static type.

Under IP Addresses, enter the IP address of this connection in CIDR notation (IP address followed by a slash “/"
and the number of bits set in the subnet mask, for example 192.168.50.1/24).

Click ® on the right to add your entry to the list of IP addresses.
Click Create.

The Network Connection dialog closes.

2.3.3 Creating a Network Object

1.
2.

Navigate to Desktop > Desktop Objects > Networks.

To create a new network object, click @ (Create a new item) in the item list bar.

The Network dialog opens. It allows you to configure a network object.

3. Enter a name for your network object in the Name field.

From the Interface drop-down list, select the network connection that you have created under Configuring Your
Local Network Connection on page 16.

Under Network IP, enter the IP address of your local network.
Click Create.

The Network dialog closes. The new object is added to the list of available network objects in the item list bar.

For more information, see Desktop Objects on page 106.

2.3.4 Configuring Firewall Rules for Internet Access

1.

16

Set up a connection between the network object (see Creating a Network Object on page 16) and the Internet object
(see Creating an Internet Object on page 15) that you have just created:

a. Click the "I button in the toolbar at the top of the desktop. The desktop objects which can be selected for this
connection and possible connections between them are highlighted and marked by dotted circles and lines.
b. Select the network object as the source object of the connection by clicking the corresponding desktop object.

¢. Select the Internet object as the target object of the connection by clicking the corresponding desktop object.

You are automatically forwarded to Desktop > Desktop Connections. The Connection editor panel opens.
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Alternatively, you can click the *T button in the circular menu of the source object on the desktop and then select
the target object.

2. Setup a firewall rule with HTTP and/or HTTPS, depending on your needs:

a.

b.

C.

The services that you can apply firewall rules to are displayed in the service selection list bar on the right side of
the browser window. This list is divided into categories that combines similar services.

Into the Filter input field, enter HTTP or HTTPS. As you type in the input field, the web client reduces the list
to show only those services and service groups that contain the characters you are typing.

To add HTTP and HTTPS from the Internet category, click ©.

The selected services are removed from the service selection list bar and are displayed in the table in the Rules
tab.

Click Create.

The Connection dialog closes. The new desktop connection is added to the list of available desktop connections
in the item list bar.

For more information, see Firewall Rule Settings on page 28.

2.3.5 Activating the Desktop Configuration

1.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

The Internet access is activated.

2.4 Firmware Update

This document describes the different options for performing a firmware update for a LANCOM R&S®Unified Firewall.

O

After a firmware upgrade to a new major release version (e.g. 10.4 to 10.5) the Admin Password for the
webinterface as well as the Support Password for the CLI are reset and have to be set anew. The new Admin
Password must not be the same as the old one, whereas the new Support Password can be the same as the old
one.

To successfully carry out an online firmware update, it must be ensured that the Internet connection
used provides at least a download bandwidth of 1MBit/s.

1. Online firmware update via the web configuration interface:

>
>

Open the Firewall > Updates Settings dialog.

If the Unified Firewall has already found a new update via its automatic search mechanism (see Settings tab),
this is displayed in the list and can be carried out by clicking on the Install button.

You can start the search for a firmware update manually with the Refresh Updates List button.

17
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Updates Settings

" Saved version
Updates Settings Automatic Recovery History
(<]
Name Type Description Reboot  Release Date Status  Action / Dependency

HU-01169 recommended Patch 1 07/30/2020  installed

HU-01176  recommended LCOS FX 10.5 RU2 required  10/12/2020 new Install
Refresh Updates List Upload Update Res m

2. Manual firmware update via "*.iso' firmware file:
The implementation of a manual firmware update via *.iso configuration file is described in this Knowledge Base
article.

@ Please note that with this update variant, the licensing of your Unified Firewall is first deleted after the
transfer of new firmware and backup file. The device is then back in the 30-day test period!

To license the device again, you must import the license file that you received when you registered your
license into the device again. For further information regarding this topic see chapter License on page 43.

18
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3 User Interface

The sections in this chapter describe the components of the user interface of LANCOM R&S®Unified Firewalls.

@ The LANCOM R&S®Unified Firewall web client requires a minimum display resolution of 1024 x 786 pixels (XGA).
The following browser versions (or newer) are supported, with JavaScript enabled:
> Google Chrome 10

> Chromium 10
> Mozilla Firefox 12

Web Client Components on page 19 provides an overview of the main components of the web client.

Icons and buttons on page 26 explains the meaning of the icons and buttons commonly used on the user interface and
throughout this manual.

Firewall Rule Settings on page 28 describes how to set up a firewall rule for a connection between two desktop objects.

Menu Reference on page 31 reflects the arrangement of the menu items in the navigation bar on the left side of the
user interface. For information on the available options, see the corresponding section.

3.1 Web Client Components

The web client of LANCOM R&S®Unified Firewalls uses a standard four-pane page layout with a common header area,
a navigation pane on the left a main content pane (desktop) and an info area on the right.

= <) ROHDE&SCHWARZ

° v EY B - BRNENEEEREEIEEEREIRNMEEEE °
S > Desktop Objects
® M o Statisies 3| "
@ et >
*1 Desktop v

b 4

Header area
Navigation pane
Desktop

Info area

PwWwbN =

Figure 11: LANCOM R&S®Unified Firewall web client.

The following sections contain information about each area.
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3.1.1 Header

The header (1) contains the following items (from left to right):

= ¢ ROHDE&SCHWARZ

2

@ language ~ L admin = & System - # Help - Logout in 09:15

% 4 5 7

1
Figure 12: Header of the LANCOM R&S®Unified Firewall web client

1. = button shows or hides the navigation bar.
Rohde & Schwarz®Cybersecurity GmbH logo.
Language menu that allows you to select the language of the web client.

User menu that allows you to quit the current session and return to the login page.

vi AW N

or choose a recovery point.

System menu with which you shut down or restart the LANCOM R&S®Unified Firewall, reset it to its factory settings,

If you reset your LANCOM R&S®Unified Firewall to the factory settings, then you can also optionally have all log files

deleted.

When the firmware is updated, a recovery point is set automatically. If no logins take place for a certain time after
the update, an error is assumed to exist and the previous version is reactivated according to your settings. See also

Updates Settings on page 50.

6. A help menu with links to the PDF version of the LANCOM R&Ss®Unified Firewall User Manual, the REST API
Documentation on page 21, the LANCOM Support Knowledge Base and some tutorial videos. Additionally, you can
contact the support and send debug data on request. To do this, you have to specify the number of a support ticket
with an associated password. The LANCOM R&S®Unified Firewall then generates a file containing all configuration
settings and logs. The file is encrypted with the password and stored on a server accessible to support. This file is
deleted 30 days after the support case is closed. The upper part of the window displays the last three events where
debug data was sent. For instructions on submitting debug data, see this knowledgebase article.

7. Time remaining before the automatic logout from the web client.

The header also indicates that there are unsaved changes to the configuration, i.e. if you closed an editing window by
pressing the [Esc] key. If you have closed an editing window by clicking the 3 button in the upper right-hand corner of

the window, there is no indication of any unsaved changes.

@ The current version of the LANCOM R&S®Unified Firewall User Manual is also available on the login page. Click

on the User Manual link to open the file.

3.1.1.1 About the automatic logout

You will be automatically logged out after 10 minutes of inactivity, i.e. if no HTTP requests are sent to the server. The
timer restarts following any action, such as opening a dialog or saving settings or regularly updated logs (for example,

the Alert log on page 64). Exceptions are background requests that do not restart the timer.

(D If you change settings in a dialog, do not save your changes and leave the dialog open, you will automatically

be logged out after 10 minutes.

3.1.1.2 Multiple administrators logged in

Multiple administrators can be logged in to the LANCOM R&S®Unified Firewall web client at the same time. However,
only one of these administrators can have write access, i.e. make changes to the configuration. This is always the
administrator who logged in first; the others all have read access only. If the administrator with write access then logs
off, these privileges are passed on to the next administrator in line, i.e. who logged in earliest. This administrator receives

a corresponding message.
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When you log in, you will be informed that a session with write access is already active. If you have read permissions
for the administrator settings, you will also see a list of the other administrators who are currently logged on. Also see
Administrators Settings on page 32 If you log in with an account that already has another privileged session active, you
can terminate that session and start a new one. This is useful if you just closed a browser window without logging off.

The header shows whether you have reduced privileges.

= <& ROHDE&ZSCHWARZ © Linguage ~  Sadmin= O System~ P Helpv  Useractive

An administrator with write access is also informed in the header if additional administrators log in.

= ® ROHDE&SCHWARZ © More Users Active ® Language ~ & admin ~ ® system ~ ? Help ~ User active

Clicking the warning will bring up the same warning message that was also displayed when you logged in.

3.1.1.3 REST APl Documentation

In the header under Help > REST API Documentation, you will find automatically generated documentation for the
REST API.

© Language ~ & admin ~ (0] ? Help - User acti

User Manual
e

REST API Documentation
Knowledge Base
Tutorial Videos

Contact Support

Send Debug Data
License Agreement
About

The documentation is opened in a separate tab with the address currently used for web client access as the server.

@ The APl may change and the documentation may also be incomplete in parts.

You can also change the server variable and thus reference a different firewall. This is not recommended as different
devices may be running different firmware versions and therefore provide different APls

hitps://192.168.56.201:3438/doc/openapi.json Explore
LCOSFX AP|® &
hitps://102.168.56. 201:3438/dociopenapi json
i\ This documentation is a work in progress. It s created automatically and may be incomplete in places. There is no guarantee that the requests you make based on this documentation will work.
servers

Computed URL:  https://192.168.56.201:3438

Server variables

server https://192.168.56.201:3438
lapi A

‘m Japi/antispam/license v & ‘
‘m Japi/antivirus/status v B ‘
‘m Japi/antivirus/update-signatures v B ‘
‘m Japi/appfilter/decoders v @ ‘
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Executing an API request against a firewall requires an auth token, which the user receives after a successful login. This
token can be obtained in the following way: Under the Authentication category of the APl documentation, the login
endpoint is also included, in which you can perform a login with Try it out and thus obtain the auth token. The token
field in the response after a successful login contains the token.

server hitps://192.168.56.201:3438
lapi 4
Docker ~
Authentication ~

Z=Eip 8 Jauth/login Admin login

On first login, newAdminPassword and newConsolePassword are required

No parameters
Request body """ applicationljson v

Example Value | Schema

"username”: "string”,
"passuord”

"eulaAccepted”:
"newAdminPassword” :
"newConsolePassword”: "string”

https://192.168.56.201:3438/doc/openapi.json Explore

LCOSFX API

Spenapi json

i, This documentation is @ work in progress. Itis created automatically and may be incomplete in places. There is no guarantee that the requests you make based on this documentation will work

Servers

Computed URL:  https://192.168.56.201:3438

Server variables

server https://192.168.56.201:3438

Available authorizations x

TokenAuth (apiKey)

Name: X-Gateprotect-Auth-Token
In: header

Value:

| l

Close

It should then be possible to execute all the requests listed in the documentation against the specified firewall.
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3.1.2 Navigation Pane

The navigation pane (2) is on the left side of the web client. Depending on your selection in the first bar, a second bar
is displayed to the right of the first one. The menu items in the left navigation bar provide access to the LANCOM
R&S™ Unified Firewall settings. The item list bar on the right is displayed when you select a menu item in the navigation
bar. The item list bar is used to display information on the current desktop configuration.

Both bars contain a Filter input field at the top which helps you quickly find a particular menu item or item list entry.
Each input field only works for the bar it is part of. As you type in one of the input fields, your LANCOM R&S®Unified
Firewall reduces the corresponding list to show only those menu items or item list entries that contain the characters
you are typing. Click ® in the input field to delete the search string and display an unfiltered view of the bar.

You can expand all menus in the navigation bar at once by clicking ¥ or collapse them by clicking A in the upper right
corner of the navigation bar. Furthermore, you can hide the navigation bar by clicking = in the header area. For more
information, see Header on page 20.

The information displayed in the item list bar depends on the menu item selected in the navigation bar and on how
much information you desire to be displayed. You can unfold more detailed information by clicking 3 or reduce the

amount of information presented by clicking & in the upper right corner of the item list bar.

See Menu Reference on page 31 for details on the options available in each view.

3.1.3 Desktop

The desktop (3) fills the main portion of the screen below the header area and to the right of the navigation pane. The
highlighted nodes and connections depend on the item selected in the navigation pane or on the desktop.

Wh:h SEEEREERRNN EEEE |
°

Figure 13: LANCOM R&S®Unified Firewall web client desktop.

On the desktop, you have an overview of your configured network. You can edit various settings in this pane or view the
details of a configuration.
A toolbar at the top of the desktop provides quick access to frequently used functions (from left to right):

1. Confirmation button
2. Selection tool, connection tool
3. Tools for creating desktop objects
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4. Tools for saving, restoring and arranging desktop objects
5. Filter/search tool

All toolbar buttons use mouse-over pop-up labels for easy identification.

For more information, see /cons and buttons on page 26.

3.1.3.1 Saving the system configuration (1)

If the system configuration changes, the ¥ Activate button in the first section of the toolbar is highlighted, prompting
you to update your configuration. Click this button to save your current desktop configuration changes and to activate
them on your LANCOM R&S®Unified Firewall.

3.1.3.2 Selecting or connecting desktop objects (2)

Use the selection tool for all actions on the desktop, such as moving objects or selecting certain functions. With the
connection tool, you can create or edit a connection between two desktop objects. For more information, see Firewall
Rule Settings on page 28.

When you left-click a desktop object, several buttons appear in the circular menu, depending on the type of the desktop
object. Use these buttons to adjust the settings for an existing object and to create or edit a connection between two
existing objects. Furthermore, you can hide or display objects attached to another object, unpin an object from a specific
location on the desktop or remove an object from the desktop.

3.1.3.3 Creating a desktop object (3)

To create a desktop object, click the respective button. An editor panel opens where you can enter the object’s data.

3.1.3.4 Customizing the desktop layout (4)

You can customize the desktop layout by dragging the objects to the desired position where they are automatically
pinned. You can save and restore your customized layout or arrange the objects automatically.

3.1.3.5 Finding desktop objects (5)

You can use the Filter input field at the end of the toolbar to quickly identify desktop objects based on the following
criteria:

v

Name of the desktop object

Description

Tags

Interface used, including “any” and “Internet” interface
IP addresses, IP networks and IP ranges

User or user group names

Internet connections

IPsec and VPN SSL connection names

Local and remote networks used in IPsec connections

vV VvV V V V V VvV Vv

You can also filter for desktop connections, but due to the way the desktop works, connections can only be viewed
indirectly by displaying the related desktop objects. Values that can be used for filtering:

> Service name

> Ports (for port ranges, a search is conducted in addition to the text filter to see whether the search string is a number
and lies within the port range)

> Protocol used (TCP, UDP, ICMP ...)
> Activated DMZ, external IP address used for the DMZ
> Activated proxy
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Click in the input field to open a drop-down list with the names of the possible inputs. You can either select an element
from the list to include it in the filter input, or search for a specific element. Pseudo elements are used to display the
connections and are added to find connections with an activated proxy and DMZ. As you type your input into the search
field, your LANCOM R&S®Unified Firewall will show only the drop-down list items that contain the characters you entered.
You can add any number of entries to the filter input, all of which are combined with an “Or" operator. Input is not case
sensitive.

Your LANCOM R&S®Unified Firewall limits the displayed desktop objects to those that match the selected filter criteria.
Desktop nodes along the path from the Firewall root node to a node that matches the filter criteria are always displayed,
even if intermediate objects do not match the search criteria.

Click on @ in the input field to delete the search input and return to the unfiltered list view. Please refer to Desktop Tags
on page 118 for further information.

3.1.4 Information panel

The information area (4) is located on the right-hand side of the desktop.

& Qverview

Time fone Europe - Berlin
Server Date & Time £2 09/15/2020 04:45:27 PM
Software Version 10.5.3238DEV
Host Name 18 doc
License %X
Trial Edition

Firewall Access

30 days loft
Webclient Access ¢

SSH Access ¢ icted

High Availability £
Status

Command Center €2

Access

Updates £
Status Updates available

Figure 14: Information panel of the LANCOM R&S®Unified Firewall web client

After logging in, the information panel is visible and displays basic firewall information.

This area also displays some basic data of the hardware monitoring. This gives you a quick overview of the following
data at any time:

> Uptime: elapsed time since the firewall was started
> CPU: average utilization of all CPUs in percent
> RAM: occupancy of the main memory in percent

25



LCOSFX 11.2

3 User Interface

> var Partition: The occupancy of this partition is used here because data for logs or statistics are stored on this
partition, among other things.

Hardware Monitoring £

Uptime 32 days, 12:25:07
CPU 2%

FAM A7 % —

var Partition B% =

Figure 15: Ubersicht > Hardware Monitoring

@ Click on the title to go directly to the section Hardware Monitoring on page 61.

Select a desktop object to display its details in information panel, e.g.:
> Description

> Tags

> IP addresses

> Group members

> Current VPN connections

The amount and type of information displayed differs for the different types of desktop objects (hosts, Internet objects,
users, etc.). Dynamic information (e.g. the status of a VPN connection) is updated automatically.

You can click on entries with % to open a corresponding settings dialog.

Click on  to minimize the information panel. Click on the info icon to show the information panel again.

@ If the information panel shows not available for marked objects, the logged in user does not have appropriate
rights to view this information.

3.2 Icons and buttons

This section explains the icons and buttons used on the user interface and throughout this guide.

Hovering over the buttons with your mouse pointer will display pop-up labels for easy identification.

Icon / button Description

= Show or hide the navigation bar.

AR Move objects or select objects or features on the desktop.
-3 Create or edit a connection between two desktop objects.
03] Create an Internet object.

o Create a host.

() Create a host group.

g2 Create a network.
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Icon / button Description

[ Create an IP pool.

() Create a VPN host.

(] Create a VPN group.

28 Create a VPN network.

j O Create a VPN user.

L8 Create a VPN user group.

b & Create a user.

j 13 Create a user group.

o) Create a LANCOM Trusted Access user group.

Reset all manual layout changes on the desktop and restore the default layout.

Save the current desktop layout.

i

Q

Restore the last saved desktop layout.
Restore a backup.

Restore a certificate by importing a new certificate.

Adjust the entire network to the desktop size.

Highlights a menu item with settings that can be configured in the navigation bar.

Highlights a table column containing actions available for a table entry.

Detach a desktop object to drag & drop it across the desktop together with its corresponding
desktop node.

| W |

View and edit the settings for a desktop object, list item, or table entry.

Create a list item or table entry from a copy of an existing entry.

Delete a desktop object or list entry from the system after confirming the security prompt.

Permanently revoke a certificate.

0 & &

Delete a customized firewall rule from the system.

Remove a firewall rule with a predefined service from the firewall rules table.

-] Import a certificate or blacklist/whitelist from a file.

Sign a certificate signing request.

= Export a certificate or blacklist/whitelist to a file.
_llp- Import a backup from a file.

:- Export a backup to a file.

o Create a list item in the object bar.
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Icon / button Description

) Expand a menu item in the navigation bar to show child items.
Expand a web filter category to show its subcategories.
Expand a firewall-rule service category to show child services.

Expand a statistic or table.

v Hide a menu item in the navigation bar to show child items.
Hide the subcategories of a web filter category.
Hide the child services in a firewall-rule service category.

Hide a statistic or table.

Expand detailed information in the object bar.

v

Reduce information in the object bar.

A

Collapse all menus in the navigation bar.

Expand a desktop node to display its associated desktop objects.

Expand all menus in the navigation bar.

Collapse a desktop node to hide its associated desktop objects.

Indicates that a certificate is still valid or moves an untrustworthy proxy CA to the list of trustworthy
proxy CAs.

Indicates that a certificate has expired.

Verify a certificate.

= < PO L D

Temporary suspension of a certificate or CA.

Reactivate a suspended certificate.

Renew a certificate with changed validity.

Close a pop-up window.

View details of a certificate.

Reset filter search criteria to show all results.

> ® 0 (X QY

This marks all objects and settings that are managed by the LANCOM Management Cloud (LMC).
These can be viewed with the web client, but cannot be edited. Objects managed by the LMC
cannot be referenced. This means, for example, that an application filter profile created by the
LMC cannot be used in a self-created desktop connection.

3.3 Firewall Rule Settings

This section describes how to create a firewall rule for a connection between two desktop objects.

3.3.1 Setting Up a Connection

To set up a connection between two desktop objects, proceed as follows::
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Click the ®T button in the toolbar at the top of the desktop.

The desktop objects which can be selected for this connection and possible connections between them are highlighted
and marked by dotted circles and lines.

Select the source object of the connection by clicking the corresponding desktop object.
Select the target object of the connection by clicking the corresponding desktop object.
The Connection editor panel opens, displaying, if applicable, existing firewall rules for this connection.

Alternatively, you can click the * button in the circular menu of the source object on the desktop and then select
the target object.

3.3.2 Creating a firewall rule

Use the steps below to create a firewall rule:

1.

2.

In the Rules tab of the Connection editing window, select at least one service to which the firewall rule should
apply.
A list of the services to which the firewall rule can be applied is displayed in the bar on the right-hand side of the

browser window. The bar is divided into categories of services which are grouped by function. The categories can
be expanded and collapsed with a click on the corresponding icon.

Please refer to Icons and buttons on page 26 for further information.

With the help of the Filter input field with the service selection list at the top of the bar, you can quickly and easily
find a specific service or group of services. As you type your search term into the field, your LANCOM R&S®Unified
Firewall will only display the services and service groups that contain the characters you entered. Click on @ in the

input field to delete the search input and return to the unfiltered list view.
a. There are two ways to add services to a firewall rule:
? To add an individual service, click the @ button in front of the respective service in the bar with the service
selection list.

> To add all of the services in a category at the same time, click the button €@ (add filtered services) directly
under the title of the relevant category.

The selected services are shown in the table on the Rules tab. In addition, the rules that are configured between
parent objects are also displayed. These inherited rules cannot be edited directly. However, by clicking on the
name of the rule, the settings for these rules can be viewed. In the Edit / Inherited from column, instead of
the edit buttons, the names of the connections from which these rules are used are displayed. By clicking on
these names, the corresponding connection can be opened directly.

You can use the filter function to limit the display of rules so that you can more quickly determine whether a
particular rule already exists. Filter criteria are

> Text for names, rule names, connection names and protocols
> Numbers for port and port ranges
> Booleans e.g. for DMZ, proxy or NAT

b. To edit the settings for a firewall rule, click the #* button (click to edit this rule).

An editing window for the service opens.

In the editing window you can view the following information and configure the following elements of the firewall
rule:

a. Under Description you enter additional information about the firewall rule for internal use.

b. Onthe Ports / Protocols tab you can see which ports and protocols have been set for the service to use. Please
refer to Services on page 118 for further information.
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C.

On the Schedule tab you can specify the times when the firewall rule is active. The tab has the following options:

> Use the sliders to set specific times and days of the week.

> (licking Always On enables the rule permanently.

> (licking Always Off disables the rule permanently.

d. The tab for the settings under Advanced has the following options:

Input box Description

Proxy

For predefined firewall rules with predefined services, only if the predefined services
allow a proxy (HTTP, HTTPS, FTP, SMTP, SMTPS, IMAP, IMAPS, POP3 or POP3S): Set a
checkmark in this box to enable the proxy for this rule.

For firewall rules with customized services only: Select a proxy for this rule from the
drop-down list. To remove the proxy, click 3 on the right-hand side of the selected

proxy.

NAT

Choose from the following options:
> Use Connection Settings — With this setting you use NAT settings made on the
NAT tab.

> Use Service Specific Settings — This setting allows you to determine the NAT
settings for each service. The settings described below are displayed for this purpose.

NAT / Masquerading

Specify the desired direction for NAT/masquerading (bi-directional,
left-to-right, or right-to-left), or disable the function for that rule
(0££) by selecting the appropriate radio button. The default setting depends on the
source and destination objects selected for the connection.

NAT Source IP

Optional: If you have multiple outgoing IP addresses, specify the IP address to use for
the source NAT. If no IP address is specified, the system automatically selects the main
IP address of the outgoing interface.

Enable DMZ / Port Forwarding
for this service

If a single host object is the destination of the firewall rule, you can set a checkmark in
this box to enable DMZ and port forwarding for this rule.

External IP address

Optional: Enter the destination IP address of the data being processed. The DMZ rule
is applied to this traffic only. This IP address has to be one of the IP addresses of the
firewall.

External Port

Displays the original destination port of the traffic being processed depending on the
port specified on the Ports / Protocols tab.

Destination IP address

Displays the new destination IP address for the traffic (after processing).

Destination Port

Optional: Specify the destination port of the traffic (after processing).

e. The tab for the settings under Traffic Shaping has the following options:

Input box Description

Traffic Shaping

Choose from the following options:

> Use Connection Settings — This setting applies the traffic shaping settings made
on connection level. See Desktop connection settings on page 105.

> Use Service Specific Settings — This setting allows you to adjust the settings for
traffic shaping for each service. The settings described below are displayed for this
purpose.

Traffic Group

Optionally select the name of a traffic group. This applies the rules defined for this group
to traffic on this connection. See also Traffic shaping on page 96.
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Input box Description

If it is a route-based IPsec tunnel, traffic within a tunnel can be prioritized using
a custom shaping configuration.

Outgoing DSCP From the list, select an optional DSCP value for outbound data traffic. The list contains
the designations from the relevant RFCs (e.g. “CS0") and the group (e.g. “Default”).
Also, the value is numerically represented in various bases (binary, hexadecimal, and
decimal). The list can be searched according to these representations, so that you can
quickly find the desired value regardless of your preferred representation.

f.  Use the buttons in the lower right-hand corner of the editing window to save your changes to an existing rule
(0K), cancel the editing of an existing rule (Cancel), and discard your changes (Reset).

The configured rules are shown in the table on the Rules tab. To delete a rule from the table, click the @ button
(Click to delete this rule) in the final column.

3. For further information about the URL / Content Filter, Application Filter and NAT tabs, see Desktop Connections
on page 104

4. Use the buttons in the lower right-hand corner of the editing window to close the edit dialog (Close) if you have
made no changes, or to save your changes (Save) or discard them (Reset).

5. Click @ Activate in the toolbar at the top of the desktop to apply your configuration changes.

Please refer to Icons and buttons on page 26 for further information.

3.4 Menu Reference

This reference chapter describes each menu item in the navigation bar on the left side of the browser window. The license
acquired from LANCOM Systems determines which menu items are available on your LANCOM R&S®Unified Firewall.
Features that are not included in your LANCOM R&S®Unified Firewall license are grayed out in the navigation bar.

Refer to the sections below for information on the options available in each view.

3.4.1 Firewall

Use the settings under & Firewall to configure your LANCOM R&S®Unified Firewall for your local environment. In
addition, you can set up access to your LANCOM R&S®Unified Firewall from external networks or the Internet and connect
your LANCOM R&S®Unified Firewall to an Command Center server.

3.4.1.1 Administrators
Use the Administrators settings to define administrators and their access to certain services.

You can find more information in the following sections.

3.4.1.1.1 Administrators Overview

Navigate to Firewall > Administrators to display a list of administrators that are currently defined in the system in the
item list bar.

Click @ above the list to add new administrators.

In the expanded view, the first table column displays the Name of the administrator. The Admin column shows one of
the following status indicators:

> Green — The administrator has been granted access to the web client.
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> Orange — The administrator has not been granted access to the web client.

The buttons in the last column allow you to view and to adjust the settings for an existing administrator. Furthermore,
the buttons allow you to create an administrator based on a copy of an existing administrator or delete an administrator
from the system.

For more information, see /cons and buttons on page 26

3.4.1.1.2 Administrators Settings

Under Firewall > Administrators, you can add a new or edit an existing administrator.

@ You cannot delete or rename the default user admin. Furthermore, access rights of this user on the web client
cannot be withdrawn.

The Administrator configuration dialog allows you to configure the following elements:

Input field Description

Name Enter a unique name for the administrator.

Description Optional: Enter additional information regarding the administrator for internal use.
On the Client Access tab:

Web Client Access Select this check box to allow the administrator access to the web client.
Administrator Password To create a new administrator or when changing a password, the password of the

currently logged in user is required.

Password For new administrators and only if the Web Client Access check box is selected: Enter
a password and confirm it.

For edited administrators and only if the Change check box is selected: Enter a password
and confirm it.

Change Optional and for edited administrators and only if the Web Client Access check box
is selected: Select this check box to change the administrator’s password.

Show Password Optional and for new administrators and only if the Web Client Access check box is
selected: Select this check box to verify the password.

Optional and for edited administrators and only if the Change check box is selected:
Select this check box to verify the password.

Require password change after next | Optional and for new administrators and only if the Web Client Access check box is
login selected: Select this check box if you want to require the user to change the password
after the next login.

Optional and for edited administrators and only if the Change check box is selected:
Select this check box if you want to require the user to change the password after the
next login.

On the Webclient Permissions tab, you can specify what the administrator is allowed to do in specified areas of the
web client.

You can choose between the following permissions by selecting the respective radio button:

> Forbidden — The administrator has no access to the specified area of the web client.

> Read / Open — The administrator can open and read the entities in the specified area of the web client but cannot
change them.

> Write / Execute — The administrator has full access to the entities in the specified area of the web client.
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The buttons at the bottom right of the editor panel depend on whether you add a new administrator or edit an existing
one. For a newly configured administrator, click Create to add it to the list of available administrators or Cancel to
discard your changes. To edit an existing administrator, click Save to store the reconfigured administrator or Reset to
discard your changes.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

3.4.1.2 General settings

Navigate to Firewall > General settings to open an editing window where you can adjust some of the central settings
for your LANCOM R&S®Unified Firewall.

In the General settings editing window you can modify the following parameters:

Input box Description

Host name Host name of the firewall.

Domain Domain of the firewall. If the firewall is connected to an Active Directory, enter the corresponding
Active Directory domain here.

Send usage statistics Collect information about the load and the state of the firewall and send this to LANCOM Systems
GmbH.

@ No personal information or any of the firewall traffic will be transmitted.

Send crash reports In the event of an error, general information about the system status, the current system
configuration and the error that occurred is transferred to LANCOM Systems GmbH.

The data is used solely for error analysis and is then deleted. No data is disclosed to any
third parties.

TFTP Allow or deny access to the firewall via TFTP. TFTP is allowed by default. TFTP access is only enabled
in the internal network for sysinfo access.

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

3.4.1.3 Backup

Your LANCOM R&S®Unified Firewall stores your settings in configuration files which are automatically created whenever
settings are changed in the web client. The options under Backup allow you to schedule regular backups of the current
system configuration, to back up the system configuration manually and to restore previous configurations.

@ You can create backups at any time at the time a license is imported (i. e. not within the 30 day trial period).

For more detailed information on backups, see the following sections.

3.4.1.3.1 Automatic Backup Settings

The Auto Backup settings allow you to set up a connection to a remote backup server on which you want to store
automatically created backups. Furthermore, this panel lets you schedule how often the firewall configuration is backed
up automatically. There are no restrictions on the amount or interval of backup creation.

@ Before you proceed, make sure that you set the time zone for your LANCOM R&SCUnified Firewall as described
under Time Settings on page 49 Otherwise, the backups are created according to Europe - Berlin (CET/UTC +1)
instead of the time specified by you in the automatic backup settings.
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Navigate to Firewall > Backup > Auto Backup to open an editor panel to display and edit the settings for automatic
backups.

The Auto Backup panel allows you to configure the following elements:

Input field Description

Server Address Enter the IP address of the remote backup server on which you want to store
automatically created backups.

Username Enter the name of the user on the remote backup server.

Password Enter the user’s password for the remote backup server if necessary.

Show Password Optional: Select this check box to verify the user’s password.

Server Type Select the respective radio button to specify which network protocol is used to upload

the backups to the server. This option is set to FTP by default, but you can adjust the
settings to SCP if necessary.

Filename Enter a name for automatically created backup files.

Encryption Password Enter a password for the encryption of the backup files. The password can consist of
up to 32 characters (allowed are letters of the English alphabet, integers and the special
characters \=1 [/ ., ~1@#$%~* () _+:2><}{)

Show Encryption Password Optional: Select this check box to verify the encryption password.

Options Select the respective radio button to specify what is added to the filenames to distinguish
the backups from each other. This option is set to Append current date to filename
by default, but you can adjust the settings to the other value as necessary:

> Append current date to filename — The date and the time stamp of the creation
of a backup is added to the filename (e. 9. Backup_20171130-1527.gp).

As these filenames never repeat, old backup files are never overwritten.

> Max. file count — A number (backup number) is added to the filename. Specify
the maximum number of backup files to be stored by entering an integer in the
input field below this option. This option is set to 20 by default. Once the defined

number is reached, counting starts anew and the oldest backup file is automatically
overwritten.

Schedule Specify how often the firewall configuration is backed up automatically.

Under Start, click the input field to set the date and time of the first backup to be
created automatically. A pop-up window with a calender and input fields for setting
the date and time opens. You can enter a date in the MM/DD/YYYY format or choose a
date from the calendar. You can also set a time by entering the time in the hh:mm:ss
format.

Under Interval and Unit, define how often the configuration is backed up automatically.
Set the interval by entering a number or using the up and down arrows. This option is
set to 1 by default. Then, select one of the unit options from the drop-down list. This

option is set to days by default, but you can adjust the settings to one of the other
values as necessary:

> Once
> Hours
> Days

> Months

Click Add to add the schedule to the list.
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Input field Description

You can edit or delete individual entries in the list by clicking the corresponding button
next to an entry. For more information, see /cons and buttons on page 26.

If you edit a schedule, a check mark appears on the right of the entry. You have
to click the check mark before being able to save the settings of the certificate.

To check the connection to the configured backup server, click the Test Server Settings button at the bottom left of
the editor panel. The system tries to save a test file (file name test)on the backup server. If this test is successful,

a text file is saved on the server and a pop-up window with a success message appears. You can delete this text file after
the test.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.1.3.2 Backup Export

The Export settings allow you to create and export a manual backup of the current firewall configuration. Use this
function, for example, to reload a configuration after a system update.

Navigate to Firewall > Backup > Export to open an editor panel to create and transfer a manual backup in GP file
format to your computer so you can restore the configuration contained in it later if necessary.

The Export configuration dialog allows you to configure the following elements:

Input field Description

Encryption Password Enter a password for the encryption of the backup file and confirm it. The password can
consist of up to 32 characters (allowed are letters of the English alphabet, integers and
the special characters \=1 [/ ., ~1@#$%"* () _+:2><}{).

Show Password Optional: Select this check box to verify the password.

Use auto backup password Optional: Select this check box if you want to use the password for automatic backup
file encryption (see Automatic Backup Settings on page 33) instead of inserting a new
password.

If you want to export the backup file, click Export. Otherwise, click Cancel to close the editor panel.

3.4.1.3.3 Backup Import

Your LANCOM R&S®Unified Firewall allows you to upload a previously downloaded backup file to restore the system
configuration (e. g. after a new installation).

Navigate to Firewall > Backup > Import to load and activate a firewall configuration from a backup file that was
created earlier.

@ To upload an automatically created backup file stored on the backup server, you first have to transfer the backup
file from the backup server to your local disk.

The Import configuration dialog allows you to configure the following elements:

Input field Description

Backup File Click Select to open the local disk search. Select a backup file in GP file format to transfer
from your local disk. Click Open to close the local disk search. The name of the backup
file appears in the field.

Password Enter the encryption password which you chose for the export of the file.
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Input field Description

Show Password Optional: Select this check box to verify the password.

If you want to import the backup file, click Import. Otherwise, click Cancel to close the editor panel.

If the upload was successful, a success message appears. Confirm that you want to reboot the system by clicking Reboot.
The system restarts, logs you out and opens the LANCOM R&S®Unified Firewall login page. Enter your login credentials
and click Login. The web client appears.

3.4.1.4 Command Center

LANCOM R&S®UF Command Center allows you to administrate multiple LANCOM R&S®Unified Firewalls devices in one
application.

Navigate to Firewall > Command Center to open an editor panel to connect your LANCOM R&S®Unified Firewall to
an LANCOM R&S®UF Command Centerthrough a VPN connection.

@ To establish the VPN connection, you need VPN certificates for all devices that were signed by the same certificate
authority (CA). Therefore, it is advisable to manage the VPN CA and the VPN certificates on one site and then
export and import the VPN certificates from there to the other sites.

For information on how to create, export and import certificates, see Certificates on page 188.

The Command Center configuration dialog allows you to configure the following elements:

Input field Description

110 A slider switch indicates whether the connection to your LANCOM R&S®UF Command Center is
active (I) or inactive (0). Click the slider switch to change the status of the connection. The connection
to your LANCOM R&S®UF Command Center is deactivated by default.

Host Enter the host name or IP address under which your LANCOM R&S®UF Command Center is reachable
from your LANCOM R&S®Unified Firewall.

Port Enter the port number under which your LANCOM R&S®UF Command Center is reachable (usually
port number 11940).

Command Center CA From the drop-down list, select the CA that was used to sign the LANCOM R&S®UF Command
Center certificate.

Firewall Certificate From the drop-down list, select the VPN certificate for your LANCOM R&S®Unified Firewall.

Latitude/Longitude Optional: Enter the grid coordinates of the location of your LANCOM R&S®Unified Firewall in

decimal degrees, e. g. 53.555483. The grid coordinates are used to display your LANCOM
R&S®Unified Firewall in a map in your LANCOM R&S®UF Command Center.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

3.4.1.5 E-mail settings

The e-mail settings are necessary for using the notification system. You can use this to receive e-mail messages about
specific types of notification, either immediately or regularly in an aggregated form. Further details are available under
Notification settings on page 52.

Navigate to Firewall > E-mail settings to open an editing window where you can configure the sender and message
encryption. Optionally, settings are available for a relay server if e-mails cannot be sent directly.

In the E-mail settings editing window you can adjust the following parameters:
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Input box Description

110 A slider button indicates whether the E-mail settings are enabled (1) or disabled (0). Click on the
slider button to change this.

Sender address Sender e-mail address of the firewall system.

Connection security Choose one of the possible options None. TLS or StartTLS.

Validate remote certificate | If enabled, the firewall verifies the certificate of the destination server or relay.

S/MIME certificate If this is specified, then the firewall encrypts all outgoing e-mails with the public key of the selected
certificate.

On the Relaytab you can configure preset values for the following items:

Input box Description

Server The address of the e-mail server.

Port The port used by the e-mail server.

User name Name used by the firewall to log in to the e-mail server.
Password Password used by the firewall to log in to the e-mail server.

You can test your settings by using the button Send test mail. A dialog opens where you can enter a recipient address.
You then click the send button.

@ If you are using a relay server, please note that the subsequent status message only tells you if the relay server
accepted the e-mail. If the relay server is unable to deliver the message, this can only be seen on the relay server
itself.

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

3.4.1.6 High Availability

The Firewall > High Availability configuration dialog allows you to connect two independent LANCOM R&S®Unified
Firewall systems in a master/slave configuration through a dedicated interface. The so-called HA cluster provides failover.
If the master device becomes unavailable, the standby device (slave) takes over its tasks.

The master and slave systems are connected via a Cluster Interconnect cable that allows them to communicate with one
another and monitor the status of the paired system. The slave node’s configuration is synced with the master node’s
configuration. Certain rules are applied to the slave device, that allow network communication with the master node
only. If the slave system fails to detect a “heartbeat” signal from the master, it takes over the role of the master system
(in the event of a power outage or hardware failure/shutdown).

@ In this case, the slave device removes specific blockades and sends a gratuitous ARP request. The switch connected
to your LANCOM R&S®Unified Firewall must allow the ARP command. It may take several seconds for the client
device in the network to update its ARP cache and for the new master to be reachable.
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The following figure illustrates a typical network environment with a redundant master/slave configuration for High
Availability.

Cluster

MASTER nterconnect SLAVE

LAN 1

LAN 2

Figure 16: Sample network setup for High Availability.

@ High Availability is not available for the LANCOM R&S®Unified Firewall models UF-50 and UF-100.

You can find more information regarding high availability in the following sections.

3.4.1.6.1 High Availability Settings
Use the High Availability settings to specify the connection parameters for the master/slave configuration.

The High Availability feature requires two identical systems of the same hardware type (for example UF-200 with UF-200
or UF-500 with UF-500) and software version. Furthermore, a free network interface (NIC) is required on both systems
that is not in use by any other interface (like VLAN or bridge) or any network connection. For more information, see
Interfaces on page 88 and Network Connections on page 74. You have to use the same NIC on both systems for cluster
interconnection.

The master system synchronizes its initial configuration and any subsequent configuration changes to the slave system
to ensure that the same configuration is used in the event of failure.

@ High Availability can only be activated if no background processes, such as updates or backups, are running.

Navigate to Firewall > High Availability configure the high availability settings.

The High Availability configuration dialog allows you to configure the following elements:

Input field Description

1/0 A slider switch indicates whether the High Availability feature is active (1) or inactive
(0). By clicking the slider switch, you can toggle the state of High Availability. High
Availability is deactivated by default.

Status Displays the High Availability status of your LANCOM R&S®Unified Firewall. The following
statuses are available:
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Input field Description

> Disabled — High Availability is not enabled on the firewall.

> No connection — High Availability is enabled on the firewall but the other
firewall cannot be reached.
> Not synced - High Availability is enabled on the firewall and the other firewall

can be reached, but the configuration from the master system has not been
synchronized to the standby (slave) system yet.

> Synchronized and ready — High Availability is enabled on the firewall.
The other firewall can be reached and is synchronized.

> Updating — High Availability is enabled on the firewall. The other firewall can
be reached. Both systems are being updated.

The update process consists of multiple steps that can be tracked in Update
Settings dialog and in the Info Area.

Initial Role

Select the respective radio button to specify the role which your LANCOM R&S®Unified
Firewall is to play in the HA cluster:

> Master — The LANCOM R&S®Unified Firewall is active and synchronizes its
configuration to the LANCOM R&S®Unified Firewall being the slave.

> Slave — The LANCOM R&S®Unified Firewall is not active (. e. it cannot be reached
using the web client) but it receives the master configuration and is prepared for
taking over.

HA Interface

From the drop-down list, select the interface to be used for the HA cluster
communication. This interface cannot be used for any other firewall services.

@ The same interface (NIC) must be used on both LANCOM R&S®Unified Firewall
systems for Cluster Interconnection.

Local IP

Enter the IP address which you want to assign to the HA interface on the LANCOM
R&S®Unified Firewall in CIDR notation (IP address followed by a slash “/” and the
number of bits set in the subnet mask, e. g. 192.168.50.1/24).

Remote IP

Enter the IP address under which the LANCOM R&S®Unified Firewall can reach the
other LANCOM R&S®Unified Firewall of the HA cluster.

@ Local IP and Remote IP must be in the same subnet. HA cluster communication is not supported for routed

networks.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

@ Before you connect the slave system to the master with the cluster interconnect cable and configure High
Availability on the slave, the configuration of the master system must be complete and activated.

Connect the slave system with the same “WAN" and “LAN" network components as the master system (see Figure 16:
Sample network setup for High Availability. on page 38).

@ Only the master system can be reached and configured using the web client.
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If you want to change the High Availability configuration (for example to change the HA interface), first disable High
Availability, then change the configuration. Then, turn High Availability back on with the new configuration.

To use both firewalls with your LANCOM R&S®UF Command Center, you need to configure them separately. When High
Availability (HA) is enabled, the LANCOM R&S®UF Command Center settings are synchronized using the slave node to
configure your LANCOM R&S®UF Command Center only once. For more information see Command Center on page 36

To make the HA feature work properly, the time settings of both firewalls need to be in sync. When you enable the HA
feature, the settings are configured as folows:

1. The NTP client and server are activated on both firewalls.
2. Cluster link IP addresses are added to both nodes of the NTP server list.

You can find more information under Time Settings on page 49

To remove the slave system from the High Availability configuration and operate it as a standalone system, click the
slider switch to deactivate the HA feature. The configuration settings of the slave node and the IP addresses of the
network interface are set to default.

@ It is possible that the default IP addresses of the slave node are in conflict with the IP addresses of the master
node after the reset. For more information, see Getting Started on page 7. Contact our Support team to let
them reconfigure the settings of the master node before deactivating the HA feature.

3.4.1.6.2 Operating the HA Features

In this chapter, you will receive information on how you can set up and operate the HA feature for your LANCOM
R&S®Unified Firewall.

Initial Setup

To use the HA feature, you require a dedicated cluster link for firewall-to-firewall communication. This link is essential
to make the HA feature work properly. Use a redundant interface, e. g. a bond interface that is provided through link
aggregation.

@ The following interfaces cannot be used as cluster links: VLAN, WLAN, PPP, Bridge interface

Use a switch to separate the cluster link to smoothly monitor the master node and the slave node through SNMP.

Synchronization

In this chapter, you will find information on how to sync the master node and the slave node with regards to the HA
configuration, to connection tracking, to logs and statistics and on sync constraints.

Configuration

All configuration changes are synced with the slave node. During the synchronization and activation process, the HA
feature is displayed as Not in sync. A role switch during the synchronization process can lead to data loss or loss of
configuration changes.

Configuration changes are synced after a 15 second delay to prevent unnecessary activations in the slave node.

Click # Activate in the toolbar at the top of the desktop to to start a full sync.

Connection Tracking

Connection-based protocols, as TCP, are tracked in the firewall. The tracking tables are automatically synced with the
slave node. Therefore, connections remain after a role switch, e. g. during a downloading process.
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Logs and Statistics

Your LANCOM R&S®Unified Firewall synchronizes the log and statistics databases between the master and slave system.
Logs of the slave node are not stored, as the slave database only provides read permissions.

Constraints
The UTM features only save the status of connections through the firewall.
Example: The DPI engine stored meta data of packets that have already been analyzed until the connection ends.

Your LANCOM R&S®Unified Firewall does not synchronize this connection status, but stores it in the master node. After
a role switch, all connections that have been analyzed by the UTM feature, are interrrupted.

Example: A loss of meta data makes the DPI engine reject new packets of an older connection as unknown.

Role Switch
For the active-passive HA feature, LANCOM R&S®Unified Firewall provides the following roles:
> Master node

The master node actively processes network traffic. The master node is also responsible for forwarding all configuration
and status changes to the slave node to ensure both systems are in sync.

> Slave node

The slave node is a passive node that is used as a hot-standby replacement that takes over the master’s tasks if it is
out of service. The slave node detects configuration and status changes and applies and activates them.

If the firewall does not work properly, e. g. due to hardware or kernel issues, the HA feature ensures a smooth feature
failover by the slave. This prevents network downtimes. The failover is effected through Gratuitous ARP packets to all
hosts in each broadcast domain of the firewall. These hosts acquire that the IP requests are responded by the new master
node.

@ Using the HA feature is useful if you want to supply your firewalls with new hardware without experiencing
downtimes, e. g. for network modules or SSD disks.

Licensing

Your LANCOM R&S®Unified Firewall devices need to be digitally licensed for each device. If you have purchased two
LANCOM R&S®Unified Firewall devices to use them in a HA environment, you will only receive one license. Both firewalls
need to be configured and put into operation as HA clusters during the licensing process. Otherwise, the firewall might
reject the license.

Updates

Installing an update in a HA environment can be effected with high reliability and without downtimes, even if the update
fails.

@ reate a backup of your configuration before initiating an update. For more information on updates, refer to
Updates Settings on page 50.

The master node controls the update process as follows:
1. Downloading the update or upgrade

This step will be skipped if you have already downloaded the update or upgrade or if you have installed the upgraded
firmware on the firewall manually, e. g. in an offline environment.

2. Synchronizing the update or upgrade with the slave node through the cluster link.

3. |Installing the update on the slave node
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The master node initiates the update or upgrade installation on the slave node. If an error occurs, the master node
continues to work while the update process is being suspended. Contact our Support team to support you in case
of downtimes.

Installing the update on the slave node

After installing the update on the slave node, it is installed on the master node.

@ Automatic updates are allowed when HA is enabled to prevent data loss or network downtimes as a successful

role switch cannot be guaranteed after a failed installation of the update.

If both systems are not in sync, updates cannot be initiated.

Update with reboot

Most updates require a reboot after the installation. Rebooting the system in a HA environment triggers a role switch.
We therefore recommend an administrator's assistance for the update process.

The master node controls the update process with reboot as follows:

PwWwbN =

Downloading the update

Synchronizing the update with the slave node through the cluster link.
Installing the update on the slave node

Restarting the slave node

The slave node restarts automatically after the installation.
Waiting for user confirmation

The web client prompts the administrator to proceed with the update process. Errors that occur prior to this step
can be fixed. Contact our Support team if you need assistance.

Installing the update on the slave node
Restarting the master node

The master node automatically reboots after the installation. The role switch is effected on reboot.

Upgrade

To install an upgrade, your LANCOM R&S®Unified Firewall reboots. The reboot initiates the upgrade installation that
provides the system with the latest version. An upgrade also initiates a role switch. We therefore recommend an
administrator’s assistance for the upgrade process.

The master node controls the upgrade process as follows:

PwWwbN =

Downloading the update or upgrade

Synchronizing the update or upgrade with the slave node through the cluster link.
Installing the update on the slave node

Upgrading the slave node

The slave node reboots and initiates the upgrade installation automatically.
Waiting for user confirmation

The web client prompts the administrator to proceed with the update process. Errors that occur on the slave node
prior to this step can be fixed. Contact our Support team if you need assistance.

Installing the update on the master node

Upgrading the master node

The master node automatically reboots after the installation and initiates the upgrade installation automatically. The
role switch is automatically effected upon reboot.



LCOSFX 11.2

3 User Interface

Synchronization

Prior to the installation of the update, your LANCOM R&S®Unified Firewall deactivates synchronization to ensure that
the new version of the slave node is configured after reboot. All changes that you have made after the installation of
the update has already started are applied after the update.

@ During the upgrade, your LANCOM R&S®Unified Firewall synchronizes all logs and statistics from the old version
and the new version.

3.4.1.6.3 Monitoring

If a device goes offline and is not able to reconnect, e. g. due to hardware issues, the administrator needs to react
immediately and solve the issue or replace the defective device. A cluster that does not work properly is not able to
prevent downtimes. It is therefore necessary to monitor the firewalls when HA is activated. This can be effected as follows:

> Web client

You can monitor the HA feature in the /nfo area and in the HA menu (see High Availability on page 37). You can
identify the firewall that is currently set as the master node from the local IP address.

> SNMP
SNMP is the de-facto standard for monitoring the firewall. Refer to SNMP Settings on page 69 for more information

on the firewall configuration and how to download the necessary MIB files. SNMP requests towards the firewall will
help you to identify the firewall that is currently active by identifying the IP address of the cluster link.

@ You can only monitor the slave node through the cluster link. To get access to this interface, use a switch as
described in Initial Setup on page 40.

> Remote Syslog Server

You can use a remote syslog server to monitor HA events as cluster messages are included in the syslogs. Role switches
are clearly logged. You can get the master IP address from the logs as well.

@ The logs for the slave node are not sent to the remote syslog server. The logs for the master node are sufficient
for retrieving all necessary information.

> Command Center

Use the LANCOM R&S®UF Command Center to monitor the HA status of several firewalls, including the license status
and hardware resources.

3.4.1.7 License

The features provided by your LANCOM R&S®Unified Firewall software depend on the license you have purchased from
your supplier.

The following features can be individually licensed with the purchased license file;
> Anti-spam (UTM license)
> Anti-virus (UTM license)
> Application filter

> Content filter

2 IDS/IPS (UTM license)

> Wireless LAN

Navigate to Firewall > License to open the License Manager, which you can use to view the validity period of your
LANCOM R&S®Unified Firewall license and additional feature licenses, or upload new licenses.
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@ After being started for the first time, or following a re-installation, the LANCOM R&S®Unified Firewall runs for
30 days as a demo version. You cannot perform a backup during the trial period. At the end of the trial period,
the firewall will retain your configuration. The UTM features will be disabled and you can no longer save any
changes.

The system checks the expiry dates of licenses in the license file at regular intervals. If a license expires or a trial period
ends, all licensable features will be disabled until you upload a new license with the web client. After the license expires,
web and mail traffic is blocked or forwarded by the LANCOM R&S®Unified Firewall without being filtered. In the first
case, you will immediately see that you need to download a new license if your current license data has expired. If you
operate the system in an unsecured mode after the license expires, you will only be notified on the LANCOM R&S®Unified
Firewall user interface. You can configure this in the License Manager:

End-of-License Behavior

Web and Mail Traffic #® Redirect web access to an error page. Block mails
if the mail proxy is enabled.

Allow insecure web and mail traffic

Figure 17: Configuring end-of-license behavior

@ Regardless of how the end-of-license behavior is configured, features in the user interface are always disabled
when the main license has expired.

After a feature license expires, the corresponding feature will be disabled. The settings dialog for this feature can still
be opened. The dialog will indicate that the license has expired. If you try to make changes, an error message appears.

@ The license information in the information panel of the web client appears in red as soon as the license expiry
period is less than 30 days.

For an unlicensed LANCOM R&S®Unified Firewall, a temporary serial number is displayed in the information
panel. This will be replaced by a valid license number after a license is purchased.

If the LANCOM R&S®Unified Firewall is installed on a virtual machine, the UUID of the virtual machine is displayed
in the information panel.

Under License Upload you can upload a new license for your LANCOM R&S®Unified Firewall software. Please proceed
as follows to do this:

1. Next to the Select File input field, click on License File.

The search function for the local data medium opens.

2. Select a license file in GPLF or LIC format.

@ The new license must correspond to the version number of the LANCOM R&S®Unified Firewall software and
hardware.

3. Click on Open.
The search function for the local data medium closes.
4. To upload the license file, click Save.

The license is uploaded. If the ugload was successful, all licenses and related information will automatically be
transferred to your LANCOM R&S™ Unified Firewall and a success message is displayed.

5. Confirm that you want to log out by clicking OK.
You will be logged out. The login page of the firewall opens.

6. Enter your login credentials.
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7. Click on Login.

The web client appears.

@ You can also download the uploaded license again. To start the file download, simply click on the license file
which is displayed as a link further up next to Download.

The Details tab shows you more detailed license information about your LANCOM R&S®Unified Firewall software, e.g.
information about the UTM licenses. You can also see the maximum number of simultaneous VPN tunnels. If this number
is reached, connection attempts of further IPsec clients or remote stations will be rejected.

License Manager License

#" Modified version - changes will be preserved until you reset or log out.

General Details
Reseller Te
Licensee De
Version 10.4 (GPYU400)
Maximum Number of Active IPsec Tunnels unlimited

Validity Period 01.01.2011 until 31.12.2019

UTM Licenses

Users Validity Period
Application Management 1000 01.01.2011 until 31.12.2019
WLAN 1000 01.01.2011 until 31.12.2019
Antivirus 1000 01.01.2011 until 31.12.2019
Content Filter 1000 01.01.2011 until 31.12.2019
IDS/IPS 1000 01.01.2011 until 31.12.2019
Antispam 1000 01.01.2011 until 31.12.2019
License Agreement Open Source Acknowledgment Reset

Figure 18: Example for detailed license information

3.4.1.8 LANCOM Management Cloud settings
These are the settings for the configuration and monitoring of your device via the LANCOM Management Cloud (LMQ).

Navigate to Firewall > LMC Settings to open an editing window where you can view and modify the settings for the
LMC.

In the LMC Settings editing window you can adjust the following parameters:

Input box Description

1/0 A slider button indicates whether firewall management via the LANCOM Management
Cloud is enabled (I) or disabled (0). Click on the slider button to change the status of
this option.

LMC domain Enter the domain name for the LMC here. By default, the domain is set to the Public
LMC for the first connection. If you wish to manage your device with your own
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Input box Description

Management Cloud (“Private Cloud” or “on-premises installation”), please enter your
LMC domain.

Activation code As an alternative to entering the serial number and the cloud PIN supplied with the
device, it can also be assigned to a project in the LMC by means of an activation code.

In the LMC go to Devices, click on Activation codes and then on Create activation
code. This creates a temporary activation code. While it remains valid, this code can
be used to activate any number of LANCOM devices, i.e. to transfer them to the LMC.

3.4.1.9 Firewall Access

The Firewall Access settings allow you to define how your LANCOM R&S®Unified Firewall can be accessed from external
networks or the Internet. In addition, you can determine how your LANCOM R&S®Unified Firewall reacts, for example,
to ping requests.

@ The Firewall Access settings only apply to external access to your LANCOM R&S®Unified Firewall for defined
users. Accessing your LANCOM R&S®Unified Firewall from the internal network is always possible.

Navigate to Firewall > Firewall Access to determine whether and how access from external networks or the Internet
to your LANCOM R&S®Unified Firewall is allowed.

For more detailed information on the Firewall Access settings, see the following sections.

3.4.1.9.1 Ping Settings

The Ping Settings allow you to specify how your LANCOM R&S®Unified Firewall handles ICMP echo requests (ping) to
the firewall from the internal network and the Internet.

Navigate to Firewall > Firewall Access > Ping Settings to open an editor panel to display and edit the ping settings.

Input field Description

Allow 1Pv4 ping to firewall Configure separately for IPv4 and IPv6 how your LANCOM R&S®Unified Firewall handles
ICMP echo requests to the firewall from the internal network and the Internet. The
option is set to “Deny” by default, but you can change this to “Allow” if required.

> “Deny” — The LANCOM R&S®Unified Firewall does not respond to ICMP echo
requests to the firewall from the internal network and the Internet.

> “Allow” — The LANCOM R&S®Unified Firewall reponds to ICMP commands to the
firewall from the internal network and the Internet.

Allow IPv6 ping to firewall

@ While blocking ICMP echo requests can improve the security of your LANCOM
R&S®Unified Firewall, it also makes any troubleshooting in the network difficult.
Therefore, if an error occurs in the network, we recommended setting this
option to A1 1ow before you start troubleshooting.

If you modify the settings, click Save to store your changes or Reset to discard them. Otherwise, click Close to shut the
editor panel.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.1.9.2 SSH Settings
The SSH Settings allow you to configure SSH access to your LANCOM R&S®Unified Firewall from the Internet.
Navigate to Firewall > Firewall Access > SSH Settings to open an editor panel to display and edit the SSH settings.

The SSH Settings panel allows you to configure the following elements:
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Input field Description

1/0 A slider switch indicates whether the SSH service is active (I) or inactive (0). By clicking
the slider switch, you can toggle the state of the service. The SSH service is activated
by default.

Port Set the listening port by entering the port number. The default setting is port 22.

Password Authentication

Password authentication allows you to login to your LANCOM R&S®Unified Firewall via
SSH using a password. Password authentication is activated by default.

Password authentication can only be deactivated if at least one SSH public key
is actively used for key authentication.

SSH Public Keys

This table displays the SSH public keys that are used to authenticate a user without a
password. Click Add to open the SSH Key panel and add a new key.

On this panel, you can define the following settings:
> Inthe Key field, enter or paste the SSH public key.
> In the Title field, enter a name for the SSH public key.

Your LANCOM R&S®Unified Firewall only support keys in Secure Shell (SSH)
Public Key File Format.

If you modify these settings, click Save to save your changes or Reset to discard them.
Otherwise, click Close to close the editor panel.

The SSH public key appears as a list entry (Fingerprint). You can edit or delete single
entries in the list by clicking the corresponding button next to an entry. For more
information, see /cons and buttons on page 26.

You can use these authentication methods (Password Authentication, SSH
Public Keys) alone or in combination.

Access Restrictions

This table displays user-defined IP addresses or IP networks that can be allowed access
to the LANCOM R&S®Unified Firewall (whitelist mode).

Select the check box next to an entry to allow access.

To add an IP address or network to the list, enter a Title and Source and click Add.
The new entry is added to the list and is activated automatically.

The following entries are predefined and cannot be removed:
> Local Networks represents the internal access and is activated by default.

> Internet provides SSH access to the LANCOM R&S®Unified Firewall from the
Internet.

In certain circumstances, this may grant attackers access to your LANCOM
R&S®Unified Firewall. Therefore, we do not recommend using this option
as a permanent solution.

> VPN Tunnels

The following default entries include network sections for the customer support. These
entries are deactivated by default.
> Rohde & Schwarz Internet Gateway

> Rohde & Schwarz Cybersecurity Customer Support

If you modify the settings, click Save to store your changes or Reset to discard them. Otherwise, click Close to shut the

editor panel.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.
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3.4.1.9.3 Webclient Settings

The Webclient Settings allow you to configure external web access to your LANCOM R&S®Unified Firewall from the
Internet.

Navigate to Firewall > Firewall Access > Webclient Settings to open an editor panel to display and edit the webclient
settings.

The Webclient Settings panel allows you to configure the following elements:

Input field Description

Port Set the listening port by entering the port number. The default setting is port 3438.

Webclient Certificate Select a webclient certificate that is used to verify the SSL connection.

@ If you do not select a webclient certifcate, an auto-generated, self-signed
system certificate is used. The system certificate is not part of the certificate
management. To avoid certificate warnings from your browser when connecting
to the webclient, select a certificate that was signed by a CA trusted by your
browser.

Access Restrictions This table displays user-defined IP addresses or IP networks to allow access for these
addresses only (whitelist mode).

Enter a Title and Source. Click Add to add the IP address to the list.
The following entries are read-only, but can be activated or deactivated.
> Local Networks represents the internal access and is activated by default.

> Internet provides SSH access to the LANCOM R&S®Unified Firewall from the
Internet.

In certain circumstances, this may grant attackers access to your LANCOM
R&S®Unified Firewall. Therefore, we do not recommend using this option
as a permanent solution.

> VPN Tunnels

The following default entries include network sections for the customer support. The
entries are deactivated by default.

> Rohde & Schwarz Internet Gateway

> Rohde & Schwarz Cybersecurity Customer Support

Optional: Clear the check box next to an entry to restrict access for it.

The webclient access is the main access type to the server. You have to select
at least one entry in the list of IP addresses.

If you modify the settings, click Save to store your changes or Reset to discard them. Otherwise, click Close to shut the
editor panel.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.1.10 Advanced Settings

Navigate to Firewall > Advanced Settings to open an editing window where you can view and adjust the VolP helper
settings.

In the Advanced Settings editing window, you can configure the following items:

Input field Description

VolP Helper
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Input field Description

Enable Enable this option to load the VoIP helper kernel modules.
@ A warning is displayed if a firewall restart is required to enable or disable this
option.
Port Specify the port on which the SIP server can be reached. Default: 5060.

If you change these settings, click Save to save your changes or Reset to discard them. Otherwise, click Close to close

the editing window.

Click ¢ Activate in the top desktop toolbar to apply your configuration changes.

3.4.1.11 Time Settings

Your LANCOM R&S®Unified Firewall works with time-sensitive rules. Furthermore, the system time is particularly important
for services such as logging that rely on accurate timestamps. Therefore, it is necessary to set the date and time correctly.

Navigate to Firewall > Time Settings to open an editor panel to display and edit the system date and time settings.

The Time Settings configuration dialog allows you to configure the following elements:

Input field Description

Time Zone

From the drop-down list, select one of the predefined time zones. The time zone is set
to (+01:00) Europe - Berlin by default, but you can adjust the settings to

one of the other values as necessary.

Current Time

Check the current system date (MM/DD/YYYY) and time (hh:mm:ss) of the LANCOM
R&S®Unified Firewall.

Date & Time

Optional: Click the input field to set a new system date or time manually. A pop-up
window with a calender and input fields for changing the date and time opens. You
can enter a date in the MM/DD/YYYY format or choose a date from the calendar.. You
can also set a new time by entering the time in the hh:mm:ss format.

To set the system time manually, NTP has to be disabled (in other words, the
NTP Client check box must be cleared). Otherwise, the time will be reset
automatically as soon as the system sends the next NTP request.

NTP Client

Optional: Select the check box to use remote network time protocol servers to set the
system date and time automatically.

NTP Servers

Optional and only available if the NTP Client check box is selected: You can either use
the predefined NTP servers or add your own NTP servers to the list.

The standard NTP servers are: de.pool.ntp.org and europe.pool.ntp.org.

You can add as many NTP servers as you like. Enter the IP address or the fully qualified
domain name of an NTP server in the input field. Then, click Add to add the NTP server
to the list.

You can edit or delete individual entries in the list by clicking the corresponding button
next to an entry. For more information, see /cons and buttons on page 26.

@ If you edit an NTP server, a check mark appears on the right of the entry. You
have to click the check mark before being able to save the settings of the NTP
server.

@ If more than one NTP server is configured, the LANCOM R&S®Unified Firewall
automatically synchronizes the system clock with the server that transmits the
best time signal.
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Input field Description

Serve as local NTP server Optional and only available if the NTP Client check box is selected: Select this check
box if you want to make the system time of the LANCOM R&S®Unified Firewall available
in the internal network. The LANCOM R&S®Unified Firewall then acts as an internal,
local NTP server.

If you modify the settings, click Save to save your changes or Reset to discard them. Otherwise, click Close to close the
editor panel.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.1.12 Updates Settings

The editing window Updates Settings helps you to keep your LANCOM R&S®Unified Firewall up to date at all times.
New versions of the LCOS FX operating systems, security updates and new features can be downloaded automatically
from the update server and quickly and easily installed on the firewall. The update system has various ways to notify the
system administrator of new updates. You can also view the history of imported updates.

Every LCOS FX update has a digital signature to prevent the installation of unauthorized or malicious updates on the
firewall. Updates must have a valid signature in order to be displayed and installed.

Navigate to Firewall > Updates Settings to open an editing window where the available updates, additional information
and their status are listed on the Updates tab.

Use the Filter input field to narrow down the results in the table below. As you type your search into the input field,
your LANCOM R&S®Unified Firewall will only show those entries that contain the entered characters in the name, type
or description. Click on @ in the input field to delete the search input and return to the unfiltered list view.

The column headers in the list of updates contain the following information:

Column Description

Name Displays the names of the available updates.

Type Displays the type of update.
The update system differentiates between four types of update:

> Security — contains enhancements regarding the security of the firewall.

> Recommended — contains enhancements and optimizations in performance and
stability.

> Hotfix - contains enhancements to individual modules of the firewall, but also
new features.

> Upgrade - contains an upgrade to the next version of LCOS FX.

Description Displays a text box with more information about the update.

Click on the text field to expand it and display further information about the update.

Reboot Indicates whether a system has to be restarted after a successful update.
Release Date Shows the date when the update was released.
Status Distinguishes between new updates and updates that have already been installed.

@ An update can only be installed once.

Action / Dependency If all dependencies are met, the action Install is allowed. Otherwise, a list of
dependencies is displayed. The listed updates should be installed to fulfill these
dependencies.




LCOSFX 11.2

3 User Interface

You can manually update the list of the latest updates by clicking on Refresh Updates List.

Use the settings on the Settings tab to adjust the following parameters:

Input box Description

Search for New Updates Automatically | Check this box to automatically refresh the list with the latest updates.

Interval Select the desired interval for updating the list from the drop-down menu. By default,
this option is set to Dai1y. Possible values:

> Hourly
> Daily

> Weekly

Update Time Enter the date and time of the first automatic refresh of the updates list and the first
automatic update. A pop-up window opens with a calendar and input fields for adjusting
the date and time. You can enter the date in format MM/DD/YYYY or select a date in
the selection window. You can also enter the new time in the format hh:mm:ss.

If you have activated the automatic installation of updates as described below,
all subsequent updates will be carried out at the time specified here.

Install Updates Automatically Use the appropriate radio button to determine which updates are automatically installed
on your LANCOM R&S®Unified Firewall. This feature is limited to security updates and
recommended hotfixes. By default, this option is set to None, but you can change the

settings to one of the other values if required.

Update Servers The default update server is:
https://firmware.fx-update.lancom-systems.com

You can add any number of update servers. Enter the URL of the update server into the
input field and then click on Add. The server is added to the list.

If the URL contains a fully qualified domain name (FQDN), you need to configure
the DNS settings. Otherwise, the FQDN cannot be resolved.

You can edit or delete any entry in the list by clicking on the appropriate icon. Please
refer to /cons and buttons on page 26 for further information.

@ When you edit an update server, a checkmark will appear to the right of the
entry. You first have to confirm your change with this checkmark before you
can save the update-server settings.

Use the settings on the Automatic Recovery tab to adjust the following parameters:

Input box Description

Automatic Recovery Check this box to perform an automatic recovery in case of an error. An error is assumed
to have occurred if, following an update to a new firmware version, there is no
authentication by an administrator, the LANCOM Management Cloud or the LANCOM
R&S®UF Command Center within the time configured for the Timeout. In this case the
previous firmware version is automatically restored.

The recovery points can be displayed using the System menu.

A recovery is also possible in a high-availability scenario, although the recovery
is limited to the main firewall only. The backup firewall can no longer be
operated and must be installed anew.

Timeout Time limit in minutes after which the automatic recovery may be carried out.
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The History tab shows the chronology of the LANCOM R&S®Unified Firewall updates.

If you change any settings, click Save to store your changes or Reset to discard them. Otherwise, click the Close button
to quit the window and return to the overview of your configured network.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

@ For information about installing system updates in a high availability configuration, see Updates on page 41.

itoring & Statistics

The @ Monitoring & Statistics settings display detailed information about the traffic flowing through your LANCOM
R&S®Unified Firewall. These settings allow you to set up remote SNMP and syslog servers to forward log messages
generated by different message sources. You can furthermore configure how your LANCOM R&S®Unified Firewall should
handle detected event types and for which event types statistics shall be recorded.

3.4.2.1 Statistics Settings

Navigate to Monitoring & Statistics > Settings to adjust the statistics settings.

You can furthermore configure how LANCOM R&S®Unified Firewall should handle detected event types and for which
event types statistics shall be recorded. From the drop-down lists of event types, select one of the following options:

Mode Description

Disabled No data is collected for this event type.
Create Statistics Event data is collected to create statistics.
Send Raw Data to External Syslog Data from occurring events is collected to create statistics and passed on to a configured

external syslog server.

Save Raw Data Locally Data from occurring events is collected to create statistics, passed on to a configured
external syslog server and stored on the device.

@ This mode can cause the storage of the device to fill up rapidly.

Hover the mouse over the @ next to the event type label to find an explanation of what graph a particular event is used
for. Use the All Event Types drop-down list to set all event types simultaneously to the same mode.

The LMC column shows if the forwarding of generated messages to event types has been set in the LANCOM Management
Cloud. All event types sent to the LANCOM Management Cloud are displayed with a green check mark. For the event
types with an X, no individual events are transmitted, but the number of events that occurred is still sent to the LANCOM
Management Cloud.

@ These settings cannot be changed directly via the LANCOM R&S®Unified Firewall. This is only possible via the
LANCOM Management Cloud. The settings are only displayed here for the sake of transparency.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
(Reset). Otherwise, you can close the dialog (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.2.2 Notification settings

The notification systems sends e-mail messages about specific types of notification, either inmediately or regularly in
an aggregated form. This requires an active e-mail function in which at least one sender is set. Security comes with the
optional settings Validate remote certificate to verify the remote site before sending e-mail and S/MIME certificate
to encrypt the outgoing mail. Further details are available under £-mail settings on page 36
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Navigate to Monitoring & statistics > Notification settings to open an editing window where you can configure the
following items:

Table 1: General

Input box Description

1/0 A slider button indicates whether the notification settings are enabled (1) or disabled (0). Click on
the slider button to change this.

Notification language Set the language used in the notification e-mails. If the dialog is opened for the first time, the
language is set to that used for the web client.

Subject template Set the subject of the notification e-mails.

Recipients List of recipient addresses where the notifications are sent. Click on @ on the right-hand side to

add your entry to the list.

In the Aggregated notifications editing window you can modify the following items:

Input box Description

Aggregation interval The events are collected and summarized in an e-mail at a specified interval. Enter the interval in
minutes in which events are collected before they are sent as a message.

Max. number of notifications | Here you specify how many events are combined in an e-mail. This determines how many mails
per mail are sent at the end of each aggregation interval. At the same time, this limits the maximum size
of the e-mail.

@ If necessary, observe any spam guidelines of the recipient.

Omit Mails Without This option allows you to prevent sending mails that do not contain any or new notifications.
Notifications

In the Instant notifications editing window you can modify the following items:

Input box Description

Max. number of mails per | In the occurrence of an event of a type flagged for Instant notification, an e-mail is sent to the
hour recipient immediately. Depending on the settings in the Notification Types section and the events
that occur, large numbers of e-mails could be sent in a short time. This could lead to them being
blocked if provider policies at the receiving end are infringed. To avoid this, you can use this item
to limit the number of instant notifications sent per hour.

@ All instant notifications are also sent in the next aggregated e-mail.

In the Notification types editing window you can modify the following items:

Input box Description

Filter The displayed notification fields can be filtered by their name and set value.
Set for all selected All currently displayed notification fields are adjusted to the value set here. For example, to set all
notifications of the fields for IPSec to Instant, go to Filter and enter “ipsec”, and you can change all of the

IPSec-related notification fields to Instant.

Expected system restart Notification when the system is restarted as expected.

Unexpected system restart | Notification when the system is restarted unexpectedly.

HA role switch Notification when a role switch is performed in high availability mode.

Internet connection offline | Notification when disconnected from the Internet.
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Input box Description

Backup Internet connection
activated

Notification when the default Internet connection is disconnected and the backup connection takes
over.

Internet connection online

Notification when connecting to the Internet.

Default Internet connection
restored

Notification when the default Internet connection is in use again.

IPSec site-to-site tunnel
online

Notification when an IPSec site-to-site tunnel is established.

IPSec site-to-site tunnel
offline

Notification when an IPSec site-to-site tunnel is disconnected.

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

3.4.2.3 BGP Status

In the BGP Status window you can view the BGP status in three tables.

Navigate to Monitoring & Statistics > BGP Status to open a window displaying these tables.

The upper “neighbor” table contains information about the neighbors configured on the firewall:

Column Description

State

Status of the BGP session, can take the following values:

> established: BGP can communicate with the peer, status green

connect: BGP waits until the TCP connection can be established, status orange
active: BGP is waiting for a connection attempt from the peer, status orange
opensent: BGP is waiting for an OPEN message from the peer, status orange
openconfirm: BGP is waiting for KEEPALIVE or NOTIFICATION messages, status
orange.

> idle: In state idle, the router is currently not trying to set up a BGP session. Reasons
for this can be that there is no route towards the neighbor, or the neighbor refused
an earlier connection attempt, status red

VvV VvV Vv Vv

Neighbor IP

Displays the neighbor IP.

Remote AS

Displays the AS of the neighbor.

Accepted Prefix Counter

Displays the number of accepted prefixes.

Sent Prefix Counter

Displays the number of prefixes sent.

Uptime

Displays the runtime of the BGP session.

Connections Dropped

Displays the number of dropped connections.

Connections Established

Displays the number of connections established.

Opens Send

Displays the number of openings sent.

Opens Received

Displays the number of openings received.

Last Update

Displays the timestamp of the last update.

The bottom two tables are displayed when a row in the neighbor table is clicked. The tables show the routes received

from or sent to the neighbor.
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Table 2: Received Routes

Column Description

Network The network of the selected BGP neighbor for received routes.
Path The neighbor AS of the selected BGP neighbor for received routes.
Next Hop The next IP address of the selected BGP neighbor for advertised routes.

Table 3: Advertised Routes

Column Description

Network The network of the selected BGP neighbor for advertised routes.
Path The neighbor AS of the selected BGP neighbor for advertised routes.
Next Hop The next IP address of the selected BGP neighbor for advertised routes.

Click Reload to refresh the connections list in the table.

The Close button at the bottom of the editor panel allows you to shut the panel.

3.4.2.4 Connection Tracking

The Connection Tracking panel allows you to view and interact with the in-kernel connection tracking system to get
a list of all active connections on your LANCOM R&S®Unified Firewall.

Navigate to Monitoring & Statistics > Connection Tracking to open an editor panel to view all connections tracked
in the system.

The filter section allows you to narrow the list of results in the table below it. First, select one of the options in a drop-down
list or type in one of the input fields. Then, click Reload to refresh the list to show only those entries that contain the
selected option or the characters you have typed. Click 3 in the drop-down list or @ in the input field to delete the

selected option or the search string or click Reset Filter to delete all entries and display an unfiltered view of the list.

@ Filter options are AND-connected.

The table columns of the currently active connections list contain the following information:

Column Description

# Displays a consecutive number for the table row.

Protocol Displays the IP protocol type used by the connection. The type can either be TCP or
UDP.

TTL Displays the lifetime of the conntrack entry in seconds. Once this time span has elapsed,
the entry is discarded.

TCP State Displays the current state of the TCP connection. The TCP state can be as follows:
> SYN SENT
> SYN RECV

> ESTABLISHED
> FIN WAIT
> CLOSE WAIT

> LAST ACK
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Column Description

> TIME WATT

> CLOSE
> LISTEN
Source Displays the source IP address and port of the connection request.
Destination Displays the destination IP address and port of the connection request.
Packets Displays the number of packets sent in the original direction for the given connection.

In this case, original direction means from source to destination.

Bytes Displays the number of bytes sent in the original direction for the given connection. In
this case, original direction means from source to destination.

State Displays the state of the connection in the original direction. In this case, original
direction means from source to destination.The state can be one of the following:

> ASSURED
> ESTABLISHED - This connection has been established.

> EXPECTED - This is an expected connection. There have not yet been any matching
packets, but the firewall expects such packets soon.

> FIXED TIMEOUT

> INVALID-This connection does not follow the expected behavior of a connection
and is, therefore, considered invalid.

> NEW - This connection is starting.
> RELATED - This connection has already been expected.

> SEEN REPLY - The first answer packet from the destination was seen, but the
handshake has not yet been completed.

> UNREPLIED - An initial packet from the source was seen, but it has not yet been
replied.

> UNSET

> UNTRACKED - This connection is not tracked.

State (Reply) Displays the state of the connection in the reply direction. In this case, reply direction
means from destination to source. The status can be one of the following:

> ASSURED
> ESTABLISHED - This connection has been established.

> EXPECTED - This is an expected connection. There have not yet been any matching
packets, but the firewall expects such packets soon.

> FIXED TIMEOUT

> INVALID - This connection does not follow the expected behavior of a connection
and is, therefore, considered invalid.

> NEW - This connection is starting.
> RELATED - This connection has already been expected.

> SEEN_REPLY - The first answer packet from the source was seen, but the
handshake has not yet been completed.
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Column Description

> UNREPLIED - An initial packet from the source was seen, but it has not yet been
replied.

> UNSET

> UNTRACKED - This connection is not tracked.

Source (Reply)

Displays the source IP address and port expected of the return packets (usually the same
as under Destination).

Destination (Reply)

Displays the destination IP address and port expected of the return packets (usually the
same as under Source).

Packets (Reply) Displays the number of packets sent in the reply direction for the given connection. In
this case, reply direction means from destination to source.

Bytes (Reply) Displays the number of bytes sent in the reply direction for the given connection. In this
case, reply direction means from destination to source.

Mark Displays the connection mark. The mark is set by your LANCOM R&S®Unified Firewall.

Used Displays the conntrack Use field.

Click Reload to refresh the connections list in the table.

The Close button at the bottom of the editor panel allows you to shut the panel and return to the complete overview of

your entire configured network.

3.4.2.5 Executive Report

Navigate to Monitoring & Statistics > Executive Report to create a report about the current desktop configuration
and some statistics and transfer it to your computer. Alternatively, you can also send it by e-mail.

3.4.2.5.1 Current Report

By navigating to Monitoring & Statistics > Executive Report > Current Report, you can generate a report on your
current desktop configuration and various statistics, and transfer these to your computer.
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In the Executive Report window you can choose between the file formats PDF, HTML and CSV by selecting the appropriate
radio button. With the CSV format, the tables are created as individual csv files and packed together as a ZIP file for

saving. This simplifies any further processing of the data.

Executive Report

#" Modified version - changes will be preserved until you reset or log out.

Create Executive Report as ) PDF
O HTML
@ Csv

Categories

Desktop Configuration
Security Statistics

@ Flease make sure that data collection is activated in
the statistics settings.
Entries

5

Period
@ Last Week
(O Last Month

() Last Year

Reset Create Report & Save Settings

Figure 19: Executive Report — settings

In the Categories section you can configure the following elements:

Input box Description

Desktop configuration The export file contains a table with all of the configured firewall rules, including
additional information such as NAT, DMZ, IP addresses of the host objects and the
content of the description fields for the configured desktop objects and connections.

@ Desktop objects are only included if they are connected to other desktop objects.

Security statistics

@ In order for statistics to be generated, the value under Monitoring &
Statistics > Settings must at least be set to “Create Statistics” for the event
types.

Contains the statistics that are also available under the menu item Monitoring &

Statistics > Statistics > Overview, both as a graph and as a table:

Blocked connections

Blocked content

Top viewed domains

Top blocked domains

> Top traffic per source

vV V VvV Vv

If security statistics are activated, further settings are available:

> Number of entries (this setting applies to the top lists only)
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Input box

Description

> Period, definition of the period to be recorded starting with the current point in
time

Click on Create Report if you want to create and transfer the export file. Your settings are saved and a file name with
a date prefix (YYYY-MM-DD_HH-mm) is suggested. Otherwise click Reset to reset the settings to the last saved settings.
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LANCOM ROHDE&SCHWARZ @

fr—

Blocked Connections

120k

100k

0. Aug 2% Aug 24. Aug 6. Aug 8. Aug 0. Aug 1.5¢p 3.8 5.5ep 7.Sep 9.5ep 11.Sep 13.5ep 15.5p  17.5¢p

=8- Rule Set Inhound =4= Rule Set Outhound/Forward - IPS/IDS

Date Rule Set Inbound Rule Set Qutbound/Forward IPSAIDS
17. Sep 19272 29097 1559
16. Sep 48168 88978 3784
15. Sep 52570 103212 3815
14. Sep 43177 88127 3261
13. Sep 38790 70447 3052

Figure 20: Sample from an Executive Report

LA ROHDE & SCHWARE @
e
Source Action AT Destination Service RAule Settings Connectlon Settings
eth? LAN Connection _— - L] IMaPY Proscy: BAAPL Wkl b
1010.21.0:248 athll WAN Cormochon 143 TCP S Contant Fitr
Eriminmilos: Coment Fitiee
POPas Prosy: FOP3E Warteng: Contend Filter
- - =5 TCF
SMTP Prosy: SMTF
- - = TP
IMAPAS Prosy: BAAPLE
- - 33 TEP
POP3 Prosy: FOP3
- - R GR=
SMTPs Prosy: SMTFS
- - 455 TCP
HITPS Prosy: HTTRE
- - 443 TCP
HTTP Prossy: HTTP
- - 50 TCP
ethl LAN Connection - - WA HTTPS Prosy: HTTRE Wkl b :
1010.20,0:24 athll WAN Cormochon 443 TCP Smc Contunt F Har
= — Erimirmilos: Coment Fitiee
HTTP sy Wartung: Contand Filtar
— - = TCP

Figure 21: Sample from an Executive Report
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3.4.2.5.2 Mail Report

Navigate to Monitoring & Statistics > Executive Report > Mail Report to create a regular report about the current
desktop configuration and some statistics and send it via email. Unlike the Current Report, the Mail Report always
includes both the desktop configuration and the statistics.

@ The mail report uses the firewall-internal mail system. Therefore, the basic settings must be configured under
Firewall > E-mail settings so that e-mails can be sent.

Input field Description

110 A slide switch indicates whether sending a regularly generated report is currently active
(I), or inactive (0). You can change the status by clicking on the slide switch.

Attach Report as Choose one of the possible formats PDF, HTML or CSV.

Interval Specify whether the report should be sent weekly or monthly.

Start Time Specify the time for sending the report for the first time.

Mail Subject Specify your own subject for the report email.

Recipients In this list, specify all email addresses that should receive the report.

The buttons at the bottom right of the edit box depend on whether you have made changes. To apply the changes, click
Save to save the changes or Reset to discard your changes. You can click Close to close the editing window as long as
no changes have been made in it.

3.4.2.6 Hardware Monitoring

In the Hardware Monitoring edit window, you can view the current status of your LANCOM R&S®Unified Firewall.
Data on the following areas is displayed:

> System Information

> (CPU utilization

> Process list

> Network utilization
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®

Hardware Monitaring

AUTOLOGOUT ENABLED

Users must have the “Monitoring (Read/Open)” permission to view this data.

General Hard Disk CPU Load
Box Type (UF-VM) root Partition 2.54GB/3.86 GB 30
Uptime 32 days, 12:24:11 Used on root % 66 %
- 2%
RAID Status var Partition 1.53 GB/ 16.56 GB
2%
Power Ad. Status Used on var % 9% -
2%
06:14:30 AM 06:15:00 AM 06:15:30 AM 06:16:00 AM 06:16:30 AM
Memory CPU
RAM 1.84GB/3.84GB No. Of CPUs 4
Used RAM % 48 % — Avg. Load % 2 «
Swap 8.75MB / 983.52 MB Avg. 1/5/15 Min. 0.19
Used Swap % 1%
Processes Network
Name Status CPU % IF RAM % Runtime Name Rx T Total
pserve3 sleeping 4% 2% 06:04:57
the 0.08/s 0.08/s ).0 Bls
x-websocketsd sleeping 1% 1% 28 days, 17:53:03 etno o8 B/ noels
syslog-ng sleeping 1% 1% 32 days, 12:23:46
gpMailProxyd sleeping 1% 1% 32 days, 12:23:32 eth! 396.0 B/s 1,01408B/5 1.4kB/s
gpSnmpd sleeping 1% 1% 32 days, 12:23:27
systemd sleeping 1% 0% 32 days, 12:24:10 eth2 0.08/s 008/ 0.0 B/
systemd-journald sleeping 1% 2% 32 days, 12:24:06
dbus-daemon sleeping 1% 0% 32 days, 12:24:02
eth3 0.0B/s 0.0B/s 0.08B/s
lworker/u8:2-ext4-rsv-conve... idle 1% 0% 00:12:51
gpMsgingd sleeping 1% 0% 32 days, 12:23:54
[x} (=]

Figure 22: Monitoring & Statistics > Hardware Monitoring

Input field Description

Autologout enabled / disabled

You can use this switch to enable or disable the automatic logout of the web client.
This allows you to track the monitoring data over a longer period of time.

This disables a security function of the web client. Therefore, in this case, use
a user account to be created by you, which only has the authorization

“Monitoring (read/open)”.

Display the monitoring dialog in full screen.

3.4.2.6.1 System Information

The system information is displayed in the upper left area. Information on the following topics is displayed:
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> General: information about the firewall box type, firewall uptime, RAID status (if present), and power supply status

(if present).

> Hard Disk: Usage of the root and var partitions, each in absolute and percentage values.
> Memory: Usage of RAM and swap, each in absolute and percentage values.
> CPU: Number of available logical CPUs, average utilization of all CPUs in percent and the average CPU utilization of
the last 1, 5 and 15 minutes. The displayed utilization can also be higher than 1. In this case, more than one CPU
core is being utilized. As long as the value is below the number of CPUs, the system is not fully utilized. Values above
the number of available CPUs are displayed in red.

The average CPU utilization of the last 1 or 5 minutes is displayed in yellow if:
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> 1 min value: the average CPU utilization of the last minute is above the utilization average of the last 5 or 15
minutes.

> 5 min value: the average CPU utilization of the last 5 minutes is above the utilization average of the last 15
minutes.

3.4.2.6.2 CPU Load

The CPU load is displayed in the upper right area. Here the utilization of individual CPUs is displayed over a period of
up to 5 minutes. (For more than 10 CPUs two columns are displayed, for more than 20 CPUs the maximum of 3 columns).

If the average of the last 10 values of the utilization of a CPU is above 50%, the color of the graph of this CPU changes
to orange. If the average of the last 10 values is above 75%, the graph changes to red.

3.4.2.6.3 Processes
The processes are displayed in the lower left area. The following information is displayed for each process:

Name

Status

CPU utilization in percent
RAM utilization in percent
Process runtime

VvV VvV VvV VvV Vv

All columns can be sorted in ascending or descending order.

Additionally, the table can be filtered by process name. The filter also supports only the part of a name.

@ The list of available processes in the filter is loaded only once when opening the hardware monitoring, thus
newly starting processes are not listed.

3.4.2.6.4 Network

The network load is displayed in the lower right area. The current load of all available Ethernet ports is displayed with
the following information:

> Name

> Rx: Bytes received
> Tx: Bytes sent

> Total: Rx + Tx

Via the filter individual Ethernet ports can be filtered by name.

3.4.2.7 LLDP

Navigate to Monitoring & Statistics > LLDP to open a window to view the Link Layer Discovery Protocol (LLDP)
information that was received.

Column Description

Port ID (Local) Local interface of the firewall on which the LLDP message was received.
Chassis ID The MAC address of the neighboring device.

System Description A description of the device, e.g. operating system, version, etc.

System Capabilities Allisting of capabilities that the neighboring device has.

Port ID (Remote) Remote interface of the neighbor from which the LLDP message was sent.
Port Description Description of the remote neighbor port.

Management Address Address where more information about the neighbor can be found.
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Column Description

TTL Time To Live, duration of the validity of the neighbor information in seconds.

All columns can be sorted in ascending or descending order based on one of the columns.

3.4.2.8 Logs

Your LANCOM R&S®Unified Firewall stores records of system events, status information, errors and other communication
in a log database. Navigate to Monitoring & Statistics > Logs to view the event logs. The Logs panels display the
contents of the logs. In these logs, you can find technical details about the cause of a problem.

The logs are automatically reloaded to get the latest entries by default. You can disable the automatic reload to focus
on older entries by clicking the AUTORELOAD ON slider switch. Click Manual Reload to update the item list bar
manually. To enable automatic reload again, click the slider switch.

Use the filter options above the tables to reduce the list of results to items that include a certain search string. Toggle
the options to specify search criteria in the input fields. The Message and User filters return all results that contain the
input string. The remaining filter fields return exact matches only. The available options depend on the log type. With
filter options set, the logs are always automatically reloaded.

@ To filter the contents of a log by a customized time range, click the Time input field. A new window opens where
you can either select a predefined time range or enter a custom time range. Click Custom to open a calendar
and drop-down list for changing the date and time. Set the date and time as desired. Click Apply to save your
changes and to view the filtered log or click Cancel to discard your changes.

To view the complete logs again, click Reset, which deletes all search criteria, or click the 3 button on the right side of
a selected drop-down list entry or the ® button in the input fields.

System Log Log:
ALTDRECDRDION; * Manual Reload ‘ Export + ‘
Time = Type v
Message Service
= s
Rese
# Tim Type 2 Message
1 B nternet Unable to complete PPPGE Discovery
2 [k ] nternet Timeout waiting for PAO packets

3 [ s | b PPPoE Discovery
3 o

5 B e Unable plete PPPGE Discovery
5 [k T ng for PADO packets

7 EX e Unable to complete PPPGE Discovery

Close

Figure 23: Sample filtered system log
The Close button at the bottom of the log panels allows you to shut the log panels and return to the complete overview
of your configured network.

You can find more information regarding the event logs in the following sections.

3.4.2.8.1 Alert log

Navigate to Monitoring & Statistics > Logs > Alert Log to view the event logs for alerts and to set up display filters.
In the Alert Log editing window, you can see what traffic is blocked by your LANCOM R&S®Unified Firewall or how
traffic was transmitted through the firewall.

The column headers contain the following information:
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Table 4: Filter types

Column Description

Time Timestamp of the log entry.

Category Event category, which can be one of the following:
> Application filter

Connection blocked

Connection finished

IDPS

Mail malware

Spam

Web filter allowed

Web filter blocked

vV VvV VvV VvV VvV VOV Vv

Web malware

Message The log message itself. If necessary. the % on the right-hand side of a message performs
actions directly. For example, in the category IDPS messages about blocked services
are displayed. These messages are displayed along with the signature ID that would be
required in a rule to stop blocking this service. Exceptions can therefore be added directly
from the log.

Filtering

You can use More Filters on the input field with different search criteria and options to narrow down the results. These
filters relate to the time interval that you set under Time.

Alert Log 1o

=]

Figure 24: Alert log with applied filter

Proceed as follows to create a filter:
1. Click in the input field.
The web client displays suggested filters.

@ The available filter types, input formats and default values can be found in the Filter types table.

2. Select one of the suggested filters from the drop-down list, or enter any search text to receive further suggestions.

@ For each suggestion, you can specify whether to use this as an inclusion filter ( + / AND) or exclusion filter
(@ / AND-NOT).

After selection, the suggested filter is inserted into the input field as a search criterion.

The list of log messages is adapted to the search query. Matching log entries are highlighted.
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Repeat the above steps until you have added the desired filter criteria to your query.

@ Only entries that match all filter criteria are displayed.

To delete a filter criterion in a search query, click on 3.

You can add multiple lines to your search by clicking on + OR next to the input field. You can choose to insert a new
blank line or to copy the last created line. Each line is a separate search query, which is ORed with the other lines.

More Fillers * @Category: Connection Finished

or |[x # Category: Connection Finished | | x #Source IP: 10.106.35.202 || W [#or -

Reset

Figure 25: Combined filter query

Delete the line by clicking @I next to the line.

Filter types
Filter type  Input format ‘ Default values Subtypes
Text Free text Log entry
Domain / URI (log entries from HTTP
proxies, virus scanners and the URL /
Content Filter)
Protocol Free text ICMP, TCP, UDP
Transport protocols or protocols detected
by the Application Filter
Port Numbers from 0 to 65535 TCP / UDP source or destination port of
IPDS or firewall messages
IPv4 Valid IP address or parts Source or destination IP address of mail
thereof proxy, IDPS, application filter, or firewall
messages
Category Free text or selection fromthe | > Application filter
More Filters drop-down list | s Connection blocked
> Connection finished
> 1IDPS
> Mail malware
> Spam
> Web filter allowed
> Web filter blocked
> Web malware
Export

The log entries can be exported in PDF, HTML and CSV formats. The export takes into account the current filter settings.
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3.4.2.8.2 Audit Log

The Audit Log creates records about every configuration change made on your LANCOM R&S®Unified Firewall (e. g.
updating the VPN settings), executed actions (e. g. importing a backup) and what caused the change or action. To display
the logs, Monitoring permissions are necessary.. For more information on web client permissions, see Administrators
Settings on page 32.

In the upper area, filters can be set for the displayed rows for the respective table columns. The table columns contain
the following information:

Column ‘ Description

Time Time stamp of the log entry.

Action Event log category, which can be one of the following:

> Call - Executing a certain action (e. g. importing a backup)
> Delete - Deleting a configuration element (e. g. deleting an expired IPsec connection)
> Insert - Inserting a new configuration element (e. g. inserting a host group)

> Update — Changing a configuration element (e. g. adjusting the antivirus settings)

User Name of the user that created the entry, e. g. admin.

Message The log entry itself. The message content depends on the Action type:

> If the Action is Call, Message starts with the called endpoint.

> If the Action is Delete, Message indicates the name and the internal type of the
removed configuration element.
> |fthe Action is Tnsert, Message indicates the name and the internal type of the new

configuration element. It also contains the entire payload of the message that is used to
create the configuration element and that contains the exact used settings.

> |If the Action is Update, Message indicates the name and the internal type of the

modified configuration element. It also contains the exact changes for a specific path in
italics. The path identifies the settings of a configuration element which have been changed.

Export

To simplify the use of AddIns in the LANCOM Management Cloud, the audit log can now be exported in the appropriate
format. This allows to quickly and easily multiply the ideal configuration from one Unified Firewall to any number of
Unified Firewalls managed by the LANCOM Management Cloud (LMC). There are two options to choose from:

> Export for LMC Import: A json file is created which can later be uploaded to the LANCOM Management Cloud
using the corresponding import function.

> Copy Script to Clipboard: The AddIn function is copied to the clipboard and can then be pasted directly.
In addition, the log entries can also be exported in PDF, HTML and CSV formats.
The export takes the current filter settings into account here.

Click on =!in a line on the right to export this audit entry as an LMC function call.

3.4.2.8.3 System Log
The System Log displays a list of recent system events.

The table columns contain the following information:
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Column Description

Time Time stamp of the log entry.
Type Message type which can be one of the following:
> 0K - The service is working correctly.
> Error —An error occurred. An error message is displayed.
Service Name of the service that created the entry. The following filters are available:
> server —Firewall services, including kernel, DHCP server, DNS server, SNMP server and
Wi&#8209;Fi access point messages
> VPN — IPsec and SSL tunnels
> TInternet — NTP, DynDNS and DSL connection status
> User —Terminal login, SSH login and super user actions (sudo)
> Connections — Connections that were established successfully. These message are
only stored if Connection Finished in the Monitoring & Statistics > Settings is set to
Save Raw Data Locally.
> Pproxy — Messages regarding web and mail proxies
> Updates — All messages regarding the firewall software
> Appfilter — Application filter messages
> IDPS — IDS/IPS messages
> Alerts — Alerts related to security, irrespective of the generating engine (e. g. when
the anti virus engine detects a virus or when the IDS/IPS engine detects a thread)
@ Alerts will only be shown in the Alerts category, even if they also belong to
another category.
Example: Appfilter generates an alert. The alert will only be shown in
Alerts, butnotin Appfilter.
Message The log entry itself.

Select Alerts in the Service column to filter IDS/IPS log messages.

Tip: You can use log messages to add an IDS/IPS rule to the list of ignored rules on the Rules
tab of the IDS/IPS editor panel. Click % in the respective IDS/IPS log message. A drop-down
list opens. Select the Ignore rule entry. The IDS/IPS rule is automatically added to the list of
ignored rules on the Rules tab of the IDS/IPS editor panel. For more information, see /DS/IPS
on page 129.

Select the Show Alerts check box to display alerts regardless of the selected service on top of the displayed log messages.

@ Alerts can contain additional information about events to identify the source of an error.

Export

The log entries can be exported in PDF, HTML and CSV formats. The export takes into account the current filter settings.
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3.4.2.8.4 Creating rules from the log

You can create rules for denied access attempts directly from the alert and system logs. The alert log (Monitoring &
Statistics > Logs > Alert Log) is preferred, since you can filter directly for Connection Blocked entries.

To use this functionality, the firewall must be configured accordingly:

1. Under Monitoring & Statistics > Settings, the setting for Blocked Forwarded Traffic has to be set to Save Raw
Data Locally in order for the firewall to access the necessary data.

2. An Internet connection has to be defined if there is no data traffic between internal networks on different interfaces
of the firewall.

As soon as data traffic is blocked, entries of the “Connection Blocked” category should appear in the alert log.

On the right-hand side of each of these entries, the user can use the action menu to Create a new rule. A new dialog
is then displayed where you can define a rule (with fewer options that the Connection dialog).

Range / input field Description

Log information Information about the selected entry is listed here. Example: Data should be sent from a host
(192.168.3.3) on the internal network via the interface “eth3” using “ICMP" and sent to the
destination 192.168.5.5.

Service In the "Service" section, the user can decide whether to use a predefined or custom service
or to create a new custom service. The only services to be displayed relate to the port and
protocol corresponding to the blocked access. This example is ICMP with (port 0/No port) and
the ICMP protocol. The newly created service takes on the same port and protocol settings.
A user-defined name can be entered.

Source, Action and Destination | Any missing data for creating the desktop connection must be entered in the lower area. Here,
too, you decide whether the source and destination are existing desktop objects, or whether
new desktop objects should be created. It is also possible to connect a new object to an
existing one.

The available desktop objects include all Internet objects and desktop objects with a matching
IP address and interface. This can also apply to VPN desktop objects. Any available desktop
object that is selected by default is the one that most closely matches the interface and the
IP address. In our example, a host object with 192.168.3.3 and eth3 takes priority over a
network object with 192.168.3.0/24. If there is no suitable desktop object for selection, an
Internet object is used instead.

If you want to create a new desktop object, you are limited to one host or network object to
make creating a rule quick and easy. The interface and the IP address are preselected according
to the blocked entry. All you have to enter is a name. For the interface you can, if necessary,
choose from any of the available interfaces without restriction. The address must either match
the blocked access attempt or at least be from a network that contains its IP address, e.g.
192.168.3.0/24, 192.168.0.0/16. Depending on the selected address, a host or a network
object is created.

After selecting the source and destination you can still, if necessary, change the type of access
or the NAT by clicking on the corresponding icons, similar to the rules for a desktop connection.
Typically, the access should be source-to-destination or two-way. As NAT is usually used to
access an Internet address, NAT is always preselected in the direction of the Internet object.
If no Internet object is selected, NAT is deactivated by default.

After the rule is created, you can use the Log dialog to create further rules or you can close the dialog. If you have created
new rules, you will be asked to activate the rules after closing the Log dialog.

3.4.2.9 SNMP Settings

SNMP (Simple Network Management Protocol) is a networking protocol that is used to offer and receive status information
across a network. The participants of the SNMP-based information exchange are the SNMP manager (e. g. Nagios) and
the SNMP clients (devices such as your LANCOM R&S®Unified Firewall that are meant to be monitored by the SNMP
manager).
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The SNMP manager requests, receives and monitors information. SNMP clients respond to information requests (e. g.
“What is the current CPU load/memory usage of the device?"). Status information offered by managed devices is organized
like a tree (the so-called Management Information Base, short MIB), with each leaf being a retrievable piece of information.
Every single leave can be addressed and requested individually via its own unique numeric address. A file containing a
mapping of these numeric address snippets to meaningful names, and thereby a declaration of all information available
on a managed device, can be provided to the SNMP manager to increase human usability (e. g. 29577 . 1. 1 represents

RSCS.SystemLoad.cpuLoad).

The SNMP Settings allow you to configure the following elements:

Input field ‘ Description

1/0 A slider switch indicates whether the SNMP is active (I) or inactive (0). Click the slider switch
to change the status. SNMP is deactivated by default.
Listening IP Optional: Enter a local IP address the service will be listening on. If you retain the pre-defined

IPaddress 0.0.0. 0, requests will be accepted on all IP addresses.

Listening Port

Optional: Specify the port number the service will be listening on. The default port number is
161.

Protocol Version

From the drop-down list, select the version of the SNMP protocol you want to use. Depending
on the selected version, the following options are available. v2c is selected by default.

Community String

Only available if the selected Protocol Version is v2c: Enter the pre-shared key that every
SNMP manager/client has to use to authenticate to the SNMP service of the access zone.

Show Community String

Only available if the selected Protocol Version is v2c: Select this check box to verify the
pre-shared key.

Username

Only available if the selected Protocol Version is v3: Enter the username that every SNMP
manager/client software has to use to identify to the SNMP service of the access zone.

@ The username is created and used by the SNMP service internally.

Authentication Protocol

Only available if the selected Protocol Version is v3: From the drop-down list, select the
hashing algorithm that is used for authentication purposes. You can choose between No
Authentication, MD5 and SHA.

Authentication Password

Only available if the selected Protocol Version is v3 and if the selected Authentication
Protocol is MD5 or SHA: Enter the password you want to use for authentication. The password
must consist of at least eight characters.

Show Authentication Password

Optional and only available if the selected Protocol Version is v3 and if the selected
Authentication Protocol is MD5 or SHA: Select this check box to verify the authentication
password.

Privacy Protocol

Optional and only available if the selected Protocol Version is v3 and if the selected
Authentication Protocol is MD5 or SHA: From the drop-down list, select the hashing

algorithm that is used to encrypt the communication with the SNMP service. You can choose
between the encryption algorithms 3DES and AES. This option is setto No Encryption.

Privacy Password

Only available if the selected Protocol Version is v 3, if the selected Authentication Protocol
is MD5 or SHA and if the selected Privacy Protocol is 3DES or AES: Enter the password

thatis used to encrypt the communication with the SNMP service with the selected encryption
algorithm.
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Input field Description

Show Privacy Password Optional and only available if the selected Protocol Version is v3, if the selected
Authentication Protocol is MD5 or sHA and if the selected Privacy Protocol is 3DES or
AES: Select this check box to verify the privacy password.

Location Optional: Enter a fixed value which your LANCOM R&S®Unified Firewall retums for requests
to certain Object Identifiers (OIDs) of the standard Management Information Base (MIB):
sysLocation.

Contact Optional: Enter a fixed value which your LANCOM R&S®Unified Firewall returns for requests
to certain Object Identifiers (OIDs) of the standard Management Information Base (MIB):
sysContact.

If you have modified these settings, use the buttons at the bottom right of the editor panel allow to confirm (Save) or
to discard your changes (Reset). Otherwise, you can close the dialog (Close).

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.2.10 Statistics

The Statistics panels contain graphics and tables. You can control several aspects of the presentation and data on these
statistics.

The Statistics right is required to access the statistics and configure the settings related to them. For more information
on web client permissions, see Administrators Settings on page 32.

@ When analyzing the statistics and configuring the settings related to them, the administrator must comply with
data security regulations.

There are two ways to access the individual statistics panels:

> You can use the links in the navigation bar to navigate to the detailed statistics panels, e. g. via Monitoring &
Statistics > Statistics > Blocked Connections.

> You can click the Details link in the top right corner of one of the chart panels on the Statistics overview. The link
forwards you to the detailed statistics panel for that chart. For more information, see Overview on page 72.

Working with statistics
There are two types of statistics:

> Counters are displayed as line charts on the Blocked Connections and Blocked Content statistics panels. The
charts contain several counters each.

> Toplists provide a ranking for different events types and are displayed as a pie chart or an area chart, depending on
the selected data period. Data for the Day period is displayed as a pie chart, while data for Month and Year is

displayed as a stacked area chart.
Atabular display of the graphical data complements each statistics panel. In the case of counters, the data table always

displays the same data as the chart. Each statistics element creates a column in the data table. In the case of toplists,
the data table displays the values of the statistics elements.

The charts and tables in the statistics panels share common functions to adjust the data display and allow you to focus
on the data you are most interested in:

> Under Period in the header area of the statistics panels, you can set the desired temporal scope of the data to be
displayed. Use the buttons to toggle between the different data periods available. You can choose between Day,

Month and Year. This option is set to Day by default.
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> Toplists typically contain an input field in the header area of the panels. Use the Entries field to adjust the maximum
number of items to be displayed in the chart. This option is set to 5 by default. You can enter a different value or

use the up and down arrows in the input field to change the value.

@ Regardless of the value set for the chart, the data table always displays up to 1,000 entries.
> You can collapse and expand charts and tables by clicking the corresponding icon in the header area of a chart or
table to expand the table or hide unnecessary details. For more information, see /cons and buttons on page 26.

> Click=in the top right corner of a chart to access various export options (print view, PNG, JPEG, SVG, PDF, CSV and
XLS) for the data displayed in the chart.

@ If you use the XLS export function available for toplist charts, only the data used by that chart is exported,
taking into account the value you have selected for the maximum number of toplist items.
> Line and area charts include a legend. The legend is color-coded and can be used as a filter for the chart. Click items
in the legend below the chart to activate and deactivate them in the chart. If clicking has no effect and the legend
item remains gray, data collection for the underlying event type was disabled in the statistics settings and, therefore,
no data is available. For more information, see Statistics Settings on page 52.

> Tooltips provide details on specific points in the graphical statistics. Hover the cursor of your mouse over the chart
to see the exact values for a specific point in time.

The sections below provide further information on the data available in the statistics overview, on each detailed statistics
panel and on the settings.

3.4.2.10.1 Blocked Connections

The Blocked Connections configuration dialog allows you to configure the following elements:

Statistics Element (Event Type) Description

Rule Set Inbound (Blocked Inbound Traffic) Number of connections blocked by input rules

Rule Set Outbound/Forward (Blocked Forwarded Traffic) | Number of connections blocked by forwarding rules

IPS/IDS (IDPS Alert) Number of IDS/IPS alerts.

If the IDS/IPS mode is set to "IDS", "IPS Drop" or "IPS Reject”,
then this statistics element displays the number of dropped
packets. For more information, see /DS/IPS on page 129.

3.4.2.10.2 Blocked Content

The Blocked Content configuration dialog allows you to configure the following elements:

Statistics Element (Event Type) Description

Virus (Mail) (Malware Alert (Mail)) Number of viruses detected in e-mails

Virus (Other) (Malware Alert (HTTP and FTP)) Number of viruses detected in HTTP or FTP traffic

Spam (Spam Alert) Number of spam e-mails detected

Web Access (Web Content Blocked) Web access blocked by content filter

Appfilter (Appfilter Alert) Number of alerts regarding blocked application-specific traffic

3.4.2.10.3 Overview

Navigate to Monitoring & Statistics > Statistics > Overview to view a summary of all available statistics charts. It
can be considered a dashboard for Statistics and is intended to provide an initial answer to the most common questions
regarding the events that your LANCOM R&S®Unified Firewall can detect.
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The following special features apply only to this panel (diverging from the description of the individual statistics panels
in Statistics on page 71):

> Under Period in the header area of the statistics window, you can define the desired time span to be used for all
data displayed in charts.

> You can click the Details link in the top right corner of an individual chart panel to be forwarded to the detailed
statistics panel for the respective chart.

> The number of entries for toplist charts is set to a fixed value of 5.

3.4.2.10.4 Top Domains Accessed

The Top Domains Accessed (ganel shows the web sites that have been accessed the most by local network users, if
you enable your LANCOM R&S™ Unified Firewall to collect this data and if you activate the Web Content Allowed event
type. These statistics are used to determine whether web-browsing habits match the company policy and the goals of
the business.

3.4.2.10.5 Top Domains Blocked

The Top Domains Blocked panel shows the top websites that are blocked, if you enable your LANCOM R&S®Unified
Firewall to collect this data, by activating the Web Content Blocked event type.

3.4.2.10.6 Top Data Traffic per Source

The Top Traffic per Source panel shows the traffic volume for the top data traffic sources if you allow your LANCOM
R&S®Unified Firewall to collect this kind of data by enabling the Connection Finished event type.

3.4.2.11 Syslog Servers

Your LANCOM R&S®Unified Firewall can be used to configure multiple external syslog servers to forward log messages
generated by different message sources for reporting purposes.

Syslog messages are sent in cleartext (not encrypted) usually via port number 514 and either via the User Datagram
Protocol (UDP) or the Transmission Control Protocol (TCP) to the remote syslog server.

You can find more information regarding external syslog servers in the following sections.

3.4.2.11.1 Syslog Servers Overview

Navigate to Monitoring & Statistics > Syslog Servers to display a list of remote syslog servers that are currently
defined in the system and displayed in the item list bar.

In the expanded view, the table displays the server address of the external syslog server which consists of the IP address
and the port. For example, the server address 192.168.124.5:514 corresponds to the IP address

192.168.124.5 using the port number 514. Furthermore, the protocol type used for the transmission of the text

message is displayed. The buttons in the last column allow you to view and to adjust the settings for an existing external
syslog server, create a new syslog server based on a copy of an existing syslog server or delete a syslog server from the
system.

For more information, see /cons and buttons on page 26.

3.4.2.11.2 Syslog Servers Settings

The Syslog Servers settings allow you to specify connection details for multiple remote syslog servers to forward log
messages generated by different message sources.

Under Monitoring & Statistics > Syslog Servers, you can add a new or edit an existing remote syslog server.

The Syslog Servers configuration dialog allows you to configure the following elements:
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Input field Description

Destination IP Enter the IP address of the server.
Destination Port Specify the port number to be used by entering an integer value.
Transport Protocol From the drop-down list, select the protocol type you want to use.

The buttons at the bottom right of the editor panel depend on whether you add a new remote syslog server or edit an
existing one. For a newly configured server, click Create to add the server to the list of available remote syslog servers
or Cancel to discard your changes.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.2.12 WireGuard Status

The status of the WireGuard connections can be monitored under Monitoring & Statistics > WireGuard Status.
WireGuard does not display whether a connection has actually been established.

Column Description

Remote Address The remote address of this WireGuard connection.

@ You can filter by this column.

Keep Alive The set Keep Alive value of this WireGuard connection.

Sent Bytes sent over this connection.

Received Bytes received over this connection.

Allowed IP Addresses The configured allowed IP addresses of this WireGuard connection.

@ You can filter by this column.

3.4.3 Network
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The e Network settings allow you to organize your network by configuring interfaces, connections, WLAN, routing
policies and DHCP settings. Furthermore, you can to set up the WAN access of your LANCOM R&S®Unified Firewall by
configuring DNS settings, DynDNS accounts and QoS settings.

3.4.3.1 Connections

The Desktop Connections settings allow you to configure the network and PPP connections for your LANCOM
R&S®Unified Firewall.

3.4.3.1.1 Network Connections

The Network Connections configuration dialog allows you to configure network connections. The system offers default
connections for all available Ethernet interfaces.

You can find more information regarding the network connections in the following sections.

Network Connections Overview

Navigate to Network > Connections > Network Connections to display the list of network connections that are
currently defined in the system and displayed in the item list bar.
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In the expanded view, the first column of the table displays the Name of the network connection. The Status column
shows one of the following status indicators:

> Green — The network connection is enabled.
> Gray — The network connection is disabled.
> Red — The network connection is disconnected.

Furthermore, the Interface that the network connection is assigned to and the connection Type are displayed. The
buttons in the last column allow you to view and to adjust the settings for an existing network connection, create a new
connection based on a copy of an existing network connection or delete a network connection from the system.

For more information, see /cons and buttons on page 26.

Network Connections Settings
Use the Network Connections settings to configure custom network connections.
Under Network > Connections > Network Connections, you can add a new or edit an existing network connection.

The Network Connection panel displays the following information and allows you to configure the following elements:

Input field Description

110 A slider switch indicates whether the network connection is active (1) or inactive (0). Click the
slider switch to change the status of the connection. A new connection is active by default.

Name Enter a name for the network connection.

If you leave this field empty, the name will be generated automatically from the
selected interface and connection type.

Interface From the drop-down list, select the interface that you want to assign to the connection. You
may select an Ethernet, VLAN or bridge interface.

Type From the drop-down list, select the connection type. This option is setto Static IPv4 by
default, but you can adjust the settings to one of the other values as necessary:

> Static IPv4 — This mode is used to specify a fixed IPv4 address for the connection.

> DHCPv4 — This mode is used to assign IPv4 addresses dynamically.

> Static IPv6 — This mode is used to specify a fixed IPv6 address for the connection.

@ These connections can only be used in IPsec connections.

> DHCPv6 — This mode is used to assign IPv6 addresses dynamically.

@ These connections can only be used in IPsec connections

Once you click Create to establish the network connection, you will no longer be
able to change the connection type.

@ The elements in the Network tab depend on the selected connection type.

Used by Displays the components that use the network connection.

Status Displays the status of the network connection.
The status can be one of the following:

> up —The network connection is enabled.

> disabled - The network connection is disabled.
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Input field Description

> disconnected — The network connection is disconnected.

On the Network tab:

Input field ‘ Description

IP Addresses Assign one or multiple IP addresses to the network connection. Enter an IP address in CIDR
notation (IP address followed by a slash “/* and the number of bits set in the subnet mask,
€.9.192.168.50.1/24). Click Add to add the IP address to the list.

You can edit or delete individual entries in the list by clicking the corresponding button next
to an entry. For more information, see /cons and buttons on page 26.

If you edit an IP address, a check mark appears on the right of the entry. You have
to click the check mark before being able to save the settings of the IP address.

Click 4/ to change the order of the IP addresses in the list.

The IP address which is listed first in the list is used as the default source IP address
for NAT and for IPsec connections.

@ If an IPv6 option has been set under Type, only IPv6 values can be entered here.

Obtain Gateway Optional and only available if the selected connection Type is DHCP. Select this check box if

you want your LANCOM R&S®Unified Firewall to obtain a gateway for the connection from
the DHCP server.

Obtain DNS Server Optional and only available if the selected connection Type is DHCP. Select this check box if
you want your LANCOM R&S®Unified Firewall to obtain a DNS server for the connection.

Obtain Domain Optional and only available if the selected connection Type is DHCP. Select this check box if

you want your LANCOM R&S®Unified Firewall to obtain a domain for the connection from
the DHCP server.

Obtained via DHCP Optional and only available if the selected connection Type is DHCP.

Displays one of the following states:
> If the connection is working, the IP address is displayed.

> Connection not yet saved—A new connection is being created.

> Failed - The DHCP connection could not be established.

0On the WAN tab:
Input field ‘ Description
Set Default Gateway Optional and only available if the selected connection Type is Static. Select this check box
if you want to set a default gateway for the network connection.
@ If you select DHCP as the connection type, this check box is always enabled and
grayed out as the gateway is obtained from the DHCP server.
Default Gateway Optional and only available if the selected connection Type is Static. Enter the default
gateway for this connection.
@ If you select DHCP as the connection type, this check box is always enabled and
grayed out and displays the gateway that is obtained from the DHCP server.
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Input field Description

@ If an IPv6 option has been set under Type, only IPv6 values can be entered here.

Time Restrictions

Optional: Select this check box if you want to set a time limit for which the connection is
enabled.

Click Edit to open the Time Restriction editor panel which provides the following options:
> Set specific times and weekdays using the sliders.

> Always On — The connection is always enabled.

> Always Off — The connection is always disabled.

The buttons at the bottom right of the editor panel allow you to confirm your time limit changes

(OK) and to discard your changes (Cancel). The editor panel closes and the chosen option is
displayed on the left of the Edit button: Restricted, Always OnorAlways Off.

Multi WAN Weight

Specify how much of the Internet traffic is routed through this connection by entering a value
from 1 to 253. The higher the set value, the higher the percentage of Internet traffic routed

through the connection. Setting the same value for all connections results in equal traffic
distribution across all connections.

Desktop Object

From the drop-down list, select an Internet object that is used in firewall rules for this WAN
connection. For more information, see Internet Objects on page 109.

On the Failover tab:

Input field ‘ Description

Heartbeats

Specify how you want to test the state of the connection by adding tests.

The default settings contain a ping test with the Google server (8.8.8.8). Click Add to add
another test to the list. For more information on configuring the reachability test, see Heartbeat
Settings on page 78.

You can edit or delete individual entries in the list by clicking the corresponding button next
to an entry. For more information, see /cons and buttons on page 26.

@ If an IPv6 option has been set under Type, only IPv6 values can be entered here.

Use as backup connection

Optional: Select this check box to configure this connection as a backup Internet connection.

Backup connections

Select any backup connection you wish to assign to the connection and specify its Priority.
If the current connection fails, your LANCOM R&S®Unified Firewall switches to the available
backup connection with the highest priority. Click Add to add the backup connection to the
list.

You can edit or delete individual entries in the list by clicking the corresponding button next
to an entry. For more information, see /cons and buttons on page 26.

If you edit a backup connection, a check mark appears on the right of the entry. You
have to click the check mark before being able to save the settings of the backup
connection.

The buttons at the bottom right of the editor panel depend on whether you add a new network connection or edit an
existing one. For a newly configured connection, click Create to add it to the list of available connections or Cancel to
discard your changes. To edit an existing network connection, click Save to store the reconfigured connection or Reset
to discard your changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.
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Heartbeat Settings

The Heartbeat editor panel allows you to set up automatic heartbeat tests to check the connection state. In the editor
panel, you can configure the following elements:

Input field ‘ Description

Type From the drop-down list, select the type of reachability test you want to run:

> curl — This mode allows the HTTP request methods GET and POST. POST can be used

to pass data to be sent to the specified endpoint in JSON format.
> ping - This mode sends ping signals to the target.

> tcp_probe — This mode tests the capacity of a TCP connection.

Timeout Specify the timeout for the test in seconds.

Number of tries Set the overall number of tries to be performed.

Number of successful tries Set the number of successful tries required for a successful heartbeat.

Arguments Specify the arguments to be used in the test, e. g. IP addresses that you want to ping.

@ If you have created a backup Internet connection on the Failover tab and the automatic heartbeat test defines
the state of the connection as disconnected, your LANCOM R&SCUnified Firewall automatically switches

to the backup connection with the highest priority available.

The buttons at the bottom right of the editor panel allow you to confirm your changes to the heartbeat test (OK) and to
run the connection test manually (Test). You can also reject (Cancel) your changes to the test, close the editor panel
and return to the Network Connection editor panel. The specified test is displayed as an entry in the list under
Heartbeats on the Failover tab.

3.4.3.1.2 PPP Connections

Use the PPP Connections settings to configure existing connections using the Point-to-Point Protocol and to add new
connections.

You can find more information regarding PPP connections in the following sections.

PPP Connections Overview

Navigate to Network > Connections > PPP Connections to display a list of PPP connections that are currently defined
in the system and displayed in the item list bar.

In the expanded view, the columns of the table display the Name of the connection and the Type of the connection
and if it is Active or not. The buttons in the last column allow you to view and adjust the settings for an existing PPP
connection, create a new connection based on a copy of an existing PPP connection or delete a PPP connection from
the system.

For more information, see /cons and buttons on page 26.

PPP Connections Settings
Under Network > Connections > PPP Connections, you can add a new or edit an existing network connection.

The PPP Connections connection settings contain the following elements:

Input field Description

1/0 Asslider switch indicates whether the PPP connection is active (1) or inactive (0). Click the slider
switch to change the status of the connection. New PPP connections are activated by default.
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Input field ‘ Description

Name Enter the name of the network connection.
If you leave this field empty, the name will be generated automatically from the selected
interface and connection type.
Interface Assign an interface to the connection. You can only select a PPP interface that is not being
used by another connection.
Type From the drop-down list, select the connection type, depending on your Internet provider:
PPPOE or PPTP. Use the PPPoE mode to connect using the Point-to-Point Protocol over
Ethernet. PPPOE is typically used to share a broadband connection, such as a single DSL line
or cable modem. Use the PPTP mode to connect using the Point-to-Point Tunneling Protocol.
Once you click Create to establish the PPP connection, you will no longer be able to
change the connection type.
@ The elements in the Configuration tab depend on the selected connection type.
Used by Displays the components that use the PPP connection.
Status Displays the status of the connection (up, disconnected or disabled).
On the Configuration tab:

Input field Description

Auth. Method

Select an authentication method for the connection, depending on your Internet service
provider:

> None

> auto - Automatically selects the authentication method which best matches the Internet
service provider.

> pap-only - password authentication
> chap-only - handshake authentication

> ms-chap?2 - handshake authentication for Microsoft

Username

Enter the username required to connect to your Internet service provider.

Password

Enter the password required to connect to your Internet service provider.

PPTP Server IP

If you chose PPTP as connection type, enter the IP address of the PPTP server.

MPPE If you chose PPTP as connection type, select the Microsoft Point-to-Point Encryption key length:
> mppe-40
> mppe-56
> mppe-128
Local IP Optional: Enter your local IP address only if explicitly required by your Internet service provider.
Remote IP Optional: Enter your remote IP address only if explicitly required by your Internet service

provider.

AC Hardware Address

Optional: Enter the hardware MAC address of the Access Concentrator used by your Internet
service provider. Only do so if your Internet service provider explicitly requires this.
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Input field ‘ Description

Force disconnect Optional: Select this check box if you want to enforce a disconnect process at a specified time.
To enter the time, use the HH : MM: S S format.

Some Internet service providers force a disconnect at specific intervals (usually every 24 hours).
With this setting enabled, your LANCOM R&S®Unified Firewall disconnects at a specific time
thereby preventing the auto-disconnect from the Internet service provider. This allows you to
control when the disconnect happens.

On the WAN tab:

Input field ‘ Description

Time Restrictions Select this check box if you want to set a time limit for which the connection is enabled.
Click Edit to open the Time Restrictions editor panel which provides the following options:
> Set specific times and weekdays using the sliders.
> Always On - The connection is always enabled.
> Always Off - The connection is always disabled.

Multi WAN Weight Specify how much of the Internet traffic is routed through this connection by entering a value
from 1 to 256. The higher the set value, the higher the percentage of Internet traffic routed
through the connection. Setting the same value for all connections results in equal traffic
distribution across all connections.

Desktop Object From the drop-down list, select an Internet object that is used in firewall rules for this
connection. For more information, see Internet Objects on page 109.

On the Failover tab:

Input field ‘ Description

Heartbeats Specify how you want to test the state of the connection by adding ping tests.

The default settings contain a ping test with the Google server (8.8.8.8). Click Add to add
another test to the list. For more information on configuring the reachability test, see Heartbeat
Settings on page 80.

You can edit or delete individual entries in the list by clicking the corresponding button next
to an entry. For more information, see /cons and buttons on page 26.

Use as backup connection Select this check box to configure this connection as a backup Internet connection.

Backup connections Select any backup connection you wish to assign to the connection and specify its Priority.
If the current connection fails, your LANCOM R&S®Unified Firewall switches to the available
backup connection with the highest priority. Click Add to add the backup connection to the
list.

You can edit or delete individual entries in the list by clicking the corresponding button next
to an entry. For more information, see /cons and buttons on page 26.

Heartbeat Settings

The Heartbeats panel allows you to configure automatic heartbeat tests. The editor panel contains the following
elements:

Input field Description

Type From the drop-down list, select the type of reachability test you want to run:

> ping - This mode sends ping signals to the target.
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Input field Description

> tcp probe - This mode tests the capacity of a TCP connection.
Timeout Specify the timeout for the test in seconds.
Number of tries Set the overall number of tries to be performed.
Number of successful tries Set the number of successful tries required for a successful heartbeat.
Arguments Specify the arguments to be used in the test, e. g. IP addresses that you want to ping.

Click Test to run the connection test manually. Click OK to save your settings and to return to the Network Connection
panel.

The buttons at the bottom right of the editor panel depend on whether you add a new PPP connection or edit an existing
one. For a newly configured connection, click Create to add it to the list of available PPP connections or Cancel to
discard your changes. To edit an existing PPP connection, click Save to store the reconfigured connection or Reset to
discard your changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.1.3 WWAN Connections

The settings under WWAN Connections allow you to configure connections that use a WWAN Interface and add new
ones.

The following sections provide more detailed information about WWAN connections.

WWAN Connections Overview

Navigate to Network > Connections > WWAN Connections, to view the list of WWAN connections currently created
in the system in the item list bar.

The view first displays the Name of the connection and whether it is Active or not. The buttons in the last column allow
you to view and adjust the settings for an existing WWAN connection, create a new connection based on a copy of an
existing WWAN connection, or delete a WWAN connection from the system.

For more information, see /cons and buttons on page 26.

WWAN Connections Settings

Under Network > Connections > WWAN Connections you can add a new network connection or edit an existing
one.

The settings under WWAN Connection contain the following elements:

Input field ‘ Description

1/0 A slider switch indicates whether the WWAN connection is active (1) or inactive (0). Click the
slider switch to change the status of the connection. A new connection is active by default.

Name Enter a name for the network connection.

Interface Assign an interface to the connection. You can only select a WWAN interface that is not being
used by another connection.

Status Displays the status of the connection (up, disconnected or disabled).

Connected to Home Network Shows the roaming status of the connection or whether the connection is currently established
to the home network or not.

On the WWAN tab:
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Input field ‘ Description
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APN Stands for Access Point Name. This is what makes it possible to access the Internet in the
mobile network. The APN is a type of address that the LANCOM R&S®Unified Firewall uses
to contact the mobile network. Some common APNs of the major ISPs can be selected directly
by clicking in the empty input field. However, you can also specify your own.

Username Enter the username required to connect to your mobile service provider.

Password Enter the password required to connect to your mobile service provider.

SIM PIN Enter the PIN required to access your SIM card. To change the PIN if necessary, use the Change

PIN button at the bottom left.

If the SIM card is inserted, the PIN entered will be checked as soon as the dialog is saved. If
an incorrect PIN is entered, an error message appears below the input field indicating the
number of remaining attempts.

Since the SIM card can be changed at any time, regardless of the configuration, or can be
inserted later, this error message may also be displayed directly as soon as a connection is
opened for editing. If the PIN has been rejected once, then the device will not try to use this
PIN again during reboots or similar, in order to prevent the SIM card from being blocked.

If the SIM card is already locked, the Unlock SIM button appears at the bottom left of the
editor. Clicking on this button opens a window in which the PUK (Personal Unblocking Key)
and a new PIN must be entered instead of the old PIN.

Allow Roaming

Allow roaming if necessary.

On the WAN tab:

Input field ‘ Description

Time Restrictions

Select this check box if you want to set a time limit for which the connection is enabled.
Click Edit to open the Time Restrictions editor panel which provides the following options:
> Set specific times and weekdays using the sliders.

> Always On - The connection is always enabled.

> Always Off - The connection is always disabled.

Multi WAN Weight

Specify how much of the Internet traffic is routed through this connection by entering a value
from 1 to 256. The higher the set value, the higher the percentage of Internet traffic routed

through the connection. Setting the same value for all connections results in equal traffic
distribution across all connections.

Desktop Object

From the drop-down list, select an Internet object that is used in firewall rules for this
connection. For more information, see Internet Objects on page 109.

On the Failover tab:

Input field ‘ Description

Heartbeats

Specify how you want to test the state of the connection by adding ping tests.

The default settings contain a ping test with the Google server (8.8.8.8). Click Add to add
another test to the list. For more information on configuring the reachability test, see Heartbeat
Settings on page 83.

You can edit or delete individual entries in the list by clicking the corresponding button next
to an entry. For more information, see /cons and buttons on page 26.

Use as backup connection

Select this check box to configure this connection as a backup Internet connection.

Backup connections

Select any backup connection you wish to assign to the connection and specify its Priority.
If the current connection fails, your LANCOM R&S®Unified Firewall switches to the available
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Input field Description

backup connection with the highest priority. Click Add to add the backup connection to the
list.

You can edit or delete individual entries in the list by clicking the corresponding button next
to an entry. For more information, see /cons and buttons on page 26.

Heartbeat Settings

The Heartbeats panel allows you to configure automatic heartbeat tests. The editor panel contains the following
elements:

Input field ‘ Description

Type From the drop-down list, select the type of reachability test you want to run:

> ping - This mode sends ping signals to the target.

> tcp_probe - This mode tests the capacity of a TCP connection.

Timeout Specify the timeout for the test in seconds.

Number of tries Set the overall number of tries to be performed.

Number of successful tries Set the number of successful tries required for a successful heartbeat.

Arguments Specify the arguments to be used in the test, e. g. IP addresses that you want to ping.

Click Test to run the connection test manually. Click OK to save your settings and to return to the Network Connection
panel.

The buttons at the bottom right of the editor panel depend on whether you add a new WWAN connection or edit an
existing one. For a newly configured connection, click Create to add it to the list of available WWAN connections or
Cancel to discard your changes. To edit an existing PPP connection, click Save to store the reconfigured connection or
Reset to discard your changes. You can click Close to shut the editor panel as long as no changes have been made on
it.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.2 DHCP interfaces

Navi(gate to Network > DHCP Interfaces to configure the DHCP settings for different interfaces on your LANCOM
R&S™ Unified Firewall.

Input box ‘ Description

1/0 A slider button indicates whether the DHCP server or the DHCP relay is currently enabled (1)
or disabled (0). Click on the slider button to change the status of this option.

Mode Select whether you wish to set up a DHCP server or a DHCP relay for this interface. The
remaining fields on the screen depend on the selected operating mode.

Interface Select the interface for which you want to make settings.

DHCP server settings

Operating the DHCP server on your LANCOM R&S®Unified Firewall enables you to assign IP addresses to clients on the
network and also to transfer additional configuration parameters (gateway, DNS server, NTP server, etc.) to these clients.
Alternatively, DHCP requests can be transferred to a DHCP server in another network.

Configure the settings for the DHCP server of an interface on the following tabs:
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On tab General:

Input box Description

Network From the drop-down list, select the subnet with IP addresses that were distributed by the DHCP
server. By selecting the subnet, the input fields Range Start IP and Range End IP are automatically
filled in with the respective IP range.

Range Start IP If the pre-populated start IP address does not meet your needs, you can edit the entry to specify the
range of IP addresses to distribute to client computers.

Range End IP If the pre-populated end IP address does not meet your needs, you can edit the entry to specify the
range of IP addresses to distribute to client computers.

Gateway If the pre-populated gateway address to be passed on to the client does not meet your requirements,
you can edit the entry. The gateway's default IP address is usually the IP address of your LANCOM
R&S®Unified Firewall.

Preferred DNS server /| If your LANCOM R&S®Unified Firewall does not perform name resolution, specify DNS servers that
Alternative DNS server are on the network or on the Internet. Otherwise the clients receive the IP addresses from your
LANCOM R&S®Unified Firewall as a DNS server.

Lease Time Enter the time in minutes for a computer’s IP address to remain valid. The standard lease time is 60
minutes.
Maximum Lease Time Enter the maximum lease time in minutes.

Preferred NTP server /|Optional: Clients can use NTP servers to determine the exact time. This is especially important for
Alternative NTP server user authentication via Windows servers.

WINS server Optional: If you have a WINS server in your network, inform the clients about this using this input
field.
DNS Search Domains Enter a DNS search domain that the DNS service will use to resolve host names that are not fully

qualified domain names.
Click on @ to add the DNS search domain to the list.

You can edit or delete any entry in the list by clicking on the appropriate icon. Please refer to /cons
and buttons on page 26 for further information.

@ When you edit an entry, a checkmark will appear to the right of the entry. Click the checkmark
to accept the change.

On tab Advanced:
Input box ‘ Description
Authoritative If enabled, the firewall is considered the authoritative DHCP server, i.e. only the addresses
assigned by the firewall are valid for this network segment. This option is relevant for mobile
devices.
Prevent IP Conflicts Check this box so that the DHCP server pings an IP address to ensure that it is not in use before
assigning it to a new client.
TFTP server address Specify the IP address to the boot configuration file.
PXE filename Enter the path and file name for the boot configuration file.
Proxy configuration address Enter the URL for the proxy configuration in the browser.
Routes Use this to communicate routes, i.e. the specification of a network with the corresponding
gateway, to the clients.
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On tab Static IP Addresses:

Input box ‘ Description

MAC Address / IP Address / Host | Set a static IP address for a host on the network by entering the host's MAC address and IP
Name address. You can also enter the host name. Click on Add to add the static IP address to the
list.

You can edit or delete any entry in the list by clicking on the appropriate icon. Please refer to
Icons and buttons on page 26 for further information.

@ When you edit an entry, a checkmark will appear to the right of the entry. Click the
checkmark to accept the change.

Add from ARP Cache From the drop-down list, select the addresses you wish to add from the ARP cache.

On tab Vendor Specific Options:

Input box ‘ Description

Vendor Identifier Here you can configure manufacturer-specific options (DHCP option 43). The ID has a maximum
of 64 characters consisting of a-z, A-Z, 0-9 and _.

This is used by the LANCOM Management Cloud to distribute the LMC domain, project ID and
location to other LANCOM devices, such as access points.

Options > Name

The name of the option. This has a maximum of 64 characters consisting of a-z, A-Z, 0-9
and

> Code

Number of the option that should be sent to the DHCP client. The option number describes
the information transmitted, e.g. 43" for manufacturer-specific options.

@ You can find a list of all DHCP options in RFC 2132 — DHCP Options and BOOTP
Vendor Extensions of the Internet Engineering Task Force (IETF).

> Value
With this field you define the contents of the DHCP option.

IP addresses are specified with the usual notation for IPv4 addresses, e.g. as
“123.123.123.100", integer types are entered as normal decimal numbers, and strings
as simple text.

Multiple values in a single field are separated with commas, e.g. “123.123.123.100,
123.123.123.200". The maximum length of the field is 64 characters.

The buttons available at the bottom right of the edit box depend on whether you are adding a new DHCP interface or
editing an existing one. For a new DHCP interface, click Create to add it to the list of DHCP interfaces, or Cancel to
discard your changes. To edit an existing DHCP interface, click Save to save the changes or Reset to discard your changes.
If no changes have been made, you can click Close to close the editing window.

DHCP relay settings

A DHCP relay forwards requests to a DHCP server to another network, since DHCP requests cannot be routed.

Input box Description

DHCP Server IP Address Specify here the IP address of the server to which DHCP requests are to be forwarded.
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If you change any settings, click Save to store your changes or Reset to discard them. Then click Close to quit the editing
window.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.3 DNS settings
Navigate to Network > DNS Settings to configure the DNS settings for your LANCOM R&S®Unified Firewall.

@ The DNS server settings are usually specified by the WAN connection. You should only need to configure the
DNS server settings if you cannot obtain them over the WAN connection.

Related information is provided in the following sections.

3.4.3.3.1 General settings

Navigate to Network > DNS Settings > General Settings to configure the global DNS settings for your LANCOM
R&S™ Unified Firewall.

@ The DNS server settings are usually specified by the WAN connection. You should only need to configure the
DNS server settings if you cannot obtain them over the WAN connection.

In the General Settings editing window you can modify the following parameters:

Input box ‘ Description

Acquired Servers Listed here are the DNS servers that have been learned via DHCP and PPP connections or
similar.
DNS Servers This table allows the configuration of 1 to 2 DNS servers per zone. A zone is a specific DNS

area like "*.company.intern”. The default zone “*" is the zone that every DNS address falls
into that doesn't fall into a specifically defined zone. The setting “AUTO" is valid for the default
zone only. It cannot be used in combination with manually specified IP addresses; it must
stand alone. If set to “AUTO", the automatically learned DNS servers listed above are used.

In addition, it is possible to specify via which connection the entered servers can be reached.
For the DNS server entry with “AUTO" as the assigned server, the Acquired Servers are used.
If a connection was assigned to this entry, e.g. dsl, then all referred servers are displayed, but
only the servers that were referred via the connection “dsl” are used. If no connection is
selected for the “AUTO" entry, then all sourced servers are used.

You can sort the table according to your needs, with the exception of the default zone which
is always the last element and cannot be deleted.

Multicast-DNS-Relay Activate the multicast DNS relay here. Multicast DNS (mDNS) is an alternative to conventional
DNS for resolving host names in (small) networks. Here, rather than requesting the name
resolution from a server, a request is sent to and processed by all of the hosts that can be
reached through the multicast address. Popular implementations of mDNS are Bonjour (Apple)
and Avahi (Linux), which enable various devices (e.g. network printers) to be networked without
having to perform any configurations beforehand.

If you change any settings, click Save to store your changes or Reset to discard them. Then click Close to quit the editing
window.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.3.2 Network-specific settings

Navigate to Network > DNS Settings > Network-Specific Settings to make alternative configurations based on the
source network of DNS queries.

In the Network-Specific Settings editing window you can modify the following parameters:
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Input box Description

1/0 A slider button indicates whether this collection of settings is currently enabled (1) or disabled
(0). Click on the slider button to change this. A new collection of settings is enabled by default.

Name Give these network-specific settings a name here.

Source Networks Enter a list of the subnets for which this entry should apply.

The different collections of settings must have unique names, and the source networks
must not be used multiple times, nor may they overlap.

DNS Servers This table allows the configuration of 1 to 2 DNS servers per zone. A zone is a specific DNS
area like "*.company.intern”. Unlike with the global settings, it is not strictly necessary to set
the default zone “*". If a DNS request is received for a name that is not in one of the listed
zones, name resolution is performed using the global settings.

In addition, it is possible to specify via which connection the entered servers can be reached.

The setting “AUTO" cannot be used here, you have to use specific DNS server
addresses.

Global Settings The currently valid global settings are listed here. The table cannot be edited here and merely
serves to provide an overview when creating network-specific tables.

If you change any settings, click Save to store your changes or Reset to discard them. Then click Close to quit the editing
window.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.4 DynDNS Accounts

To connect to your LANCOM R&S®Unified Firewall from the external network, e. g. with a VPN connection, the IP address
of your device has to be recognized on the Internet. Using dynamic DNS ("DynDNS"), your LANCOM R&S®Unified Firewall
retrieves a fixed host name (e. g. yourcompany.dyndns.org) on the Internet, even if it has no fixed public IP

address. This is accomplished by sending the current IP address to a DynDNS provider that maps it to a domain name
so that the firewall is accessible using that domain name. If, for example, the IP address changes due to a DSL disconnect
forced by your Internet service provider, the IP address is re-sent to the DynDNS provider. This behavior ensures that the
dynamic DNS always points to the current IP address.

@ To set up DynDNS on your LANCOM R&S®Unified Firewall, you require a configured DynDNS account with a
DynDNS provider. For more information about dynamic DNS and to register for the dynamic DNS process, go to
www.dyndns.org.

You can find more information regarding dynamic DNS accounts in the following sections.

3.4.3.4.1 DynDNS Accounts Overview

Navigate to Network > DynDNS Accounts to display a list of DynDNS accounts that are currently defined in the system
and displayed in the item list bar.

In the expanded view, the columns of the table display the DynDNS account’s Hostname, Server Type and Status.
The buttons in the last column allow you to view and to adjust the settings for an existing DynDNS account, create a
new account based on a copy of an existing account or delete an account from the system.

For more information, see /cons and buttons on page 26.

3.4.3.4.2 DynDNS Accounts Settings

Under Network > DynDNS Accounts, you can add a new or edit an existing DynDNS account for WAN access in
general.

87


http://www.dyndns.org

LCOSFX 11.2

3 User Interface

88

The DynDNS Account configuration dialog allows you to configure the following elements:

Input field Description

1/0 A slider switch indicates whether the DynDNS account is active (I) or inactive (0). Click the
slider switch to change the status of the DynDNS account. A new DynDNS account is activated
by default.

Internet Connection From the drop-down list, select the Internet connection used by this account.

Server Type From the drop-down list of supported DynDNS services, select the type of server to be used.

Hostname DynDNS services provide a domain name entry under their authority. Consequently, a registered

host always has the suffix of the service provider (e. g. yourname . dynamicdns.org).
Enter the entire host name into this input field.

Username Enter the user name with which your account is registered with the DynDNS provider.

Password Enter the password with which your account is registered with the DynDNS provider.

Show Password Optional: Select this check box to verify the password.

Custom Server Address Optional: Enter the address of the server if your DynDNS provider requires the definition of a
different server address.

MX Record Optional: If you want to use an MX record, enter its IP address or host name.

Wildcards Optional: Select this check box to activate the use of wildcards in host names if you plan to

use subdomains of your DynDNS account (Example: * . yourname .dynamicdns.org

will resolve for any domain ending with yourname .dynamicdns.org).

The buttons at the bottom right of the editor panel depend on whether you add a new DynDNS account or edit an
existing one. For a newly configured account, click Create to add the account to the list of available DynDNS accounts
or Cancel to discard your changes. To edit an existing account, click Save to store the reconfigured account or Reset
to discard your changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.5 Interfaces

Navigate to Network > Interfaces to configure Ethernet, VLAN, Bridge, PPP and WireGuard interfaces. The item list
bar displays an overview of all interfaces, that are currently defined in the system.

3.4.3.5.1 Bond Interfaces

Use the Bond Interfaces settings to combine multiple physical Ethernet interfaces into one logical bond interface.
Depending on its mode of operation, a bond interface offers the following two advantages:

> Load balancing — A bond interface provides increased bandwidth by using all aggregated Ethernet interfaces in
parallel to transmit data.

> High availability — If one Ethernet interface fails, data can still be received and transmitted on the remaining Ethernet
interfaces.

You can add as many bond interfaces as you like as long as there are available Ethernet interfaces that are not used by
other interfaces or in any network connections.

You can find more information regarding bond interfaces in the following sections.

Bond Interfaces Overview

Navigate to Network > Interfaces > Bond Interfaces to display a list of bond interfaces that are currently defined in
the system and displayed in the item list bar.
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In the expanded view, the first column of the table displays the Name of the bond interfaces. The Status column shows
one of the following status indicators:

> Green — The bond interface is up.
> Gray — The bond interface is disabled.

Furthermore, the webclient shows the Ports (i. e. Ethernet interfaces) that are assigned to the bond interface. The buttons
in the last column allow you to view and to adjust the settings for an existing bond interface or to delete one from the
system.

For more information, see /cons and buttons on page 26.

Bond Interfaces Settings
Use the Bond Interfaces settings to configure user-defined bond interfaces.
Under Network > Interfaces > Bond Interfaces, you can add a new or edit an existing bond interface.

The Bond Interface panel displays the following information and allows you to configure the following elements:

Input field ‘ Description

1/0 A slider switch indicates whether the bond interface is active (1) or inactive (0). Click the slider
switch to change the status of the bond interface. New bond interfaces are activated by default.

Name Displays the name of the bond interface. The name is filled in automatically. Bond interfaces
are numbered in the order they are created, starting with bondo.

Hardware Address Displays the hardware address (MAC address) of the bond interface.

Used by Display the network components (e. g. connections, other interfaces, etc.) that use the bond
interface.

Mode From the drop-down list, select the mode of operation for the bond interface, specifying how

the multiple Ethernet interfaces are to be aggregated.

The option is set to ITEEE 802.1AX (LACP, Direct connection) by default,
but you can adjust the settings to the other values as necessary:

> Balance - Round-Robin (Trunk, Direct connection) —Thismode

provides load balancing and high availability. Packets are transmitted in sequential order
from the first available aggregated Ethernet interface through the last, then continuing
with the first aggregated Ethernet interface again.

> Active-Backup (Bridge) — This mode provides high availability only. Data is

transmitted and received by the active Ethernet interface (i. e. the first Ethernet interface
in the list) only as long as it is not faulty. When the first Ethernet interface fails, the next
Ethernet interface in the list is used to transmit and receive data. If the original interface
becomes available again, the connection remains on the interface which took over
communication.

> Balance - XOR (Trunk, Direct connection) — This mode provides

load balancing and high availability. Packets are transmitted on all Ethernet interfaces.
A simple algorithm (layer2+3 XOR) is applied to decide which Ethernet interface is used
to transmit the data.

> Broadcast (Trunk, Direct connection) — This mode provides high
availability only. Packets are transmitted simultaneously on all Ethernet interfaces.
> IEEE 802.1AX (LACP, Direct connection) — This mode provides load

balancing and high availability by using the LACP (Link Aggregation Control Protocol)
standard. Packets are transmitted on all Ethernet interfaces. A simple algorithm (layer2+3
XOR) is applied to decide which Ethernet interface is used to transmit the data.
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Input field Description

> Balance - TLB (Bridge) — This mode provides load balancing and high

availability. In addition to the simple selection algorithm (layer 2+3 XOR), the current load
of the Ethernet interface is taken into account when deciding which Ethernet interface is
to be used to transmit the data.

> Balance - ALB (Bridge) — This mode provides load balancing and high

availability. Data is received using ARP negotiation. In addition to the simple selection
algorithm (layer 2+3 XOR), the current load of the Ethernet interface is taken into account
when deciding which Ethernet interface is to be used to transmit the data.

Ports Add the Ethernet interfaces that you want to aggregate into one logical link by clicking the
input field. You can add as many available Ethernet interfaces as you like.

You can select only Ethernet interfaces that are not used by other interfaces or in any
network connections.

The selected Ethernet interfaces are displayed in a table at the bottom of the panel.

To delete an element from the input field, click 3 to the left of the entry.

MTU Set the maximum size of each packet (in bytes). The maximum transmission unit can be any
integer from 64 to 16384.

The buttons at the bottom right of the editor panel depend on whether you add a bond interface or edit an existing one.
For a newly configured bond interface, click Create to add it to the list of available bond interfaces or Cancel to discard
your changes. To edit an existing bond interface, click Save to save the reconfigured interface or Reset to discard your
changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.5.2 Bridge Interfaces

Use the Bridge Interfaces settings to connect two interfaces and their networks on Layer 2, forming a common broadcast
domain.

You can find more information regarding bridge interfaces in the following sections.

Bridge Interfaces Overview

Navigate to Network > Interfaces > Bridge Interfaces to display a list of bridge interfaces that are currently defined
in the system and displayed in the item list bar.

In the expanded view, the first table column displays the Name of the bridge interface. The Status column shows one
of the following status indicators:

> Green — The bridge interface is enabled.
> Orange — The bridge interface is disabled.
Furthermore, the web client shows the Ports that are assigned to the bridge interface. The buttons in the last column

allow you to view and to adjust the settings for an existing bridge interface, create a bridge interface based on a copy
of an existing bridge interface or delete a bridge interface from the system.

@ If multiple VLANSs are to be used in a Bridge Interface, it is necessary to first combine the VLANs with the Ethernet
ports in VLAN Interfaces. The VLAN Interfaces can then be entered in a Bridge Interface.

For more information, see /cons and buttons on page 26.



LCOSFX 11.2

3 User Interface

Bridge Interfaces Settings
Use the Bridge Interfaces settings to configure custom bridge interfaces.
Under Network > Interfaces > Bridge Interfaces, you can add a new or edit an existing bridge interface.

The Bridge Interface panel displays the following information and allows you to configure the following elements:

Input field ‘ Description

1/0 A slider switch indicates whether the bridge interface is active (I) or inactive (0). Click the
slider switch to change the status of the bridge interface. New bridge interfaces are activated
by default.

Name Displays the name of the bridge interface. The name is generated automatically. Bridges are

numbered in the order they are created, starting with br0.

Hardware Address Displays the hardware address of the bridge interface.

Used by Displays the network components (e. g. connections, other interfaces, etc.) that use the bridge
interface.

Ports Add the ports that the interface will bridge by clicking the input field. You can select any

number of VLAN interfaces or other bridge interfaces.
To delete an element from the input field, click 3 to the left of the entry.

The selected ports are displayed in a table at the bottom of the panel.

@ Bridges cannot be created using interfaces which are already used in another bridge.

MTU Set the maximum size of each packet (in bytes). The maximum transmission unit can be any
integer from 64 to 16384.

Spanning Tree Protocol Optional: Select this check box to enable the Spanning Tree Protocol. It is disabled by default.

Priority Only available if Spanning Tree Protocol is enabled: Set the bridge priority. Enter a multiple
of 4096 in the range of 4096 to 61440.

Hello Interval Only available if Spanning Tree Protocol is enabled: Set the hello interval (in seconds). Enter
any integer from 1 to 10.

Ports This table displays the ports selected in the bridge interface.

If Spanning Tree Protocol is enabled, the buttons on the right of each entry allow you to
configure the Priority and the Cost for the respective port, and to remove the port from the
bridge interface.

The buttons at the bottom right of the editor panel depend on whether you add a bridge interface or edit an existing
one. For a newly configured bridge interface, click Create to add it to the list of available bridge interfaces or Cancel
to discard your changes. To edit an existing bridge interface, click Save to store the reconfigured bridge or Reset to
discard your changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.5.3 Ethernet Interfaces

The physical Ethernet Interfaces receive the following default IP addresses: 192.168.X.254/24 (X being the
number of the interface, i. e. the IP address of eth0 is 192.168.0.254).

You can find more information regarding Ethernet interfaces in the following sections.
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Ethernet Interfaces Overview

Navigate to Network > Interfaces > Ethernet Interfaces to display a list of Ethernet interfaces that are currently
defined in the system and displayed in the item list bar.

In the expanded view, the first table column displays the Name of the Ethernet interface. The Status column shows one
of the following status indicators:

> Green — The Ethernet interface is up.
> Gray — The Ethernet interface is disabled.

Furthermore, the Speed of the Ethernet interface is displayed. The button in the last column allows you to view and to
adjust the settings for an existing Ethernet interface.

For more information, see /cons and buttons on page 26.

Ethernet Interfaces Settings

Under Network > Interfaces > Ethernet Interfaces, you can display more detailed information on the available
Ethernet interfaces and adjust the settings.

The Ethernet Interface panel displays the following information and allows you to configure the following elements:

Input field ‘ Description

Name Displays the name of the Ethernet interface, e. g. eth0.

Description Displays a short description of the Ethernet interface.

Hardware Address Displays the hardware address (Ethernet MAC address) of the Ethernet interface.
Used by Displays the connection that is currently using the Ethernet interface.

Status Displays the status of the Ethernet interface.

The status can be one of the following:

> up — The Etheret interface is enabled.

> disabled — The Ethernet interface is disabled.

Speed Displays the speed (e. g. in Gbit/s) of the Ethernet interface.

Duplex Displays the duplex mode of the Ethernet interface, e. g. full.

Type Displays the type of wiring connected to the interface, e. 9. twisted pair.

1/0 A slider switch indicates whether the Ethernet interface link is active (1) or inactive (0). Click

the slider switch to change the status of the Ethernet interface link.

MTU Set the maximum size of each packet (in bytes). The maximum transmission unit can be any
integer from 64 to 16384.

If you modify the settings, click Save to save your changes or Reset to discard them. Otherwise, click Close to close the
editor panel.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.5.4 PPP Interfaces
The PPP Interfaces settings allow you to create interfaces that use the point-to-point protocol.

You can find more information regarding PPP interfaces in the following sections.
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PPP Interfaces Overview

Navigate to Network > Interfaces > PPP Interfaces to display a list of PPP interfaces that are currently defined in the
system and displayed in the item list bar.

In the expanded view, the first column of the table displays the Name of the PPP interface. The Status column shows
one of the following status indicators:

> Green —The PPP interface is enabled.
> Orange — The PPP interface is disabled.

Furthermore, the Master Interface that the PPP interface is associated with is displayed. The buttons in the last column
allow you to view and to adjust the settings for an existing PPP interface, create a PPP interface based on a copy of an
existing PPP interface or delete a PPP interface from the system.

For more information, see /cons and buttons on page 26.

PPP Interfaces Settings
Use the PPP Interfaces settings to configure custom PPP interfaces.
Under Network > Interfaces > PPP Interfaces, you can add a new or edit an existing PPP interface.

The PPP Interfaces configuration dialog allows you to configure the following elements:

Input field ‘ Description

110 A slider switch indicates whether the PPP interface is active (1) or inactive (0). Click the slider
switch to change the status of the PPP interface link. New PPP interfaces are activated by
default.

Master Interface From the drop-down list, select the Ethernet, VLAN or bridge interface that the PPP interface

is associated with.

LCP Echo Interval Specify at which interval (in seconds) your LANCOM R&S®Unified Firewall sends an echo
request to the peer by entering an integer value from 1 to 1800.

LCP Echo Failure Specify the number of LCP echo failures after which the peer is considered dead by entering
an integer value from 0 to 64. If you enter 0, failures are ignored.

MTU Set the maximum size of each packet (in bytes). The maximum transmission unit can be any
integer from 64 to 16384.

MRU Specify the maximum receive unit by entering an integer value from 128 to 16384.

The buttons at the bottom right of the editor panel depend on whether you add a new PPP interface or edit an existing
one. For a newly configured PPP interface, click Create to add it to the list of available PPP interfaces or Cancel to
discard your changes. To edit an existing PPP interface, click Save to store the reconfigured interface or Reset to discard
your changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.5.5 VLAN Interfaces

The VLAN Interfaces configuration dialog allows you to configure to add custom virtual local area network (VLAN) tags
to all traffic to a given interface.

You can use this method to create “virtual interfaces” that allow you to put several logical network zones on one physical
interface. When you associate a VLAN tag with a network interface, the tag is added to all outgoing packets that are
sent through this virtual interface and stripped from the incoming packets that are received on this VLAN. You can
associate several VLANs with each network interface. Packets with different tags can be processed and associated with
the corresponding interface.

93



LCOSFX 11.2

3 User Interface

94

You can find more information regarding VLAN interfaces in the following sections.

VLAN Interfaces Overview

Navigate to Network > Interfaces > VLAN Interfaces to display a list of VLAN interfaces that are currently defined in
the system and displayed in the item list bar.

In the expanded view, the first column of the table displays the Name of the VLAN interface. The Status column shows
one of the following status indicators:

> Green — The VLAN interface is enabled.
> Orange — The VLAN interface is disabled.
Furthermore, the Master Interface that the VLAN is associated with and the VLAN Tag are displayed. The buttons in

the last column allow you to view and to adjust the settings for an existing VLAN interface, create an interface based
on a copy of an existing one or delete an interface from the system.

@ If multiple VLANSs are to be used in a Bridge Interface, it is necessary to first combine the VLANs with the Ethernet
ports in VLAN Interfaces. The VLAN Interfaces can then be entered in a Bridge Interface.

For more information, see /cons and buttons on page 26.

VLAN Interfaces Settings
Use the VLAN Interfaces settings to configure custom VLAN tags to be added to all traffic on a given interface.
Under Network > Interfaces > VLAN Interfaces, you can add a new or edit an existing VLAN interface.

The VLAN Interface panel displays the following information and allows you to configure the following elements:

Input field Description

1/0 A slider switch indicates whether the VLAN interface is active (1) or inactive (0). Click the slider

switch to change the status of the VLAN interface link. New VLAN interfaces are activated by
default.
Name Displays the name of the VLAN interface. The name is generated automatically and contains

the VLAN Tag and the underlying Master Interface.

Hardware Address For edited VLAN interfaces only: Displays the hardware address (MAC address) of the underlying
Master Interface.

Used by Displays the network components (e. g. connections, other interfaces, etc.) that use the VLAN
interface.

Master Interface For edited VLAN interfaces only: From the drop-down list, select the Ethernet or bridge interface

that the VLAN interface is associated with.

For edited VLAN interfaces only: Displays the Ethernet or bridge interface that is associated
with the VLAN interface.

VLAN Tag Enter the text content of the VLAN tag. The tag may contain any integer from 1 to 4094.

MTU Set the maximum size of each packet (in bytes). The maximum transmission unit is limited to
the MTU value of the underlying master interface.

Due to a kernel restriction, the maximum MTU value is limited by the MTU value of
the underlying interface.

The buttons at the bottom right of the editor panel depend on whether you add a new VLAN interface or edit an existing
one. For a newly configured VLAN interface, click Create to add it to the list of available VLAN interfaces or Cancel to
discard your changes. To edit an existing VLAN interface, click Save to save the reconfigured VLAN interface or Reset
to discard your changes. You can click Close to close the editor panel as long as no changes have been made on it.
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Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.5.6 WireGuard Interfaces
You can use the settings under WireGuard Interfaces to set up interfaces secured by WireGuard.

The following sections provide more detailed information about WireGuard interfaces.

WireGuard interface settings
Under Network > Interfaces > WireGuard Interfaces you can add a new WireGuard interface or edit an existing one.

In the WireGuard Interface editing window, you can view the following information and configure the following items:

Input field ‘ Description

1/0 A slide switch indicates whether the WireGuard interface is active (I) or inactive (0). You can
change the status of the WireGuard interface by clicking on the slide switch. Newly created
WireGuard interfaces are activated by default.

Name Displays the name of the WireGuard interface. The name is generated automatically according
to the scheme wg<x>.

Used by Displays the network components (e.g. connections, other interfaces, etc.) that use the
WireGuard interface.

Status Displays the current status of the WireGuard interface.

MTU Set the maximum packet size in bytes.

The buttons at the bottom right of the edit box depend on whether you are adding a new WireGuard interface or editing
an existing WireGuard interface. For a newly configured WireGuard interface, click Create to add it to the list of available
WireGuard interfaces or Cancel to discard your changes. To edit an existing WireGuard interface, click Save to save the
newly configured WireGuard interface or Reset to discard your changes. You can click Close to close the editing window
as long as no changes have been made in it.

Click # Aktivieren in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.5.7 WWAN Interfaces

You can use the settings under WWAN Interfaces to activate or deactivate any existing WWAN interface, such as a
cellular connection.

The following sections provide more detailed information on WWAN interfaces.

WWAN Interfaces Overview

Navigate to Network > Interfaces > WWAN Interfaces, to display the list of WWAN interfaces currently created in
the system in the item list bar.

The first column of the table displays the Name of the WWAN interface. The next column displays the current signal
strength.

For more information, see /cons and buttons on page 26.

WWAN Interfaces Settings

Under Network > Interfaces > WWAN Interfaces, you can enable or disable a WWAN interface and view information
about the interface.

In the WWAN Interface edit window, you can view the following information and configure the following items:
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Input field Description

1/0 A slider switch indicates whether the WWAN connection is active (1) or inactive (0). Click the
slider switch to change the status of the connection.

Name Displays the name of the WWAN interface.

IMEI The International Mobile Equipment Identity (IMEI) is a unique 15-digit serial number that
can be used to uniquely identify cell phones or comparable devices worldwide.

Used by Connection that uses this interface.

Status Status of the connection.

Signal Signal strength of the connection.

Radio Bands Radio bands used.

RSSI Received Signal Strength Indicator

RSRP Reference Signal Received Power

RSRQ Reference Signal Received Quality

SNR Signal to Noise Ratio

MTU The Maximum Transmission Unit (MTU) describes the maximum size of the user data that can

be transmitted in a single data packet.

Connected to Home Network Shows the roaming status of the connection or whether the connection is currently established
to the home network or not.

Click on Network Scan to retrieve a list of the different radio cells whose signals can be received. Generating this list
may take several minutes. The more data is being transmitted over the module at the time of the scan, the slower the
scan will be. A scan cannot be aborted and no interaction with the firewall web client is possible during the scan. Before
the start of the scan, a warning appears with the option to cancel.

To edit an existing WWAN interface, click Save to store the reconfigured connection or Reset to discard your changes.
You can click Close to shut the editor panel as long as no changes have been made on it.

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.3.6 Traffic shaping

Under Network > Traffic Shaping you can adjust the settings for your IP traffic. This approach involves more than just
assigning Quality-of-Service values. Here you define traffic groups that are used to apply rules in various ways in your
LANCOM R&S®Unified Firewall

> Via a desktop connection: This applies to all of the encrypted tunnel traffic, not taking into account any individual
types of traffic on the inside of the tunnel. The assignment to a group may be for the entire connection or only for
individual rules of the connection.

> Via an IPsec tunnel: This concerns the encrypted data traffic sent through the tunnel, without accounting for the
different types of unencrypted data in the tunnel.

> Via an app routing profile: This concerns the traffic for one of the applications set in the profile and for a desktop
connection using this profile.

The groups can be used in rules to determine how the matching traffic should be prioritized, and what bandwidth limits
and guarantees apply. For this purpose, these rules are collected for each interface in Shaping Configurations. A
shaping configuration

> applies to a specific WAN interface or the internal traffic to a route-based IPsec tunnel,
> determines which bandwidths (upload/download) are available on the selected interface or the selected tunnel, and
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> maintains a separate list of applicable shaping rules for uploads and downloads. For a traffic group, this is the priority,
guaranteed bandwidth, and maximum bandwidth. For incoming rules, these settings can also be made for a network
interface instead of a traffic group.

Wherever traffic can be assigned to a group (desktop connection, IPsec tunnel, or app routing profile), a DSCP value
(Quality of Service) can optionally be specified for outbound packets. This gives an indication to other devices along the
packet route (both inside and outside the LANCOM R&S®Unified Firewall network) how they should prioritize packets.
If nothing is specified, the corresponding IP packet header with its original value remains unchanged.

3.4.3.6.1 Shaping configurations

Navigate to Network > Traffic Shaping > Shaping Configurations to manage your shaping configurations. A shaping
configuration is used to specify the necessary framework parameters and individual shaping rules for inbound and
outbound data traffic on @ WAN interface or for the traffic in an IPsec tunnel. The shaping rules define how traffic
belonging to the different traffic groups should be prioritized for the specified interface or tunnel and the respective
direction.

Traffic that does not match any of the inbound rules has the lowest priority, and bandwidth is not guaranteed. The sum
of the guaranteed bandwidths of all rules in any transmission direction must not exceed the maximum interface bandwidth
for this transmission direction. The same applies to the maximum bandwidth specified in a rule.

In the Shaping Configuration editing window you can modify the following parameters:

Input box Description

1/0 A slider button indicates whether this shaping configuration is currently enabled (I) or disabled
(0). Click on the slider button to change this.

@ There can be only one active shaping configuration per interface or tunnel.

Interface Choose an interface.
Maximum Download Enter the maximum download bandwidth for the selected interface. This information is required
Bandwidth to correctly apply the rules for inbound traffic.

@ The currently valid unit/size (Gbps, Mbps, Kbps) for the entry is displayed on the right-hand
side of the bandwidth input box. Clicking on the current size setting opens a menu to
adjust it. Also, tapping on “g”, “m” or “k” in the input box sets the size to giga, mega or
kilo.

Maximum Upload Bandwidth | Enter the maximum upload bandwidth for the selected interface. This information is required to
correctly apply the rules for outbound traffic.

@ The currently valid unit/size (Gbps, Mbps, Kbps) for the entry is displayed on the right-hand
side of the bandwidth input box. Clicking on the current size setting opens a menu to
adjust it. Also, tapping on “g”, “m” or “k” in the input box sets the size to giga, mega or
kilo.

Inbound Rules — Define the rule set for inbound data traffic here. A single rule assigns a priority and bandwidth quota to the data
traffic of the selected traffic group. This consists of the bandwidth guaranteed to a traffic group, and the maximum permitted
bandwidth.

Traffic Group / Interface Select the traffic group or interface to which this rule should apply. Selectable interface types are
Ethernet, VLAN, Bridge and Bond.

Priority A small number (1) corresponds to a high priority, a high number (7) to a low priority.

Multiple rules can have the same priority. In this case, the sharing of the transmission
capacity is “fair”.

Guaranteed Bandwidth Guaranteed bandwidth for this traffic group.
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Input box Description

@ The currently valid unit/size (Gbps, Mbps, Kbps) for the entry is displayed on the right-hand
side of the bandwidth input box. Clicking on the current size setting opens a menu to

adjust it. Also, tapping on “g”, “m” or “k" in the input box sets the size to giga, mega or
kilo.

Maximum Bandwidth Maximum bandwidth for this traffic group.

@ The currently valid unit/size (Gbps, Mbps, Kbps) for the entry is displayed on the right-hand
side of the bandwidth input box. Clicking on the current size setting opens a menu to

adjust it. Also, tapping on “g”, “m” or “k” in the input box sets the size to giga, mega or
kilo.

Outbound Rules — Define the rule set for outbound data traffic here

Traffic Group / Interface Select the traffic group or interface to which this rule should apply. Selectable interface types are
Ethernet, VLAN, Bridge and Bond.

Priority A small number (1) corresponds to a high priority, a high number (7) to a low priority. Only one
shaping configuration can be active per interface at any time. Traffic that does not match any of
the outbound rules has the lowest priority, and bandwidth is not guaranteed. The sum of the
guaranteed bandwidths of all rules in any transmission direction must not exceed the maximum
interface bandwidth for this transmission direction. The same applies to the maximum bandwidth
specified in a rule.

@ Multiple rules can have the same priority. In this case, the sharing of the transmission
capacity is “fair”.

Guaranteed Bandwidth Guaranteed bandwidth for this traffic group.

@ The currently valid unit/size (Gbps, Mbps, Kbps) for the entry is displayed on the right-hand
side of the bandwidth input box. Clicking on the current size setting opens a menu to

adjust it. Also, tapping on “g”, “m” or “k" in the input box sets the size to giga, mega or
kilo.

Maximum Bandwidth Maximum bandwidth for this traffic group.

@ The currently valid unit/size (Gbps, Mbps, Kbps) for the entry is displayed on the right-hand
side of the bandwidth input box. Clicking on the current size setting opens a menu to

adjust it. Also, tapping on “g”, “m” or “k” in the input box sets the size to giga, mega or
kilo.

If you change any settings, click Save to store your changes or Reset to discard them. Then click Close to quit the editing
window.

3.4.3.6.2 Traffic groups

Navigate to Network > Traffic Shaping > Traffic Groups to display and manage the list of traffic groups currently in
the system. Data traffic can be assigned to these traffic groups in different ways, i.e. desktop connection, IPsec connection,
app routing profile, DSCP value.

Use the buttons in the last column to view and modify the settings for traffic groups or to delete a traffic group from the
system. Click on the @ button to configure a new traffic group. An editing window opens that you can use to adjust the

settings for a traffic group.

In the Traffic Group editing window you can modify the following parameters:

Input box Description

Name The name of this traffic group. You can enter up to 7 traffic groups.
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Input box Description

Incoming DSCP From the list, select an optional DSCP value for inbound data traffic. Traffic that has been marked
accordingly outside the Unified Firewall is assigned to the current traffic group in the Unified
Firewall. The list contains the designations from the relevant RFCs (e.g. “A41") and the group (e.g.
“Multimedia conferencing”). Also, the value is numerically represented in various bases (binary,
hexadecimal, and decimal). You can search the list according to these representations so that you
can quickly find the desired value regardless of the individually preferred representation.

If you change any settings, click Save to store your changes or Reset to discard them. Then click Close to quit the editing
window.

Traffic group assignment and DSCP values for outbound traffic

At various points, data traffic can be assigned to a traffic group and a DSCP value can be specified, which is then used
to tag the corresponding packets before they are forwarded by the LANCOM R&S®Unified Firewall. Specifying these is
always optional. Specifying a traffic group allows the related data traffic to be prioritized using a shaping configuration.
The value in the field Outgoing DSCP allows other devices in the network to classify the related packets and to handle
them in the configured manner.

Desktop connections

These settings affect the data traffic relating to the desktop connection that is being edited. The setting options for
desktop connections behave like those for NAT settings: They can be made both for the entire desktop connection and
for individual rules within this connection. The settings in both those cases are made via the Traffic Shaping tab (either
at the connection or rule level). In the rule list, the checkboxes in the second column (TS) can be used to see and adjust
whether the settings on the connection level should be used or not.

On the Traffic Shaping tab you can configure the traffic shaping settings for the traffic on the selected connection:

Input box ‘ Description

Traffic Group Optionally select the name of a traffic group. This applies the rules defined for this group to
traffic on this connection. See also Traffic shaping on page 96.

@ If it is a route-based IPsec tunnel, traffic within a tunnel can be prioritized using a
custom shaping configuration.

Outgoing DSCP From the list, select an optional DSCP value for outbound data traffic. The list contains the
designations from the relevant RFCs (e.g. “CS0") and the group (e.g. “Default”). Also, the
value is numerically represented in various bases (binary, hexadecimal, and decimal). The list
can be searched according to these representations, so that you can quickly find the desired
value regardless of your preferred representation.

These settings for the connection can then be used in a firewall rule or overwritten there by service-specific settings.

The tab for the settings under Traffic Shaping has the following options:

Input box Description

Traffic Shaping Choose from the following options:

> Use Connection Settings — This setting applies the traffic shaping settings made on
connection level. See Desktop connection settings on page 105.

> Use Service Specific Settings — This setting allows you to adjust the settings for traffic
shaping for each service. The settings described below are displayed for this purpose.

Traffic Group Optionally select the name of a traffic group. This applies the rules defined for this group to
traffic on this connection. See also Traffic shaping on page 96.
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Input box ‘ Description

@ If it is a route-based IPsec tunnel, traffic within a tunnel can be prioritized using a
custom shaping configuration.

Outgoing DSCP From the list, select an optional DSCP value for outbound data traffic. The list contains the
designations from the relevant RFCs (e.g. “CS0") and the group (e.g. “Default”). Also, the
value is numerically represented in various bases (binary, hexadecimal, and decimal). The list
can be searched according to these representations, so that you can quickly find the desired
value regardless of your preferred representation.

IPsec connections and templates

Under VPN > IPsec > Connections or VPN > IPsec > Templates you can use the traffic shaping rules for IPsec
connections or IPsec connection templates.

In the Traffic Shaping tab you modify the following fields:

Input box ‘ Description

Traffic Group Optionally select the name of a traffic group. This applies the rules defined for this group to
traffic on this connection. See also Traffic shaping on page 96.

@ If it is a route-based IPsec tunnel, traffic within a tunnel can be prioritized using a
custom shaping configuration.

Outgoing DSCP From the list, select an optional DSCP value for outbound data traffic. The list contains the
designations from the relevant RFCs (e.g. “CS0") and the group (e.g. "Default”). Also, the
value is numerically represented in various bases (binary, hexadecimal, and decimal). The list
can be searched according to these representations, so that you can quickly find the desired
value regardless of your preferred representation.

App routing profiles

This item contains the settings not on a separate tab, but directly at the top level of the editor for an app routing profile
under UTM > Application Management > Routing Profiles.

Input box ‘ Description

Traffic Group Optionally select the name of a traffic group. This means that the rules defined for this group
are applied to the traffic that the application filter has assigned to the rules that were selected
in the routing profile. The data traffic must first also correspond to the desktop connection
that uses the edited app routing profile. See also Traffic shaping on page 96.

Outgoing DSCP From the list, select an optional DSCP value for outbound data traffic. The list contains the
designations from the relevant RFCs (e.g. “CS0”) and the group (e.g. "Default”). Also, the
value is numerically represented in various bases (binary, hexadecimal, and decimal). The list
can be searched according to these representations, so that you can quickly find the desired
value regardless of your preferred representation.

3.4.3.7 Routing
Use the Routing settings to configure the Border Gateway Protocol (BGP), routing tables and routing rules.

The routing settings allow you to define custom routes that are used to reach devices on a given destination network.
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@ Routes between network objects are created automatically and hidden. You should not normally need to create
routes unless you have an upstream router that requires special routes. To influence traffic between network
objects, create a firewall rule as described under Firewall Rule Settings on page 28.

3.4.3.7.1 BGP

The Border Gateway Protocol (BGP) is a dynamic path-vector routing protocol that is used to exchange routing information
between autonomous systems (AS).

BGP is typically used for transmitting routing information between different ASs in the Internet (eBGP), or for transmitting
information learned from eBGP within an AS (iBGP).

BGP Settings
Under Network > Routing > BGP you can configure the BGP settings of the firewall.

In the BGP editing window you can configure the following elements:

Input field Description

1/0 A slider button indicates whether routing via BGP is currently enabled (1) or disabled (0). Click
on the slider button to change this.

Own Name The own name is displayed.
Domain The own domain is displayed.
AS Number Enter your own AS number here.
Neighbors > Name - Enter the name of the BGP neighbor.
> Address — Enter the IP address of the BGP neighbor.
> AS Number — Enter the AS number of the BGP neighbor.
> Password — Enter the password / shared key for authentication with the BGP neighbor.
> R. Table — Specify the optional destination routing table for the BGP peer. If set to 0 or

left empty, the globally configured destination routing table will be used. Other valid
values are 254 or the range from 512 to 65535.

Click ® on the right to add your entry to the list of BGP neighbors.

Multihop Peers Set the max. number of hops over which a peer can be reached. Possible values: 0 to 255 (at
0 only directly connected peers are considered).

Redistribute Connected Routes | Specify here whether the networks configured on the firewall should be distributed to all BGP

neighbors.
Redistribute Static Routes Specify here whether the networks configured below should be distributed to all BGP neighbors.
Routes Specify here the networks to be announced via BGP.

Click ® on the right to add your entry to the list of routes.

Target Routing Table Routing table into which the learned routing entries are to be written. Possible values: 254
(Main table) or 512 to 65535 (user-defined tables).

If you change any settings, click Save to store your changes or Reset to discard them. Then click Close to quit the editing
window.

3.4.3.7.2 Routing Rules

Routing rules specify which packets are managed by which routing table. This allows for more differentiated routing as
routing rules include more fields of the IP header in the routing decision, whereas routing tables only consider the
destination IP address.
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Routing Rules Overview

Navigate to Network > Routing > Routing Rules to display the list of routing rules that are currently defined on the
system.

The plus button © above the filter settings allows you to add new routing rules.

The Filter Settings allow you to narrow down the list of results in the table to display only entries that include a certain
search string. You can filter the contents by selecting the required options from the drop-down list and/or entering search
strings in the respective input fields. Click Apply to make use of the selected filter options. The list of routing rules is
adjusted to reflect your filter results. Click Reset to delete the selected filter options and display an unfiltered view of
the list of routing rules.

The table columns of the routing rules list display the priority of the routing rule, the selectors that can be used to define
which traffic should be routed where and whether it is a system rule or not. The buttons in the last column allow you to
view and adjust the settings of a routing rule or to delete a rule from the system.

For more information, see Icons and buttons on page 26.

@ System routing rules cannot be modified or deleted.

To close the Routing Rules panel, click 3 in the upper right corer of the panel.

Routing Rules Settings
Under Network > Routing > Routing Rules, you can add a new or edit an existing routing rule.

The Routing Rule configuration dialog allows you to configure the following elements:

Input field ‘ Description

Priority Set the priority of the routing rule by entering an integer value from 64 to 32767 for custom

rules.

The rules are sorted by priority in ascending order. This means the system runs through the
rules list starting with the system rule with priority 0 until all selectors in a rule match the

packet. The action of this rule is then carried out.

Source Subnet Optional: Enter the IP address of the source subnet in CIDR notation (IP address followed by
a slash “/" and the number of bits set in the subnet mask, e. g. 192.168.50.0/24).

Destination Subnet Optional: Enter the IP address of the destination subnet in CIDR notation (IP address followed
by a slash “/" and the number of bits set in the subnet mask, e. 9. 192.168.50.0/24).

Input Interface Optional: Select one of the interfaces defined on your LANCOM R&S®Unified Firewall as the
input interface.

Output Interface Optional: Select one of the interfaces defined on your LANCOM R&S®Unified Firewall as the
output interface.

TOS Optional: Specify the Type of Service value by entering a hexadecimal number from 0 to FF.

Action Specify the rule action:

> Goto — Enter the Priority of another routing rule. If a packet matches the selectors in the
rule, it goes to the rule with the specified goto priority.

> Table — Enter the number of a routing table. If a packet matches the selectors in the rule,
it runs through the specified routing table. If one of the routes in the table matches the
packet, it is routed accordingly. Otherwise, the packet continues to run through the routing
rules list.

This parameter is displayed in the Action Parameter table column of the routing rules list
(for more information, see Routing Rules Overview on page 102).
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(D If you specify none of the selectors, the entire traffic matches the rule.

The buttons at the bottom right of the editor panel depend on whether you add a new routing rule or edit an existing
one. For a newly configured routing rule, click Create to add the rule to the list of available routing rules or Cancel to
reject the creation of the new rule. To edit an existing rule, click Save to store the reconfigured rule or Reset to discard
your changes. You can click Close to shut the editor panel as long as no changes have been made on it.

3.4.3.7.3 Routing Tables
Routing tables route packets through the network based on the destination IP address.

You can find more information regarding routing tables in the following sections.

Routing Tables Overview

Navigate to Network > Routing > Routing Tables to display the list of routing tables that are currently defined in the
system and displayed in the item list bar.

Clear the Show configurable tables only check box to display all tables on the system. Otherwise, only tables that
can be edited are displayed.

The following tables are preset on the system:

> Table 254 is the main routing table. You can add custom routes to this table. The entries are then adopted for all
existing routing tables.

> Table 255 contains local routes for all configured interfaces.
> Tables 1 to 63 are reserved for the management of the Internet connections.

> Tables 64 to 250 are reserved for routes with a source address and appear with a source IP address during the set-up
of routes.

> Table 293 is reserved for the transparent proxy.

In the expanded view, the columns of the table display the name of the routing table. The buttons in the last column
allow you to view and adjust the settings of a routing table or to delete a table from the system.

For more information, see /cons and buttons on page 26.

Routing Tables Settings
The Routing Tables settings allow you to add a new or edit existing routing tables.

The Routing Table configuration dialog allows you to configure the following elements:

Input field ‘ Description

Table Number Enter an ID for the routing table. Custom routing tables receive the ID 512 or higher. You

must configure routing rules pointing to custom routing tables, otherwise those tables are not
used (see Routing Rules on page 101).

Routes This table displays the custom routes that are specified in the routing table. Click Add to open
the Edit Route panel and define a new route. You can edit or delete individual entries in the
list by clicking the corresponding button next to an entry.

The Edit Route configuration dialog allows you to configure the following elements:

Input field Description

Destination Enter the IP address of the destination network in CIDR notation (IP address followed by a
slash “/" and the number of bits set in the subnet mask, e. g. 192.168.50.0/24).

Interface Select an interface for the route.
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Input field Description

Gateway Enter an IP address as the gateway for this route. Traffic from the source zone to the destination
network will be routed using this gateway (rather than the standard gateway).

Type Select the address type from the drop-down list.
Preferred Source Only packets with the selected sender address will be routed.
Metric Define the costs for the route. The value entered here concerns routing protocols. A higher

metric means the route is considered costly and is less likely to be chosen.

Click OK to save your routing settings and to return to the Routing Table panel.

The buttons at the bottom right of the editor panel depend on whether you add a new routing table or edit an existing
one. For a newly configured routing table, click Create to add the table to the list of available routing tables or Cancel
to discard your changes. To edit an existing routing table, click Save to store the reconfigured table or Reset to discard
your changes. You can click Close to shut the editor panel as long as no changes have been made on it.

3.4.3.7.4 LLDP

LLDP (Link Layer Discovery Protocol) is used to exchange information such as interface MAC addresses or system
descriptions with directly connected neighbor devices. Each interface sends and receives information separately. For
example, the local interface eth1 only sends information about itself to neighbors to which the local device on this
interface is connected. The same applies to receiving. Information is exchanged only with immediate neighbors and can
be used to assist in cabling devices, for example.

The following sections provide more detailed information about LLDP.

LLDP settings
Under Network > LLDP > LLDP Settings you can configure the following items:

Input field ‘ Description

1/0 A slide switch indicates whether the LLDP service is currently active (1), or inactive (0). You can
change the status by clicking on the slide switch.

Interface Activate for each existing interface whether LLDP data should be sent or received separately.
You can also set this for all interfaces simultaneously in the table header.

Note that when you send, various information about the firewall is sent: Serial number,
vendor ID, hardware type, version, and management IP of the firewall.

The buttons at the bottom right of the edit box depend on whether you have made changes. To apply the changes, click
Save to save the changes or Reset to discard your changes. You can click Close to close the editing window as long as
no changes have been made in it.

3.4.4 Desktop
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The "1 Desktop settings display a list of all available services and the firewall rules defined in the system.

3.4.4.1 Desktop Connections

Navigate to Desktop > Desktop Connections to display and edit the connections between various desktop objects
that are defined on the system.
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3.4.4.1.1 Desktop Connections Overview

In the expanded view, the columns of the table display the nodes of the desktop connection. The buttons in the last
column allow you to view and to adjust the settings for an existing desktop connection, create a connection based on
a copy of an existing desktop connection or delete a connection from the system.

For more information, see /cons and buttons on page 26.

@ Copied desktop connections are always set up between the same nodes as the original.

3.4.4.1.2 Desktop connection settings

Editing a desktop connection opens the Connection window. Under Description you can enter additional information
about the connection for internal use.

0On the Rules tab you can adjust the rule set for the related connection. For more information about creating firewall
rules see the section Firewall Rule Settings on page 28. In addition to the settings described there, you can use the
check mark above Connection NAT in the first column to control whether you use the connection settings on the NAT
tab described below or use service-specific settings. The latter are located by the firewall rules on the Advanced tab.
See also Creating a firewall rule on page 29.

Using the NAT tab it is possible to configure SNAT and DNAT for entire networks. The settings correspond to those for
individual services except for the destination port, which is omitted from the NAT settings for the connection.

Input box Description

NAT / Masquerading Specify the desired direction for NAT/masquerading (bidirectional, left-to-right, or
right-to-left), or disable the function for that rule (Off) by selecting the appropriate radio
button. The default setting depends on the source and destination objects selected for the
connection.

NAT Source IP Optional: If you have multiple outgoing IP addresses, specify the IP address to use for the
source NAT. If no IP address is specified, the system automatically selects the main IP address
of the outgoing interface.

If a connected object is a network, you can also enter a network here, provided that
it has the same size as the object’s network.

Enable DNAT If a single host or network object is the destination, you can mark this check box to activate
DNAT.
External IP address Optional: Enter the destination IP address of the data being processed. DNAT is applied to

this data traffic only. This IP address has to be one of the IP addresses of the firewall.

If a connected object is a network, you can also enter a network here, provided that
it has the same size as the object’s network.

Destination IP address Optional: Enter the destination IP address of the data being processed.

On the URL / Content Filter tab you can configure the URL/content filter for the related connection.

Input box ‘ Description

Block all by default Any requests are blocked unless the request is explicitly unblocked by an enabled whitelist.
Content filters and blacklist entries have no function and are therefore grayed out.

Web Filter Mode You have the choice between the following modes:

> Proxy — Default mode for the URL / Content Filter.

> DNS - Operate URL/ Content Filter based on DNS. This means that DNS queries passing
through the DNS server of the LANCOM R&S®Unified Firewall are classified and filtered
according to their categories or configured blacklists and whitelists. The same profiles are
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Input box Description

used as for URL / Content Filter via the HTTP / HTTPS proxy. For the use of the DNS filter
also for HTTPS connections no installation of certificates on the client devices is necessary.

However, this also results in the following limitations:

> Filtering is done on the domain, not on the URL.
> No block page is displayed and it is not possible to use the override mode.
> Filtering is performed only when the DNS request passes through the firewall.

> Proxy and DNS — A combination of the above modes.

Name Shows the name of the URL/content filter.

URL Filter Black/White Add the URLs of the respective filters to the blacklist or whitelist by clicking on the relevant
checkboxes.

Content Filter Select content filters by checking the respective boxes.

Schedule Indicates whether the filter is always on, always off, or active when scheduled.

To modify the schedule, clicking on the entry.

On the Traffic Shaping tab you can configure the traffic shaping settings for the traffic on the selected connection:

Input box ‘ Description

Traffic Group Optionally select the name of a traffic group. This applies the rules defined for this group to
traffic on this connection. See also Traffic shaping on page 96.

If it is a route-based IPsec tunnel, traffic within a tunnel can be prioritized using a
custom shaping configuration.

Outgoing DSCP From the list, select an optional DSCP value for outbound data traffic. The list contains the
designations from the relevant RFCs (e.g. “CS0”) and the group (e.g. "Default”). Also, the
value is numerically represented in various bases (binary, hexadecimal, and decimal). The list
can be searched according to these representations, so that you can quickly find the desired
value regardless of your preferred representation.

If you use application filters (see Application Management on page 125), you can activate or deactivate these for the
selected desktop connection. In the Application Filter tab you set the Mode of the application filter to Blacklist or
Whitelists or deactivate the application filter for each selected profile by selecting the corresponding option button. On
the Application Based Routing tab you can add any configured Routing Profiles.

If you change any settings, click Save to store your changes or Reset to discard them. Then click Close to quit the editing
window.

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

For more information on URL, content and application filters, see URL/Content Filter on page 136 and Application
Management on page 125.

3.4.4.2 Desktop Objects

Use the Desktop Objects settings to organize your network by setting up single and group objects for hosts, users,
networks, VPN and IP ranges. The created objects are displayed as nodes on the desktop and can be used as sources
and/or destinations in connections to apply firewall rules.

The item list bar displays an overview of all desktop objects, subdivided into types of desktop objects, that are currently
defined on the system. When you click an entry in the item list bar, the nodes of all desktop objects that this desktop
tag is assigned to are highlighted on the desktop.

To create a desktop object, click the @ button at the top of the respective section in the item list bar. Alternatively, click
the respective desktop object icon in the toolbar at the top of the desktop.
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For more information, see /cons and buttons on page 26.

The sections below provide further information on the various types of desktop objects.

3.4.4.2.1 Host/Network Groups

Create desktop objects for host and network groups that can be used to create connections between multiple hosts or
networks and other desktop objects (such as VPN objects, etc.). Host and network groups can be used as sources and/or
destinations to apply firewall rules and web filters to multiple computers.

Host/Network Groups Overview

Navigate to Desktop > Desktop Objects > Host/Network Groups to display the list of host and network group objects
that are currently defined in the system and displayed in the item list bar.

In the expanded view, the first table column displays the Name of the host or network group object. The buttons in the
last column allow you to view and to adjust the settings for an existing host or network group object, create an object
based on a copy of an existing object or delete an object from the system.

For more information, see /cons and buttons on page 26.

Host/Network Groups Settings

The Host / Network Group settings allow you to configure the following elements:

Input field Description

Name Specify a name for the host or network group object.
Description Optional: Enter additional information on the host or network group object for internal use.
Tags Optional: From the drop-down list, select the desktop tags that you want to assign to the host

or network group object. For more information, see Desktop Tags on page 118.

Color Select the color to be used for this object on the desktop.

Exempt From IDS/IPS Scanning | Excludes this group object from IDS/IPS scanning.

Exempt From Anti Virus Scanning | Excludes this group object from anti virus scanning.

Hosts / Networks Specify the hosts or networks that you want to add to the host or network group object. Define
the Name, whether login is allowed, the Interface, and the IP address of the host or network.
Alternatively, select an already created host or network object under Desktop Object/Name.
Changes to these referenced desktop objects are automatically applied to this host group
when the rules are activated. Editing the existing host or network object from this dialog is
only possible once it has been added to the list. In the info area, referenced objects are marked
with a &, so they can also be edited directly from there.

Click Add to add a host or network to the list.

You can edit or delete individual entries in the list by clicking the corresponding button next
to an entry. For more information, see /cons and buttons on page 26.

@ If you edit an entry, a check box appears on the right of the entry. Activate the check
box to apply your changes.

@ If a group member is implicitly excluded from being checked by a UTM feature, a
icon appears to the right of the IP address. Clicking on this then opens a small popover
with an explanation as well as a list of the UTM features from which the group member
is excluded and from which parent objects this setting was inherited.

The buttons at the bottom right of the editor panel depend on whether you add a new host or network group object or
edit an existing object. For a newly configured object, click Create to add the object to the list of available host and
network groups or Cancel to discard your changes. To edit an existing object, click Save to store the reconfigured object
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or Reset to discard your changes. You can click Close to shut the editor panel as long as no changes have been made
on it.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.2.2 Hosts

Create a host object that can be used to create connections between the host and other desktop objects (such as VPN
objects etc.). A host (for example a printer or a VolP phone) can be assigned a dedicated IP address so that firewall rules
can be specifically applied to it. For more information on creating firewall rules, see Firewall Rule Settings on page 28.

Hosts Overview

Navigate to Desktop > Desktop Objects > Hosts to display the list of host objects that are currently defined in the
system and displayed in the item list bar.

In the expanded view, the columns of the table display the Name and the IP of the host object and to which interface
it is connected. The buttons in the last column allow you to view and to adjust the settings for an existing host object,
create an object based on a copy of an existing host object or delete an object from the system.

For more information, see /cons and buttons on page 26.

Hosts Settings

The Host configuration dialog allows you to configure the following elements:

Input field ‘ Description

Name Specify a name for the host object.

Description Optional: Enter more information on how to use the host object internally.

Tags Optional: From the drop-down list, select the desktop tags that you want to assign to the host
object. For more information, see Desktop Tags on page 118.

Color Select the color to be used for this object on the desktop.

Allow login Select this check box to allow users to log in to your LANCOM R&S®Unified Firewall using the

IP address range of this host object. This allows your LANCOM R&S®Unified Firewall to apply
user-specific firewall rules to the user currently logged on.

Icon Select an icon to represent the host on the desktop.
Interface Select an interface that the host is connected to.
Host Enter the IP address of the host object.

Exempt From IDS/IPS Scanning | Excludes this host object from IDS/IPS scanning.

@ An object can also already be implicitly excluded from the check. This is the case if
it is located in a network area that has already been explicitly excluded from the
check by a parent object. In this case, a corresponding note appears below the
checkbox, which also lists the names of the objects from which the setting was
“inherited”.

Exempt From Anti Virus Scanning | Excludes this host object from anti virus scanning.

@ An object can also already be implicitly excluded from the check. This is the case if
it is located in a network area that has already been explicitly excluded from the
check by a parent object. In this case, a corresponding note appears below the
checkbox, which also lists the names of the objects from which the setting was
“inherited”.
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The buttons at the bottom right of the editor panel depend on whether you add a new host object or edit an existing
object. For a newly configured object, click Create to add the object to the list of available host objects or Cancel to
discard your changes. To edit an existing object, click Save to store the reconfigured object or Reset to discard your
changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.2.3 Internet Objects

Create Internet objects for your Internet connections. Internet objects are used to create connections between other
desktop objects (such as VPN objects) and the Internet.

Internet Objects Overview

Navigate to Desktop > Desktop Objects > Internet Objects to display the list of Internet objects that are currently
defined in the system and displayed in the item list bar.

In the expanded view, the first table column displays the Object Name of the Internet object. The buttons in the last
column allow you to view and to adjust the settings for an existing Internet object, create an object based on a copy of
an existing one or delete an Internet object from the system.

For more information, see /cons and buttons on page 26.

Internet Objects Settings

The Internet Object configuration dialog allows you to configure the following elements:

Input field Description

Object Name Specify a name for the Internet object.

Description Optional: Enter additional information on the Internet object for internal use.
Tags Optional: From the drop-down list, select the desktop tags that you want to assign to the

Internet object. For more information, see Desktop Tags on page 118.

Color Select the color to be used for this object on the desktop.

Connections Select the Internet connection(s) that this object is part of. For more information, see Network
Connections Settings on page 75.

The buttons at the bottom right of the editor panel depend on whether you add a new Internet object or edit an existing
object. For a newly configured object, click Create to add the object to the list of available Internet objects or Cancel
to discard your changes. To edit an existing object, click Save to store the reconfigured object or Reset to discard your
changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

For more information on creating Internet objects, see Enabling Internet Access on page 15.

3.4.4.2.4 IP Ranges

Create an IP address range object to group hosts by indicating a start and end IP address. If a DHCP server is configured
for the selected interface, you can also use the address range of the DHCP server.

IP Ranges Overview

Navigate to Desktop > Desktop Objects > IP Ranges to display the list of IP range objects that are currently defined
in the system and displayed in the item list bar.

In the expanded view, the columns of the table display the Object Name of the IP range object, the Interface it is
connected to, as well as its Start IP and End IP. The buttons in the last column allow you to view and to adjust the
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settings for an existing IP range object, create an object based on a copy of an existing IP range object or delete an
object from the system.

For more information, see /cons and buttons on page 26.

IP Ranges Settings

The IP Range settings allow you to configure the following elements:

Input field ‘ Description

Name Specify a name for the IP range object.

Description Optional: Enter additional information on the IP range object for internal use.

Tags Optional: From the drop-down list, select the desktop tags that you want to assign to the IP
range object. For more information, see Desktop Tags on page 118.

Color Select the color to be used for this object on the desktop.

Allow login Select this check box to allow the user to log in to your LANCOM R&S®Unified Firewall using

the IP range of this object. This allows your LANCOM R&S®Unified Firewall to apply user-specific
firewall rules to the user currently logged in.

Interface Select an interface to assign it to the IP range object. Select any if you do not want to assign
this object to a certain interface. This way, all interfaces will accept packets from the IP range
of this object.

Start IP Specify the start IP address of the IP range.

End IP Specify the end IP address of the IP range.

If you want to use the IP address range of the DHCP server of the selected interface, click the Use DHCP IP range button
at the bottom left of the editor panel.

The buttons at the bottom right of the editor panel depend on whether you add a new IP range object or edit an existing
object. For a newly configured object, click Create to add the object to the list of available IP range objects or Cancel
to discard your changes. To edit an existing object, click Save to store the reconfigured object or Reset to discard your
changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.2.5 Networks

Create a network object that can be used to create connections between the network and other desktop objects (such
as VPN objects, etc.).

Networks Overview

Navigate to Desktop > Desktop Objects > Networks to display a list of network objects that are currently defined in
the system and displayed in the item list bar.

In the expanded view, the columns of the table display the Name and the IP of the network objects and to which
Interface it is connected. The buttons in the last column allow you to view and to adjust the settings for an existing
network object, create an object based on a copy of an existing network object or delete an object from the system.

For more information, see /cons and buttons on page 26.

Networks Settings

The Network configuration dialog allows you to configure the following elements:
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Input field Description

Name Enter a name for the network object.

Description Optional: Enter additional information on the network object for internal use.
Tags Optional: From the drop-down list, select the desktop tags that you want to assign to the

network object. For more information, see Desktop Tags on page 118.

Color Select the color to be used for this object on the desktop.

Allow login Select this check box to allow the user to log in to your LANCOM R&S®Unified Firewall using
the IP address of this network object. This setting allows your LANCOM R&S®Unified Firewall
to apply user-specific firewall rules to the current user.

Interface Select the interface that the network is connected to.

Network IP Enter the IP address of the network in CIDR notation (IP address followed by a slash “/" and
the number of bits set in the subnet mask, for example 192.168.50.0/24).

Exempt From IDS/IPS Scanning | Excludes this network object from IDS/IPS scanning.

@ An object can also already be implicitly excluded from the check. This is the case if
it is located in a network area that has already been explicitly excluded from the
check by a parent object. In this case, a corresponding note appears below the
checkbox, which also lists the names of the objects from which the setting was
“inherited”.

Exempt From Anti Virus Scanning | Excludes this network object from anti virus scanning.

@ An object can also already be implicitly excluded from the check. This is the case if
it is located in a network area that has already been explicitly excluded from the
check by a parent object. In this case, a corresponding note appears below the
checkbox, which also lists the names of the objects from which the setting was
“inherited”.

The buttons at the bottom right of the editor panel depend on whether you add a new network object or edit an existing
object. For a newly configured object, click Create to add the object to the list of available network objects or Cancel
to discard your changes. To edit an existing network, click Save to store the reconfigured network or Reset to discard
your changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.2.6 User Groups

Create desktop objects for user groups that can be used to create connections between multiple users and other desktop
objects (such as VPN objects etc.) applying a common rule set to multiple users.

User Groups Overview

Navigate to Desktop > Desktop Objects > User Groups to display a list of user group objects that are currently defined
in the system and displayed in the item list bar.

In the expanded view, the first table column displays the Name of the user group object. The buttons in the last column
allow you to view and to adjust the settings for an existing user group object, create an object based on a copy of an
existing one or delete a user group object from the system.

For more information, see /cons and buttons on page 26.

User Groups Settings

The User Group configuration dialog allows you to configure the following elements:
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Input field Description

Name Specify a name for the user group object.
Description Optional: Enter more information on how to use the user group object for internal use.
Tags Optional: From the drop-down list, select the desktop tags that you want to assign to the user

group object. For more information, see Desktop Tags on page 118.

Color Select the color to be used for this object on the desktop.

User Select the users you want to add to the user group. To add a single user, click ©.

CD Users may belong to several groups.

The buttons at the bottom right of the editor panel depend on whether you add a new user group or edit an existing
group. For a newly configured group, click Create to add the group to the list of available user groups or Cancel to
discard your changes. To edit an existing group, click Save to store the reconfigured group or Reset to discard your
changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.2.7 Users

Create desktop objects for users that can be used to display the users on the desktop and to create connections between
the users and other desktop objects (such as VPN objects etc.).

@ The menu Desktop > Desktop Objects > Users only serves to create desktop objects for users that already
exist in the system. For information on how to add and manage users, see User Authentication on page 150.

Users Overview

Navigate to Desktop > Desktop Objects > Users to display a list of user objects that are currently defined in the system
and displayed in the item list bar.

In the expanded view, the columns of the table display the user object’s Name and the User Name related to it. The
buttons in the last column allow you to view and to adjust the settings for an existing user object, create an object based
on a copy of an existing user object or delete a user object from the system.

For more information, see /cons and buttons on page 26.

Users Settings

The User configuration dialog allows you to configure the following elements:

Input field Description

Object Name Specify a name for the user object.

Description Optional: Enter additional information on the user object for internal use.

Tags Optional: From the drop-down list, select the desktop tags that you want to assign to the user
object. For more information, see Desktop Tags on page 118.

Color Select the color to be used for this object on the desktop.

User Name Select the user to be used for the object.

@ Users may belong to several user objects.
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The buttons at the bottom right of the editor panel depend on whether you add a new user object or edit an existing
object. For a newly configured object, click Create to add the object to the list of available user objects or Cancel to
discard your changes. To edit an existing object, click Save to store the reconfigured object or Reset to discard your
changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.2.8 VPN Groups

Create a VPN group object that can be used to create connections between multiple VPN connections and other desktop
objects applying a common rule set to multiple VPN connections.

VPN Groups Overview

Navigate to Desktop > Desktop Objects > VPN Groups to display the list of VPN group objects that are currently
defined in the system and displayed in the item list bar.

In the expanded view, the first table column displays the Name of the VPN user group object. The buttons in the last
column allow you to view and to adjust the settings for an existing VPN user group object, create an object based on a
copy of an existing one or delete a VPN user group object from the system.

For more information, see /cons and buttons on page 26.

Settings for VPN groups

The VPN Group settings allow you to adjust the following parameters:

Input box Description

Name Enter an name for the VPN group object here.

Description Optional: Enter further information about the VPN group object for internal use.

Tags Optional: From the drop-down list, select the desktop tags you want to assign to the VPN
group object. Please refer to Desktop Tags on page 118 for further information.

Color Select the color to use for this object on the desktop.

VPN Connections To add VPN connections to the VPN group, click ©.

A window opens where you can select or edit the VPN connection.

VPN Connection Type Select the type of VPN connection by selecting the appropriate
radio button.

IPsec Connection / VPN-SSL | This field depends on the selected connection type. From the
Connection drop-down list, select the VPN connection you want to assign
to the VPN network object.

Remote Networks If you have selected an IPSec connection, you can either use
all of the configured remote networks or explicitly add the
remote networks to be used.

@ VPN connections can be assigned to multiple VPN groups.

The buttons available at the bottom right of the edit box depend on whether you are adding a new VPN group object
or editing an existing object. For a new object, click Create to add it to the list of VPN group objects, or Cancel to
discard your changes. To edit an existing object, click Save to save the newly configured object, or Reset to discard
your changes. If no changes have been made, you can click Close to close the editing window.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.
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3.4.4.2.9 VPN Hosts

Create a VPN host object that can be used to configure firewall rules for VPN Client-to-Site connections.

VPN Hosts Overview

Navigate to Desktop > Desktop Objects > VPN Hosts to display a list of VPN host objects that are currently defined
in the system and displayed in the item list bar.

In the expanded view, the columns of the table display the Name of the VPN host object, the Type of VPN connection
and the VPN connection that the VPN host belongs to. The buttons in the last column allow you to view and to adjust
the settings for an existing VPN host object, create an object based on a copy of an existing VPN host object or delete
an object from the system.

For more information, see /cons and buttons on page 26.

VPN Hosts Settings

The VPN Host configuration dialog allows you to configure the following elements:

Input field Description

Name Specify a name for the VPN host object.

Description Optional: Enter additional information on the VPN host object for internal use.

Tags Optional: From the drop-down list, select the desktop tags that you want to assign to the VPN
host object. For more information, see Desktop Tags on page 118.

Color Select the color to be used for this object on the desktop.

Icon Select an icon to represent the VPN host object on the desktop.

VPN Connection Type Select the type of VPN connection by clicking the respective radio button.

IPsec Connection / This field depends on the selected VPN connection type. Select the connection you want to

VPN-SSL Connection associate to the VPN host object from the drop-down list.
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The buttons at the bottom right of the editor panel depend on whether you add a new VPN host object or edit an existing
object. For a newly configured object, click Create to add the object to the list of available VPN host objects or Cancel
to discard your changes. To edit an existing object, click Save to store the reconfigured object or Reset to discard your
changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.2.10 VPN Networks

Create a VPN network object that can be used to configure firewall rules for VPN Site-to-Site connections.

VPN Networks Overview

Navigate to Desktop > Desktop Objects > VPN Networks to display a list of VPN network objects that are currently
defined in the system and displayed in the item list bar.

In the expanded view, the columns of the table display the Name of the VPN network object, the Type of VPN connection
and the VPN connection that the VPN network belongs to. The buttons in the last column allow you to view and to adjust
the settings for an existing VPN network object, create an object based on a copy of an existing VPN network object or
delete an object from the system.

For more information, see /cons and buttons on page 26.

Settings for VPN networks

In the VPN Network editing window you can modify the following parameters:
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Input box Description

Name Enter an name for the VPN network object here.

Description Optional: Enter further information about the VPN network object for internal use.

Tags Optional: From the drop-down list, select the desktop tags you want to assign to the VPN
network object. Please refer to Desktop Tags on page 118 for further information.

Color Select the color to use for this object on the desktop.

VPN Connection Type Select the type of VPN connection by selecting the appropriate radio button.

IPsec Connection / VPN-SSL This field depends on the selected connection type. From the drop-down list, select the VPN

Connection connection you want to assign to the VPN network object.

Remote networks If you have selected an IPSec connection, you can either use all of the configured remote

networks or explicitly add the remote networks to be used.

The buttons available at the bottom right of the edit box depend on whether you are adding a new VPN network object
or editing an existing object. For a new object, click Create to add it to the list of VPN network objects, or Cancel to
discard your changes. To edit an existing object, click Save to save the newly configured object, or Reset to discard
your changes. If no changes have been made, you can click Close to close the editing window.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.2.11 VPN User Groups

Create desktop objects for VPN user groups that can be used to create connections between multiple users and other
desktop objects applying a common rule set to multiple VPN users. VPN user groups are displayed at the VPN node on
the desktop.

VPN User Groups Overview

Navigate to Desktop > Desktop Objects > VPN User Groups to display a list of VPN user group objects that are
currently defined in the system and displayed in the item list bar.

In the expanded view, the first table column displays the Name of the VPN user group object. The buttons in the last
column allow you to view and to adjust the settings for an existing VPN user group object, create an object based on a
copy of an existing one or delete a VPN user group object from the system.

For more information, see /cons and buttons on page 26.

VPN User Groups Settings

The VPN User Group configuration dialog allows you to configure the following elements:

Input field ‘ Description

Name Specify a name for the VPN user group.

Description Optional: Enter additional information on the VPN user group object for internal use.

Tags Optional: From the drop-down list, select the desktop tags that you want to assign to the VPN
user group. For more information, see Desktop Tags on page 118.

Color Select the color to be used for this object on the desktop.

User Select the users you want to add to the VPN user group. To add a single user, click ©.

@ Users may belong to several VPN user groups.
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The buttons at the bottom right of the editor panel depend on whether you add a new VPN user group or edit an existing
group. For a newly configured group, click Create to add the group to the list of available VPN user groups or Cancel
to discard your changes. To edit an existing group, click Save to store the reconfigured group or Reset to discard your
changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.2.12 VPN Users

Create desktop objects for users that can be used in VPN connections. VPN users are displayed at the VPN node on the
desktop.

@ The menu Desktop > Desktop Objects > VPN Users only serves to create desktop objects for users that already
exist in the system. For information on how to add and manage users, see User Authentication on page 150.

VPN Users Overview

Navigate to Desktop > Desktop Objects > VPN Users to display a list of VPN user objects that are currently defined
in the system and displayed in the item list bar.

In the expanded view, the columns of the table display the Object Name of the VPN user object and the User Name.
The buttons in the last column allow you to view and to adjust the settings for an existing VPN user object, create an
object based on a copy of an existing VPN user object or delete an object from the system.

For more information, see /cons and buttons on page 26.

VPN Users Settings

The VPN User settings allow you to configure the following elements:

Input field Description

Object Name Specify a name for the VPN user object.

Description Optional: Enter additional information on the VPN user object for internal use.

Tags Optional: From the drop-down list, select the desktop tags that you want to assign to the VPN
user object. For more information, see Desktop Tags on page 118.

Color Select the color to be used for this object on the desktop.

User Name Select the user to be used for the VPN user object.

@ Users may belong to multiple user objects.
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The buttons at the bottom right of the editor panel depend on whether you add a new VPN user object or edit an existing
object. For a newly configured object, click Create to add the object to the list of available VPN user objects or Cancel
to discard your changes. To edit an existing object, click Save to store the reconfigured object or Reset to discard your
changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.2.13 LTA user groups

Create desktop objects for LTA user groups (LANCOM Trusted Access). Normally, these are only displayed here because
they are managed via the LANCOM Management Cloud.

LANCOM Trusted Access is the trusted network access security solution for enterprise networks. It enables secure and
scalable access to enterprise applications for employees in the office, at home, or on the road, protecting modern hybrid
working from anywhere, anytime. The LANCOM Trusted Access solution adapts to increasing security requirements in
your organization and enables both cloud-managed VPN client networking for access to entire networks and the move
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to a zero trust security architecture for comprehensive network security. Based on granular access rights, users are only
granted access to applications that have been assigned to them (zero trust principle). Existing systems for managing
users and user groups (Active Directory) can be fully integrated into the LANCOM Management Cloud (LMC). For smaller
networks, the LMC alternatively offers internal user management. LANCOM Trusted Access 100% GDPR compliant and
scales for small businesses as well as for very large networks with several thousand users.

Overview LTA groups

Navigate to Desktop > Desktop Objects > LTA Group to display the list of LTA user group objects currently created
in the system in the Object bar.

For more information, see /cons and buttons on page 26.

LTA Groups Settings

The LTA Group configuration dialog allows you to configure the following elements:

Input field ‘ Description

Name Specify a name for the LTA user group.

Description Optional: Enter additional information on the LTA user group object for internal use.

Group ID The group ID used in the user's certificate.

Tags Optional: From the drop-down list, select the desktop tags that you want to assign to the LTA
user group. For more information, see Desktop Tags on page 118.

Color Select the color to be used for this object on the desktop.

The buttons at the bottom right of the editor panel depend on whether you add a new LTA user group or edit an existing
group. For a newly configured group, click Create to add the group to the list of available LTA user groups or Cancel
to discard your changes. To edit an existing group, click Save to store the reconfigured group or Reset to discard your
changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.3 Desktop Rules

Use the Desktop Rules settings to display and modify the rules which are used to manage network traffic. For more
detailed information on firewall rules, see Firewall Rule Settings on page 28.

Navigate to Desktop > Desktop Rules to display the list of rules that are currently defined on the system.

The Filter Settings allow you to narrow down the list of rules to display only rules that include a certain search string.
You can filter the contents by selecting the required options from the drop-down lists and/or entering search strings in
the respective input fields. Click Apply to make use of the selected filter options. The list of firewall rules is adjusted to
reflect your filter results. Click Reset to delete your selected filter options and display an unfiltered view of the list of
rules.

The table columns of the rules list display the following information:

Column ‘ Description

Object A This column indicates the source object in the connection.
Direction This column displays the direction in which the rule is applied.
Object B This column indicates the destination object in the connection.
Service This column displays the name of the service of the rule.
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The buttons in the last column allow you to view and to adjust the settings for an existing rule. Click #* and the Connection

dialog opens. For more detailed information on how to create firewall rules and editing connections, see Firewall Rule
Settings on page 28 and Desktop Connections on page 104.

To close the Desktop Rules panel and return to the desktop, click 3 in the upper right corner of the panel.

3.4.4.4 Desktop Tags

Under Desktop Tags you can create a list of tags that you can assign to any of the desktop objects, except to the
Firewall root node and the main nodes (for example Intranet). You can use these tags to display a filtered desktop for
a customized overview of your configured network. For more information, see Desktop on page 23.

@ When restoring a backup from an LCOS FX version prior to 10.0, the layers and regions that were defined in the
desktop configuration are converted to tags. All desktop objects which lie on a layer or region are tagged with
the converted tags.

3.4.4.4.1 Desktop Tags Overview

Navigate to Desktop > Desktop Tags to display the list of desktop tags that are currently defined in the system and
displayed in the item list bar.

In the expanded view, the first column of the table displays the Name of the desktop tag. The buttons in the last column
allow you to view and adjust the settings for an existing desktop tag, create a tag based on a copy of an existing desktop
tag or delete a tag from the system.

For more information, see /cons and buttons on page 26.

When you click an entry in the item list bar, the nodes of all desktop objects that this desktop tag is assigned to are
highlighted on the desktop. When you click a desktop object node on the desktop with the Desktop Tags item list bar
being open, the desktop tags that are assigned to this desktop object are highlighted in the item list bar.

3.4.4.4.2 Desktop Tags Settings
Under Desktop > Desktop Tags, you can add a new or edit an existing desktop tag.

The Desktop Tag configuration dialog allows you to configure the following elements:

Input field Description

Name Enter a name for the desktop tag.
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The buttons at the bottom right of the editor panel depend on whether you add a new desktop tag or edit an existing
one. For a newly configured desktop tag, click Create to add the tag to the list of available desktop tags or Cancel to
discard your changes. To edit an existing desktop tag, click Save to store the reconfigured tag or Reset to discard your
changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.4.5 Services

Navigate to Desktop > Services to display a list of services and service groups that are currently defined in the system
and displayed in the item list bar. Services are protocols or combinations of protocols and ports (if protocols use ports,
such as TCP and UDP). When you click an entry in the item list bar, the nodes of all desktop objects that this desktop
tag is assigned to are highlighted on the desktop. When you click an object on the desktop, the system highlights the
services it uses in the list of services.

To create a user-defined service or a service group, click the @ button at the top of the respective section in the item
list bar.

For more information, see /cons and buttons on page 26.



LCOSFX 11.2

3 User Interface

The sections below provide further information on the various types of services and on service groups.

3.4.4.5.1 Predefined Services

Navigate to Desktop > Services > Predefined Services to display a list of predefined services that are currently defined
in the system and displayed in the item list bar.

In the expanded view, the columns of the table display the Name of the service, indicate whether the service is used in
a connection (green) or not (orange), and show the Ports used by the service.

The predefined services are available for use in custom firewall rules (see Creating a firewall rule on page 29).

3.4.4.5.2 Service Groups

Use the Service Groups settings to group predefined and user-defined services in a service group. This way, you can
assign a similar set of rules to different connections without having to add each service individually.

Service Groups Overview

Navigate to Desktop > Services > Service Groups to display the list of service groups that are currently defined in the
system and displayed in the item list bar.

In the expanded view, the table columns display the Name of the service group and the number of Services belonging
to this group. The buttons in the last column allow you to view and to adjust the settings for an existing service group,
create a new group based on a copy of an existing service group or delete a service group from the system.

For more information, see /cons and buttons on page 26.

Service Groups Settings
Use the Service Groups settings to configure service groups.
Under Desktop > Services > Service Groups, you can add a new or edit an existing service group.

The Service Group configuration dialog allows you to view and to configure the following elements:

Input field ‘ Description

Name Enter a name for the service group.

Services Along with the Service Group panel, a service selection list bar with all services that are
currently defined on the system opens on the right side of the browser window. The list bar
is subdivided into categories of services which serve a similar purpose. You can collapse and
expand the categories by clicking the corresponding icon. For more information, see /cons
and buttons on page 26.

The Filter input field at the top of the service selection list bar helps you quickly find a particular
service. As you type in the input field, your LANCOM R&S®Unified Firewall reduces the list to
show only the services that contain the characters you are typing. Click @ in the input field
to delete the search string and display an unfiltered view of the list.

To add an individual service to the service group, click @ in front of the service in the service
selection list bar. Click the @ button directly below the header of a category to add all services
belonging to that category at once.

The services appear along with the ports and/or protocols assigned to them as entries in the
list. To remove a service from the service group, click W next to the entry.

The Clear services button at the bottom left of the panel allows you to delete all
services from the group at once.

The buttons at the bottom right of the editor panel depend on whether you add a new service group or edit an existing
group. For a newly configured service group, click Create to add the group to the list of available service groups or
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Cancel to reject the creation of a new service group. To edit an existing service group, click Save to store the reconfigured
group or Reset to discard your changes. You can click Close to shut the editor panel as long as no changes have been
made on it.

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

The service groups defined here are available for use in custom firewall rules (see Creating a firewall rule on page 29
for further information).

3.4.4.5.3 User-defined Services

If you require a port or protocol that is not covered by any of the predefined services (see Predefined Services on page
119), you can create a custom service to be applied to a connection.

Navigate to Desktop > Services > User-defined Services to display the list of user-defined services that are currently
defined in the system and displayed in the item list bar.

User-defined Services Overview

In the expanded view, the columns of the table display the Name of the service, indicate whether the service is used in
a connection (green) or not (orange), and show the Ports and protocols used by the service. The buttons in the last
column allow you to view and to adjust the settings of a user-defined service, create a service based on a copy of an
existing user-defined service or delete a user-defined service from the system.

For more information, see /cons and buttons on page 26.

User-defined Services Settings
Under Desktop > Services > User-defined Services, you can add a new or edit an existing user-defined service.

The User-defined Services configuration dialog allows you to configure the following elements:

Input field Description

Name Enter a name for the user-defined service.

Ports / Protocols To extend the user-defined service to apply to traffic to certain ports/port ranges and/or
protocols, click Add to open the Edit Service panel.

On this panel, you can define the ports and protocols to be used:

> The Source Port can optionally be restricted for the TCP or UDP protocol. If you
select the Restrict Source Port option, you can specify individual ports or ranges
for TCP or UDP in order to apply the service to traffic that is transmitted from a
source port. Use the Source Port From and To input fields to enter values. The
value can be any integer from 1 to 65535. Geben Sie fiir TCP und UDP einzelne

Ports oder Bereiche an, um den Dienst auf Verkehr anzuwenden, der von einem
Quellport iibertragen wird. Verwenden Sie die Eingabefelder Quell-Port von und
To, um Werte einzugeben. Als Eingabewert ist jede ganze Zahl zwischen 1 und

65535 mdglich.

Source Port From and To form a port range. To enter an individual port, use the
same value for both fields or leave To blank.

> For the protocols TCP or UDP, specify individual ports or ranges to extend the service
to apply to traffic being transmitted to a certain destination port. Use the
Destination Port From and To input fields to enter a value. The value can be any
integer from 1 to 65535.

Destination Port From and To form a port range. To enter an individual port, use
the same value for both fields or leave To blank.
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Input field Description

> Specify a protocol to which the service is to be applied by selecting it from the list.
Define any missing protocols under Protocols on page 121.

The buttons at the bottom right of the editor panel allow you to confirm your changes
(OK) and to discard your changes (Cancel). The Edit Service panel shuts automatically.

The specified ports/port ranges and/or the protocol appear as a list entry. You can edit
or delete individual entries in the list by clicking the corresponding button next to an
entry. For more information, see /cons and buttons on page 26.

The buttons at the bottom right of the editor panel depend on whether you add a new user-defined service or edit an
existing one. For a newly configured user-defined service, click Create to add it to the list of available services or Cancel
to discard your changes. To edit an existing user-defined service, click Save to store the reconfigured service or Reset
to discard your changes. You can click Close to shut the editor panel as long as no changes have been made on it.

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

The user-defined services defined here are available for use in custom firewall rules (see Creating a firewall rule on page
29).

3.4.4.6 Protocols

Navigate to Desktop > Protocols to display the list of protocols created in the system in the object bar. Protocols are
combinations of the name of the protocol and the associated ports.

The following sections contain further information on the predefined or user-defined protocols.

3.4.4.6.1 Predefined Protocols

Navigate to Desktop > Protocols > Predefined Protocols to display the list of predefined protocols currently created
in the system and the associated port. The predefined protocols are ICMP, TCP, UDP, GRE, ESP, AH, IGMP, OSPF and
VRRP.

The protocols are available for use in user-defined services (see User-defined Services).

3.4.4.6.2 User Defined Protocols

If you need a port or protocol that is not covered by one of the predefined protocols, you can create a custom protocol
that can be used with a service.

Navigate to Desktop > Protocols > User Defined Protocols to display the list of user-defined protocols created in
the system in the object list.

Here you can add a new user-defined protocol or edit an existing user-defined protocol.

You can configure the following elements in the Protocol editing window:

Input field Description

Protocol Number A protocol number from 0 to 255 can be selected. The suggested values correspond to
those of the JANA.

Protocol numbers that have already been used are not displayed. However, they can
be used again by entering the number directly. If a known protocol is used, the name
is automatically suggested. All other protocol numbers are marked as user-defined
protocols and the name is not automatically pre-filled.

Name Accept the suggested name or enter your own name for this user-defined protocol.

The buttons at the bottom right of the editing field depend on whether you are adding a new custom protocol or editing
an existing one. For a newly configured custom protocol, click Create to add it to the list of available protocols or Cancel
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3.4.5 UTM
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to discard your changes. To edit an existing custom protocol, click Save to save the custom protocol or Reset to discard
your changes. You can click Close to close the editing window as long as no changes have been made in it.

The user-defined protocols defined here are available for use in user-defined services (for more information, see
User-defined Services on page 120).

The U UTM settings allow you to create and edit application filter profiles, define URL/content filters and to configure
antivirus, e-mail security settings, and proxies to protect your network.

3.4.5.1 Antivirus Settings

Your LANCOM R&S®Unified Firewall protects your internal network against computer viruses with an integrated Bitdefender
virus scanner.

CD The virus scanner is included in the UTM license. When you boot your LANCOM R&S®Unified Firewall for the
first time, the virus scanner runs as a test version for 30 days. When this period has expired, the virus scanner
is deactivated automatically. For more information, see License on page 43.

Navigate to UTM > Antivirus Settings to open an editor panel to display, activate and adjust the antivirus settings for
your web and e-mail proxy.

In the Antivirus Settings dialog you can view and configure the following information:

Input field Description

License This field displays the license information for your virus scanner.

Updates This field shows the date on which the virus scanner tried to update last. Click Update now
to update the virus scanner manually.
Last Successful Update This field shows the time and date of the last successful update of the virus scanner.
Scanner

On the Scanner tab, you can activate or deactivate the virus scanner for e-mails, HTTP(s) and FTP and modify the antivirus
settings.

@ When downloading a file it is first downloaded by the LANCOM R&S®Unified Firewall and only sent to the end
device after a negative scan. During this process the download on the LANCOM R&S®Unified Firewall takes
place with full speed. Meanwhile the LANCOM R&S®Unified Firewall sends a data stream with very low bandwith
to the end device in order to keep the download alive. After finishing the process on the LANCOM R&S®Unified
Firewall the file is sent to the end device with full speed. Especially with large downloads this can lead to the
impression, that the download speed is too low and there could be a performance issue. However this is a
completely normal process.

Input field Description

Enable Cloud Scan This check box is not selected by default. Activate the check box to allow the scanning of files
on Bitdefender Cloud.

If a file is not identified as a threat by the local antivirus application, but is classified as a risk,
a hash and some anonymous meta information of the file, as well as details of the local scan
of the file, are sent to the Bitdefender Cloud. If the hash is known, this information is sent
back as a result. If the hash is unknown and it is an executable file, the file is uploaded to the
Bitdefender Cloud and checked.
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Input field Description

@ This comparison only happens if the local antivirus application assesses the file’s risk
class as sufficiently high.

The following settings can be set separately for Mail or HTTP(s) and FTP.

Input field Description

Active Two slide switches indicate whether the virus scanner for e-mail and/or HTTP(S) and FTP is
currently active (1) or inactive (0). Clicking the respective slide switch changes the status of
this option. These options are enabled by default for all services.

Max. file size to scan Set the maximum file size to scan in MB (Min: 1 MB, Max: 4096 MB).

Block files if max. file size limit | If a file exceeds the maximum file size for a file to be scanned, then it can be blocked. If you
is exceeded uncheck this option, then the files will be downloaded without antivirus scan.

Block files if scan fails Activate this check box to block e-mails and/or the download of HTTP(S) and FTP files that the
virus scanner could not check successfully.

If an error occurs during the check, the e-mail will be blocked and the recipient will be informed.
If you clear the check box, the recipient will receive a substitute e-mail with the original e-mail
as an encrypted attachment, together with the password to decrypt it.

Scan archived files This check box is selected by default. Clear the check box if you do not want the virus scanner
to check archived files for viruses.

Whitelist

0On the Whitelists tab, you can add trusted hosts and servers to a whitelist. Data transferred from these hosts via HTTP
or FTP as well as e-mail addresses will not be checked for viruses.

Enter the IP address or domain name of the trusted host or server in the input field Trusted HTTP / FTP Sources.

@ The entries to display multiple entries using wildcard characters are different for HTTP(S)/FTP and e-mail.

> For HTTP(S)/FTP: To unblock a domain “example.com” including all subdomains like “www.example.com”,
write “.example.com” with a dot at the beginning. To unblock only the domain “example.com” without
subdomains, write “example.com” without a dot at the beginning.

> For e-mail:

> Entries with a dot at the beginning behave exactly like those for HTTP(S)/FTP.

" _n

> Entries starting with “*@" or “@" or without “@" in the text are only compared with the domain part of
an e-mail address. The comparison must fit exactly. For instance, @test . de would match all addresses

with @test.de, but not @subdomain. test.de, for example.

> A complete e-mail address only matches exactly this address.

Click @ to add the host or server to the list.

You can edit or delete single entries in the list by clicking the corresponding button next to an entry.

If you edit an entry, a check box will appear on the right of the entry. Click the check box to apply your changes.
For more information, see /cons and buttons on page 26.

Click [ Export to export your whitelist to the file system. Click #1 Import to import a whitelist.

On Trusted Mail Addresses, you can add trusted e-mail addresses by selecting one of the following options:

> Sender
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All e-mails sent from this e-mail addresses will be excluded from the virus scanner.
> Recipient

All e-mails sent to these e-mail addresses will be excluded from the virus scanner.
> Sender / Recipient

All e-mails sent from OR sent to these e-mail addresses will be excluded from the virus scanner.

Click @ to add the e-mail address to the list.

You can edit or delete single entries in the list by clicking the corresponding button next to an entry.

If you edit an entry, a check box will appear on the right of the entry. Click the check box to apply your changes.

Updates

On the Updates tab, you can configure automatic updates for the virus scanner:

Input field Description

Update Servers The default update server is:
http://cybersecurity.rohde-schwarz.com/updateserver/av

Add as many update servers as you wish. In the input field, enter the server’s URL and click
©. The server will be added to the list.

@ The list of update servers is processed top-down. When an update server can be
reached, the other servers will not be contacted during this update process.

You can edit or delete single entries in the list by clicking the corresponding button next to
an entry.

If you edit an entry, a check boxk will appear on the right of the entry. Click the check box to
apply your changes.

For more information, see /cons and buttons on page 26.

Automatic Updates Enter a date and time for the first automatic update of the virus scanner. You can enter a date
inthe MM/DD/YYYY format or choose a date from the calendar. Set a time using the format

hh:mm:ss.

Enter a Interval in hours, with wich the virus scanner is to be updated. If you enter 0 h, the

update is carried out immediately. Click @ to add the update plan to the list.

You can edit or delete single entries in the list by clicking the corresponding button next to
an entry.

If you edit an entry, a check box will appear on the right of the entry. Click the check box to
apply your changes.

For more information, see /cons and buttons on page 26.
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If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

@ The antivirus settings for specific protocols (HTTP, FTP, e-mail) only apply if a proxy for the corresponding protocol
is configured and active. To configure a proxy, navigate to the proxy settings and create/edit a firewall rule to
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activate the proxy for the corresponding protocol (see also HTTP(S) Proxy Settings on page 131 and E-mail Security
on page 127).

3.4.5.2 Application Management

With application management, you can filter network traffic according to the behavior of the data stream. In this way,
parts of an application—such as the chat feature in Skype—can be systematically filtered out even if they are encrypted.

@ In some cases, for example with Skype, the Application Management filter can only classify applications after a
certain number of packets have been exchanged. This means that there is no way to prevent the initial contact.
However, all subsequent packets are then blocked.

3.4.5.2.1 Settings

The Application Filter Settings allow you to enable or disable filters in general.

Input box ‘ Description

1/0 A slider button indicates whether application management is enabled (I) or disabled (0). Click
on the slider button to change the status of this option. By default, application management
is disabled.

License Displays license information about your application filter. Please refer to License on page 43

for further information.

CA for SSL Inspection This certificate authority is used by the application filter to create pseudo certificates if SSL
inspection has been activated in the profile.

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.5.2.2 Filter Profiles

Navigate to UTM > Application Management > Filter Profiles to display the list of Application Management filter
profiles in the object bar.

In the expanded view, the table columns show the Name of the profile and the number of protocols and applications
selected for it. Use the buttons in the last column to view and modify the settings for an existing application filter profile,
create a new profile based on a copy of an existing profile, or delete a profile from the system.

Please refer to Icons and buttons on page 26 for further information.

The Application Filter Profile settings allow you to configure the following options:

Input box ‘ Description

Profile Name Enter a name for the filter profile.

SSL Inspection Set a check mark in the check box to activate SSL inspection. SSL inspection enables your
LANCOM R&S®Unified Firewall to analyze incoming data traffic routed through SSL-encrypted
connections and to apply the configured filter profile to it.

Rules Select the protocols and applications you want to add to the profile. The protocols and
applications are listed in the table by Category.

Use the Filter input field to filter the list of protocols and applications and display only the
entries that match your search input. Click ® to show the unfiltered list of protocols and
applications.
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Input box Description

Click the ¥ button nexttoa category to view the protocols and applications that it contains,

along with a brief description. You can select entire categories or individual protocols or
applications by placing a checkmark in the appropriate box. Uncheck the box next to a category,
protocol, or application to remove it from the Application Filter profile. To hide protocols and
applications, click the ¥ button next to the category.

The buttons available at the bottom right of the edit box depend on whether you are adding a new filter profile or editing
an existing profile. For a new profile, click Create to add it to the list of profiles, or Cancel to discard your changes.

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

The filter profiles defined here can be used in user-defined firewall rules that blacklist the selected protocols and
applications (further information is available under Firewall on page 31 and Desktop connection settings on page 105).

3.4.5.2.3 Routing Profiles

Navigate to UTM > Application Management > Routing Profiles to display the list of Routing Profiles in the object
bar.

In the expanded view, the table columns show the Name of the profile and the number of protocols and applications
selected for it. Use the buttons in the last column to view and modify the settings for an existing routing profile, create
a new profile based on a copy of an existing profile, or delete a profile from the system.

Please refer to Icons and buttons on page 26 for further information.

Use the settings for Routing Profiles to configure the following options:

Input box ‘ Description

Name Enter a name for the routing profile.
Internet connection Configures the Internet connection over which the traffic is to be routed.
Traffic Group Optionally select the name of a traffic group. This means that the rules defined for this group

are applied to the traffic that the application filter has assigned to the rules that were selected
in the routing profile. The data traffic must first also correspond to the desktop connection
that uses the edited app routing profile. See also Traffic shaping on page 96.

Bypass proxy Set a check mark in the check box to bypass the proxy. The traffic will then not be routed
through the proxy. In particular, this makes it possible to exclude certain applications from
the proxy, for example applications for mobile devices that enforce certificate pinning.

Bypass IPsec Set a check mark in the check box to bypass an IPsec tunnel, meaning that the traffic is not
routed through IPsec tunnels. Among other things, this feature can be used for branches that
route all of their Internet traffic via IPsec to their headquarters. For certain trusted applications
that need low latency, such as Microsoft Office 365, it often makes sense to exclude this traffic
from being redirected to the headquarters.

Outgoing DSCP From the list, select an optional DSCP value for outbound data traffic. The list contains the
designations from the relevant RFCs (e.g. “CS0") and the group (e.g. “Default”). Also, the
value is numerically represented in various bases (binary, hexadecimal, and decimal). The list
can be searched according to these representations, so that you can quickly find the desired
value regardless of your preferred representation.

Rules Select the protocols and applications you want to add to the profile. The protocols and
applications are listed in the table by Category.

Use the Filter input field to filter the list of protocols and applications and display only the
entries that match your search input. Click @ to show the unfiltered list of protocols and
applications.
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Input box Description

Click the ¥ button nexttoa category to view the protocols and applications that it contains,

along with a brief description. You can select entire categories or individual protocols or
applications by placing a checkmark in the appropriate box. Uncheck the box next to a category,
protocol, or application to remove it from the Application Filter profile. To hide protocols and
applications, click the ¥ button next to the category.

The buttons available at the bottom right of the edit box depend on whether you are adding a new router profile or
editing an existing profile. For a new profile, click Create to add it to the list of profiles, or Cancel to discard your
changes.

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

The routing profiles defined here can be used in user-defined firewall rules to implement application-based routing. For
more information, see Firewall on page 31 and Desktop connection settings on page 105.

3.4.5.3 E-mail Security

Navigate to UTM > Email Security to change the settings of your email and spam filters.

3.4.5.3.1 Antispam Settings

Configure your LANCOM R&S®Unified Firewall to protect your system from spam e-mail.

@ The spam filter is included in the UTM license. When you boot your LANCOM R&S®Unified Firewall for the first
time, the spam filter runs as a test version for 30 days. When this period has expired, the spam filter is deactivated
automatically. For more information on licenses, see License on page 43.

Navigate to UTM > Email Security > Antispam Settings to open an editor panel to display, activate and adjust the
spam filter settings.

The Antispam Settings configuration dialog allows you to view and to configure the following elements:

Input field Description

1/0 A slider switch indicates whether antispam is active (I) or inactive (0). Click the slider switch
to change the status. This option is activated by default.

License This field displays the license information for your spam filter.

Spam Detection To select one of the following options, click the respective button:

> Confirmed — E-mails that contain known and verified spam patterns are classified as
spam.

> Bulk — Complimentary to the Conf i rmed setting, e-mails sent by mail accounts that
generally send mass e-mail are classified as spam (default).

> Suspect — Complimentary to the Confirmed and Bulk setting, mails sent from
accounts that generally send large of e-mails are classified as spam.

Spam Tag To decide how you want to mark e-mails as spam, select one of the following options:
> Header — The original e-mail is marked as spam in the mail header.

> Subject—The original e-mail is marked as spam in the mail header. The subject is changed
according to the formatting settings (default).

> Attachment — An e-mail identified as spam is attached to a new e-mail that is marked
as spam in the mail header and in the heading according to the formatting settings.
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Input field Description

Subject Tag format Define how you want to mark e-mails that are classified as spam. Enter an individual text to
mark the subject of an e-mail. Use the following variables: $SUBJECT% (original subject of

the email), $SPAMCLASSS and $SPAMCLASSNUMS (category). Click O to mark the
subject of an email according to the default settings (* * * * * SPAM* * * **  [$SUBJECT%]).

Mail Lists To create a blacklist and/or a whitelist, add any amount of e-mail addresses to the respective
list. You can apply both lists at the same time. You can add e-mail addresses to both lists.

> To add e-mail addresses manually, enter an e-mail address into the input field and click
Add.

> You can also import email addresses from a text file. On the respective list, click %1 Import
and open the desired file. By default, the maximum size of an import file is 1 Megabyte.
Every line that is not empty adds an entry to the respective list.

To export an address list to your local disk as a text file, click [®  Export below the list.

For more information, see /cons and buttons on page 26.

@ In every address list, you can add the following placeholders: * for words, ? for single
characters.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

@ The antispam settings for the e-mail protocol only apply to traffic that corresponds to a rule of a proxy for the
current protocol. Additionally, you have to activate the proxy as described in Mail Filter Settings on page 128.

3.4.5.3.2 Mail Filter Settings

To activate the mail proxy of your LANCOM R&S®Unified Firewall, navigate to UTM > Email Security > Mail Filter
Settings. After you have activated the mail proxy, you can filter e-mails according to their target address. When these
e-mails are filtered, they will not be forwarded to the recipient and/or mail server.

The Mail Filter Settings configuration dialog allows you to configure the following elements:

Input field ‘ Description

1/0 A slider switch indicates whether the mail proxy is active (I) or inactive (0). Click the slider
switch to change the status. This option is deactivated by default.

Filter Mode Choose the option that contains the desired filter mode. If you selectBlacklist (default), all
e-mails contained in the blacklist (see below) will not be forwarded to the mail server. If you
select Whitelists, only whitelist addresses (see below) will be forwarded to the mail server.

Action Select the button with the action you wish to be applied to the filtered e-mails. While Reject
emails (default) rejects e-mails using an RFC-compliant answer, Delete emails discards
unwanted e-mails and makes the sender believe that the e-mail was forwarded to the mail
server.

The Delete emails option is NOT RFC-compliant. A faulty configuration may cause
important e-mails to be deleted.

Blacklist/Whitelists According to on the selected filter mode, you can add as many e-mail addresses to a blacklist
or whitelist as you like.

You can add e-mail addresses to both lists in the following ways:
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Input field Description

> To add e-mail addresses manually, enter an e-mail address into the input field and click
Add.

> Alternatively, click #3 Import to import e-mail addresses from a text file. By default, the
maximum size of an import file is 1 Megabyte. Every line that is not empty adds an entry
to the respective list.

You can edit or delete individual entries in the list by clicking the corresponding button next
to an entry.

For more information, see /cons and buttons on page 26.

To export the entire list of mail filters to your local disk as a text file, click [* Export below
the list.

In every address list, you can add the following placeholders: * for words, ? for single
characters.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

CD The other mail filter, antispam and antivirus settings are only active if you activate the mail proxy. For more
information, see Antispam Settings on page 127 and Antivirus Settings on page 122.

@ If you use SSL inspection in both the mail filter and in firewall rules, you need to add your certification authority
to the trust store of your LANCOM R&S®Unified Firewall and to your client devices.

3.4.5.4 IDS/IPS

The Intrusion Detection/Prevention System (“IDS/IPS”) maintains a database of known threats to protect the computers
on your network from a wide range of hostile attack scenarios, to generate alerts when any such threats are detected,
and to terminate communication from hostile sources. The network threat detection and prevention system is based on
Suricata.

The threat database consists of an extensive rule set provided by ProofPoint. This rule set includes blacklisted IP addresses,
patterns to recognize malware in communication links, patterns to scan networks, patterns to detect brute-force attacks
and many more. In IDS mode, the IDS/IPS engine only generates alerts if the traffic matches one of the rules. In IPS
mode, the IDS/IPS engine generates alerts and additionally blocks malicious traffic. Once you activate IDS/IPS, all rules
are activated by default. If any of the services in the network are falsely blocked by the IDS/IPS, you can configure the
IDS/IPS engine to ignore the rule that caused the false positive. For more information on the categories, see FAQ Emerging
Threats.

When enabled, the IDS/IPS engine continuously scans traffic on all interfaces.

@ IDS/IPS is included in the UTM license. When you boot your LANCOM R&S®Unified Firewall for the first time,
IDS/IPS runs as a test version for 30 days. When this period has expired, IDS/IPS is deactivated automatically.
For further information on the licenses, see License on page 43.

Navigate to UTM > IDS/IPS to open a configuration dialog to display, activate and adjust the IDS/IPS settings.

The IDS/IPS configuration dialog allows you to configure the following elements:

Input field Description

1/0 A slider switch indicates whether IDS/IPS is active (I) or inactive (0). Click the slider
switch to toggle the state of IDS/IPS. IDS/IPS is deactivated by default.
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Input field Description
IDS/IPS License This field displays your license information for IDS/IPS.
Mode Select the desired IDS/IPS mode by clicking the respective radio button. The following

modes are available:

> IDS (log events) — This mode is used to only log events. It does not prompt any
action.

> IPS Drop (drop and log packets) — When an event is triggered, the packets which
are related to this event are dropped without any response to the sender. A log
entry is created.

> IPS Reject (reject and log packets) — When an event is triggered, the packets
which are related to this event are rejected. For TCP connections, your LANCOM
R&S®Unified Firewall sends an RST packet to the source and creates a log entry
(see also Logs on page 64).

Under Rules you can specify the IDS/IPS rules which you want to be ignored. You can add as many rules as you like.

Input field Description

SID Enter the unique signature ID (SID) of a rule and click €@ to add the rule to the list. You

can edit or delete individual entries in the list by clicking the corresponding button next
to an entry. You can fetch a rule’s SID from the respective log entry (see Logs on page
64).

For more information, see /cons and buttons on page 26.

Description Optional: In the input field, enter additional information regarding the IDS/IPS rule to
be ignored. If you leave the text field blank, it will be automatically filled as soon as
your LANCOM R&S®Unified Firewall finds a rule that matches the signature ID.

Alternatively, you can add IDS/IPS rules which you want to be ignored by selecting the respective rules in the system log.
For more information, see System Log on page 67.

The Clear Ignored Rules button at the bottom left of the panel allows you to delete all ignored IDS/IPS rules at once.

On the Updates tab, you can create profiles for automatic IDS/IPS updates:

Input field Description
From Enter the date and time for the first automatic IDS/IPS update.

You can enter a date in the MM/ DD/ YYYY format or choose a date from the calendar.
Set a time using the hh :mm: ss format.

Interval Specify the interval for IDS/IPS updates in hours. If you enter 0 hours, the update is
carried out immediately.

Click Add to add the profile to the list. You can edit or delete individual entries in the list by clicking the corresponding
button next to an entry.

For more information, see /cons and buttons on page 26.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.5.5 Proxy

A proxy accepts requests as a representative and then masks these outwards with its own address.
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Under UTM > Proxy, you can manage your HTTP(S), mail and VolP proxy settings.

3.4.5.5.1 HTTP(S) Proxy Settings

Your LANCOM R&S®Unified Firewall uses the Squid proxy. This proxy serves as an interface to the content filter and the
antivirus scanner (see URL/Content Filter on page 136 and Antivirus Settings on page 122).

Under UTM > Proxy > HTTP Proxy Settings, you can configure the HTTP(S) proxy for your LANCOM R&S®Unified
Firewall.

The HTTP(S) proxy serves as a man-in-the-middle. For this purpose, it establishes a connection to the web server, generates
a pseudo certificate for the website using its own HTTP(S) Proxy CA, and uses this pseudo certificate to establish a
connection to the browser. This way, the proxy can analyze the traffic, apply the URL/content filter and scan for viruses.

When the HTTP(S) proxy is active, make sure that the DNS server of your LANCOM R&S®Unified Firewall is able to correctly
resolve the domains to be accessed.Furthermore, import the HTTP(S) Proxy CA of your LANCOM R&S®Unified Firewall
as a trusted CA into the browsers of all clients.

Input field ‘ Description

1/0 A slider switch indicates whether the HTTP(S) proxy is active (I) or inactive (0). Click the slider
switch to toggle the state of this service regardless of the configured proxy modes. The HTTP(S)
proxy is deactivated by default.

@ Activating or deactivating the HTTP(S) proxy will also activate or deactivate the FTP
PrOXy.

Plain HTTP Proxy To deactivate the HTTP proxy, select the "Disable Proxy" option.

If you choose Transparent, your LANCOM R&S®Unified Firewall automatically forwards all
requests which arrive on port 80 (HTTP) through the proxy (default setting). If you choose
Intransparent, the HTTP proxy of your LANCOM R&S®Unified Firewall must explicitly be
addressed on port 10080.

HTTPS Proxy To deactivate the HTTPS proxy, select the Disable Proxy option.

@ You can configure the HTTP(S) proxy independently from the HTTP proxy.

If you select Transparent, your LANCOM R&S®Unified Firewall forwards all requests which
arrive on port 443 (HTTPS) automatically through the proxy (default setting).

If you choose Intransparent, the HTTP(S) proxy of R&S Unified Firewall must explicitly be
addressed on port 10443.

Truststore The CA is used by the HTTP(S) proxy to generate the pseudo certificates.

Depending on the certificate type, the LANCOM R&S®Unified Firewall will make a proposal
on which certificates are useful and which are not.

(D The CA will only be shown if HTTPS Proxy is set to Transparent or Intransparent.

Client Authentication Only available if Plain HTTP Proxy or HTTPS Proxy are set to Intransparent: Select this
check box to enable HTTP(S) client authentication using the LANCOM R&S®Unified Firewall
user management.

@ When you enable Client Authentication, the FTP proxy will be disabled. In that
case, a warning will be displayed.

@ The proxy can only process HTTP data packets. If a program tries to transmit data
packets of other protocols through this port, the packets are blocked.

Whitelists You can define separate whitelists for individual domain groups.
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Input field Description

A domain group consists of a name, an optional description and a list of URLs (domains) that
should be excluded from SSL inspection, virus scanning and URL filtering. You can add any
number of domains to a domain group. Enter a domain and click ® to add it to the list.

Domains in the whitelist are accepted by the HTTP(S) proxy without analysis and become
directly available to the users' browser. No certificates are created. This is necessary for services
which employ strict Certificate Pinning, such as Windows Update (windowsupdate . com).

You can edit or delete a domain group by clicking on the corresponding button next to an
entry. Select or deselect the checkbox to the left of a domain group to enable or disable its
use.

For more information, see /cons and buttons on page 26.

@ To unblock a domain “example.com” including all subdomains like
“www.example.com”, write “.example.com” with a dot at the beginning. To unblock
only the domain “example.com” without subdomains, write “example.com” without
a dot at the beginning.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.5.5.2 Mail Proxy Settings
With the Mail proxy, you can use your LANCOM R&S®Unified Firewall as a proxy for e-mails.

Under UTM > Proxy > Mail Proxy Settings, you can configure the mail proxy for your LANCOM R&S®Unified Firewall
software:

Input field ‘ Description

1/0 A slider switch indicates whether the mail proxy is active (I) or inactive (0). Click the slider
switch to change the status. This option is activated by default.

Verify Server Certificates Select this check box if you want the mail proxy of your LANCOM R&S®Unified Firewall to
validate server certificates.

Use StartTLS (SMTP) Select this check box to activate StartTLS for SMTP connections through the proxy.

Certificates Select the certificate type that you want to use for the mail proxy by selecting the respective

radio button. The following options are available:
> Create certificates automatically

Your LANCOM R&S®Unified Firewall creates pseudo certificates automatically for each
mail server.

> Select certificate
Your LANCOM R&S®Unified Firewall uses a certificate for all servers.

From the Proxy Certificate drop-down list, select a certificate.

You can find more information on creating these certificates under Certificate
Management on page 188.

@ Only non-CA certificates with a private key are allowed.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).



LCOSFX 11.2

3 User Interface

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.5.5.3 VoIP Proxy Settings

With the VolIP proxy, you can use your LANCOM R&S®Unified Firewall as proxy for VolP connections. In this case the SIP
telephones have to register themselves with the LANCOM R&S®Unified Firewall. The SIP packets are then masked by
the VOIP Proxy towards the Internet (NAT).

@ The VolP Proxy does not prioritize SIP packets.

Under UTM > Proxy > VolP Proxy Settings, you can configure the VolP proxy for your LANCOM R&S®Unified Firewall:

Input field ‘ Description

Internal Net From the drop-down list, select your local network interface that you want to use for phone
calls.
Internet Connection Select the Internet connection from the drop-down list which your LANCOM R&S®Unified

Firewall uses to forward the VolIP connections.

Activate SIP Proxy Select this check box if you want your LANCOM R&S®Unified Firewall to serve as VolP proxy
for the SIP. It can be reached on port 5060.

Forward data to an External SIP | Select this check box to forward VolP data in the SIP to an external SIP proxy.
Proxy

Address of External Proxy Enter the IP address of the external SIP proxy.

Port Enter the port of the external SIP proxy.

@ To use the VoIP proxy, you have to enter the IP address of your LANCOM R&S®Unified Firewall with port 5060
in your VolIP devices. For further details, see the documentation of your VolP terminal devices.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.5.6 Reverse Proxy
Under UTM > Reverse Proxy you can manage your backends, frontends and reverse proxy settings.
A reverse proxy is useful when a public website is hosted on your own network.

When the reverse proxy is active, the LANCOM R&S®Unified Firewall device accepts the website request from external
networks (e. g. the Internet). Then, it will relay it according to your configuration to on or more of your internal web
servers.

The LANCOM R&S®Unified Firewall reverse proxy allows you to host multiple domains on one IP address. Additionally,
it provides load balancing and failover when you use multiple internal servers.
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3.4.5.6.1 Reverse Proxy Settings

Use the UTM > Reverse Proxy > Reverse Proxy Settings to activate or deactivate the reverse proxy.

Reverse Proxy Settings Frewall

' Saved versien

o

Reset Close

Figure 26: Reverse proxy settings

Input field Description

110 A slider switch indicates whether the reverse proxy settings are active (1) or inactive (0). Click the slider
switch to change the status of the reverse proxy. The reverse proxy is deactivated by default.

3.4.5.6.2 HTTP(S) Backends

Navigate to UTM > Reverse Proxy > HTTP(S) Backends to define at least one backend with one server. A backend
consists of one or more internal web servers serving your website.

The Reverse Proxy Backend configuration dialog allows you to view and to configure the following elements:

Input field ‘ Description

Name Enter a name for the backend.

SSL Select this check box to enable SSL.

If SSLis enabled, the connection between the reverse proxy and the backend will be encrypted.

Server Assign one or more servers to the backend. Enter a server address. Click @ to add the server’s
IP address to the list.

The buttons at the bottom right of the editor panel allow you to cancel (Cancel) the process or to create (Create) a new
backend.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.5.6.3 HTTP(S) Frontends

Navigate to UTM > Reverse Proxy > HTTP(S)Frontends to configure your frontends.

@ To configure a frontend, you have to define at least one backend with at least one server.

After having created a backend, you can create a frontend in the Reverse Proxy Frontend. Each configured frontend
represents one website with its external IP address, port, domain and certificate (if SSL is enabled).

The Reverse Proxy Frontend configuration dialog allows you to view and to configure the following elements:

Table 5: General

Input field Description

110 A slider switch indicates whether the reverse proxy is active (I) or inactive (0). Click the slider
switch to change the status of the reverse proxy. The reverse proxy is deactivated by default.

Domain or IP address Enter the name of the domain or the IP address the frontend is assigned to.
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Input field Description

Connection Select a connection. You can select a network connection, a PPP connection or a Wireguard
connection.

Port Configure the external listen port for the reverse proxy, e. g. the port that is reachable from
external networks.

SSL Select this check box to enable SSL.

If SSLis enabled, the reverse proxy will serve the website with SSL encryption, using the configured
certificate for its authentication.

Use Let's Encrypt

Use a Let's Encrypt certificate. The certificates used are automatically generated and automatically
renewed when their validity expires. See Let's Encrypt on page 196.

Certificate

Select a certificate with a private key. This option is only available if SSL is enabled.

Allow "Outlook Anywhere"

Enables additional options to enable Outlook Anywhere through the reverse proxy.

Redirect HTTP to HTTPS

This option redirects HTTP requests to the configured domain or IP address to HTTPS.

Preserve Host Header

Set this option to retain the “host” HTTP header when reverse proxying incoming HTTP requests.
Depending on the application scenario, switching this option on or off can resolve problems in
communication with the target server.

Proxy Paths

Select a configured backend.

Enter a URL path. The URL path has to be absolute, i. e. it has to start with /. Set the Websocket

option if it is a bidirectional websocket connection. For websockets, the SSL option must be
activated in both the frontend and the backend.

You can now forward requests matching the URL parameters to the configured backend.

Blocked Paths

Blocks requests which match the URL parameter.

Enter a URL path. The URL path has to be absolute, i. e. it has to start with /.

Table 6: Restrictions

Input field Description

Accessible for

Individual reverse proxy front-ends can be provided with access restrictions here.

If access restrictions are set up, then the reverse proxy front end is only accessible for the set
users (or users who are members of a set group). A user is authenticated via the external portal.
Local firewall users, LDAP users and groups, as well as users and groups of the identity provider
set under User Authentication > External Portal > SAML are available for selection.

If no restrictions are set up, the reverse proxy frontend can be used without prior authentication.

The buttons at the bottom right of the editor panel allow you to cancel (Cancel) the process or to create (Create) a new

frontend.

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.5.6.4 TCP Load Balancer

Navigate to UTM > Reverse Proxy > TCP Load Balancer to create a TCP Load Balancer. You can create multiple Load

Balancers.

In the TCP Load Balancer window, you can view the following information and configure the following elements:

Input Field

Mode

Description

The mode determines how the load is distributed.
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Input Field Description

Address Optional IP address to which the Load Balancer is bound. The default is 0.0.0.0, which includes
all IP addresses of the Unified Firewall.

Port Port to which the Load Balancer is bound.

Check Interval Interval in seconds after which checks on the availability of the addresses specified under
Server are performed.

Number of Failed Checks The number of failed checks after which a server is considered unavailable.

Number of Succeeded Checks | The number of successful checks after which a server previously considered unavailable is
deemed available again.

Server The Address and Port of a server for load balancing. The Weight can control its usage. The
higher the value, the more likely the server will be used.

Use the buttons at the bottom right of the editing window to discard your changes (Cancel), or to create a new load
balancer (Create).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.5.7 URL/Content Filter
URL and content filters determine which websites are available to computers on the protected network.

The URL filter function of your LANCOM R&S®Unified Firewall checks Internet addresses (URLS) received in the HTTP
traffic for allowed and/or not allowed terms according to their classification in the blacklists and whitelists. These lists
are empty and must be filled by you.

A “blacklist” approach defines a list of sites to block, and grants access to all sites that have not been forbidden explicitly.
For example, the URL http: //www.some-shop.com could be blocked if you add this URL to a blacklist.

A "whitelist” approach can be used to limit access to a list of sites that have specifically been approved for usage and
block all others. For example, if you want to allow access to the URL http: //www . some-shop . com, you should

whitelist this URL.

If you activate a content filter category, then every request is forwarded to our OEM partner. There, actively maintained
databases are queried for the cate%ories. If the forwarded URL already has one or more classifications, these are
communicated to your LANCOM R&S™ Unified Firewall. These are compared with the blocked categories of the connection
and, if there is a match, access to the requested URL is blocked.

In addition, the LANCOM R&S®Unified Firewall can block pages via the BPJM module of the german Federal Agency for
the Protection of Children and Young People in the Media.

@ To use URL and content filters for HTTP and HTTPS connections, the HTTP proxy is essential. The HTTP data
communication of a connection can only be filtered by URL lists and content if the HTTP proxy is activated for
this connection in the rules editor.

To use URL and content filters for DNS requests, the web filter mode must be set to “DNS” or “Proxy and DNS".

The URL and content filters defined here are available for use in custom firewall rules (see Firewall Rule Settings on page
28 for more information).

You can find more information regarding URL and content filters in the following sections.

3.4.5.7.1 URL/Content Filter Settings

Navigate to UTM > URL/Content Filter > Settings to configure the URL and content filter for your LANCOM R&S®Unified
Firewall.
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Input box Description

Content Filter License This field shows the license information for your content filter.

URLs Set a checkmark here in order for sections following a 2 (This separates the URL path from
the submitted requests to the server.) to be excluded from black and white lists.

Safesearch Set this checkmark to configure the setting SafeSearch=strict forall searches through

search engines that support it, such as Google and Yahoo, to hide adult content in search
queries. Users cannot change this setting. For example, the Bing search engine does not
support this parameter. Users cannot change this setting.

@ To use SafeSearch, an active Contentfilter profile in the connections is not necessary.

SafeSearch only works when the HTTPS proxy is active, since most search engine
providers use encrypted HTTPS connections on their websites.

Override Mode for Categories | If a website has been blocked, you can control the behavior of your firewall here:
> Disabled
Do not allow overrides.
> Allow Override
If a webpage is blocked, you can override the Content Filter for a set period of time.

Enter the duration in minutes for disabling the category profile of the Content Filter.

Only the current category of a URL/Content Filter profile is unblocked for a certain
period.
> Allow Override by Code

If a website has been blocked, your users can override the Content Filter by entering a
short numerical code. Specify the users who are allowed to manage the codes here. All
users and groups that can be used for functions of the internal portal are eligible for this
(see User Authentication on page 150).

See Managing URL/Content Filter codes on page 139

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.5.7.2 URL/Content Filter Overview

Navigate to UTM > URL/Content Filter > URL/Content Filter to display a list of URL and content filters that are defined
in the system.

In the expanded view, the columns of the table display the Name of the filter and the number of selected entries in
content filters, blacklists and whitelists. The buttons in the last column allow you to view and to adjust the settings for
existing content filters, create a filter based on a copy of an existing filter or delete a self-defined filter from the system.

For more information, see /cons and buttons on page 26.

Settings for a URL/content filter profile

These settings allow you to configure the following options:

Input box Description

Name Enter a name for the URL/content filter.

137



LCOSFX 11.2

3 User Interface

138

Input box ‘ Description

Override by user Check this box to allow overrides for this Content Filter profile. Depending on your settings,
a code may have to be entered here. You can find out how to set the duration of this option
or whether a code is required under URL/Content Filter Settings on page 136. Learn more about
managing the codes under Managing URL/Content Filter codes on page 139.

@ This option is only available for profiles that are non-standard profiles.

Content filter

In the section Content Filter you specify which websites should be available to users on the network and which should
be blocked.

Click the ¥ button next to a category to show its subcategories. You select entire categories or individual sub-categories

by checking the appropriate box. Remove the check mark next to a category or sub-category to remove it from the
blacklist or whitelist. To hide the sub-categories, click the ¥ button next to the category.

URL filter

In the URL Filter section you can define blacklist and/or whitelist filters for URLs.

Input box ‘ Description

Blacklist / Whitelists You create a blacklist and/or a whitelist by adding any number of terms to the respective list.
If both lists are used at the same time, the whitelist takes priority.

Each list has two ways of adding terms:

> The entries are displayed in a long list like in a simple text editor. Simply click anywhere
and then edit the clicked entry.

> Alternatively, you can import search terms from a text file by clicking *1 Import and
opening the file. By default, the maximum file size for imports is 1 megabyte. Each
non-empty line of the selected text file is added to the corresponding list.

Using the search field, you can enter an entry to search for it in the respective list. Afterwards
you can edit it like in a text editor or simply delete it from the list.

Please refer to /cons and buttons on page 26 for further information.

You can export a list of terms as a text file to the local hard drive by clicking on [* Export
under the corresponding list.

@ The terms used in the lists can include the following wildcards: * for whole words, ?
for single characters.

To create a Blacklist or Whitelists, you can either enter an entry directly or use regular expressions (RegEx).

RegEx ‘ Description Example

Wildcard for single characters .ouse —e.g. house, mouse
L* Any number of characters ho. *e —e.g. home, house
A Start of a line ~home — home is at the beginning of the line only
$ End of a line home$ —home is at the end of the line only
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The buttons available at the bottom right of the edit box depend on whether you are adding a new URL/content filter
or editing an existing one. For a newly configured URL/content filter, click Create to add it to the list of services, or
Cancel to discard your changes.

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.5.7.3 Managing URL/Content Filter codes

If a website has been blocked, your users can override the blocking mechanisms of the content filter—optionally by
entering a short numerical code on the block page. The user has to be permitted to manage these codes and must be
logged on to the LANCOM R&S®Unified Firewall. See User Authentication on page 150 (Login) and URL/Content Filter
Settings on page 136 (Definition of users).

The administrator must have entered the users authorized to set up codes in the configuration of the content filter under
Override Mode for Categories. These users then connect via HTTPS to one of the local firewall interfaces. With the
appropriate DNS configuration in the network, for example, simply enter https://firewall or the IP address (https://<IP
address>) in the web browser. These web pages are created in a responsive design so that they adapt to the capabilities
of the device and can also be operated from a smartphone. For example, if the administrator has set up an LDAP
connection of the firewall to Active Directory, log on with the access data of your Windows account.

Once logged in to the firewall, the management interface is visible at the bottom left. This displays the active codes that
have been set up previously. “Active” means that these codes are available for use, but not necessarily that they are
currently being used.

J @& LANCOM RES®Unified Firewall % [ + BE]E]

& — (A Notsecure | 192.168.3.254/en/#/session ¥ e

&> ROHDE&SCHWARZ & Jane Doe

@ Change Password

> Logout
@ Logged in as: Jane Doe
LANCOM R&S5®Unified Firewall protected network
You are logged in and your network access rights are granted

Sessions

Currently Logged inon IP:  192.168.3.1

Also logged in on IP(s): -

Active Override Codes

Politics G. 10 5:30 PM -6:15 PM 331-479-748 ®

Manage Codes

Figure 27: Override code: Accessing the management
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If you click the eye symbol next to an active code, the code will be displayed as it will be shown to the intended users.
Users can then enter the code on the block page.

j £ LANCOM R&S®Unified Firewall X l + B E

& 5 € A Notsecure | 192.168.3.254/en/#/tokens/view/331-479-743 w e :

&> ROHDE&SCHWARZ & lane Doe

Politics G. 10

5:30 PM - 6:15 PM

Override Code

331-479-748

+ Go Back

Figure 28: Override code: Presentation mode
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The button Manage codes on the main page displays the interface for managing the codes. All of the codes are displayed
here, including those that have expired and those ready for future use.

j £ LANCOM R&S®Unified Firewall X 1 + B E

& 5 @ A Notsecure | 192.168.3.254/en/#/tokens A = I

&> ROHDE&SCHWARZ & lane Doe

Content Filter Override Codes

LANCOM R&S®Unified Firewall protected network
History G. 8 Thu Sep 19, 2019 10:15 AM - 11:50 AM  562-623-861 ® ,‘ 'i'
Politics G. 10 5:30 PM -6:15 PM  331-479-748 ® ,‘ 'i'

« Go Back Create Code

Figure 29: Override code: Management mode

You can use the icons to display a code in presentation mode (eye), edit it (pen) or delete it (trash can). New codes are
generated by using the button Create code. You configure the following options here:

Input box ‘ Description

Code Name The name that refers to and is displayed with the code.

Code The code itself. This cannot be changed.

Valid on Date the code is valid.

Valid from The time of day when the code becomes valid and can be used to bypass a filter.

Valid until The time of day when the codes becomes invalid and can no longer be used to bypass a filter.
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j £ LANCOM R&S®Unified Firewall X l + B E

& 5 C A Notsecure | 192.168.3.254/en/#/tokens/edit/331-479-748 w 8

&> ROHDE&SCHWARZ & lane Doe

Politics G. 10

LANCOM R&S®Unified Firewall protected network

Code Name *

Politics G. 10

Code

Validon *

4/9/2020 o
Valid from *

5:30 PM (C]
Valid until *

6:15 PM C]

cancel

Figure 30: Override code: Create code

Save your new or changed code by clicking Save, or discard your entries with Cancel.

@ If you change a code's validity periods, this change does not apply to users who are already using this code.
These overrides will end at their original end time. Users will then have to enter the code again to continue using
the override.

A call to a blocked page is then displayed with a message on which a valid code can be entered.

_I:_M ROHDE&SCHWARZ ®

Systems

LANCOM RE&S®Unified Firewall - URL FILTER MESSAGE

URL BLOCKED |

User michi (IP:192.168.2.1)is not allowed
to view following page

https:/fwww tripadvisor.com/
URL FILTERING:
URL or part of it is blacklisted in

Communication & Lifestyle

Override Code

Figure 31: Override code: Blocked page notification
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3.4.5.7.4 Detailed description of the categories and their sorting in the web client

This section describes the groups / categories supported by OEM partner Bitdefender as of LCOS FX-Version 10.11.

Potentially lllegal

lllegal
This category covers the websites related to some illegal activity, including:

> Domains hosting peer to peer (BitTorrent, emule, DC++) tracker sites which are known in helping to distribute
copyrighted content without the copyright holder consent;

> Domains hosting websites which distribute warez (pirated commercial software) or hosting the relevant discussion
boards;

> Domains hosting websites dedicated to unlicensed use of software, such as hosting cracks, key generators and serial
numbers to facilitate using of software illegally;
> Domains hosting Child Sexual Abuse Material (CSAM).

Some of those websites may be also detected as pornography or alcohol/tobacco, since they often use porn or alcohol
advertisements to earn money.

Example: http://www.thepiratebay.org

Hate, Violence & Racism

This category is catch-all for the “Hate, Violence, Racism” category, and is intended to block the following category of
sites:

> Websites belonging to the terrorist organizations;
> Websites with the racist or xenophobic content;
> Websites discussing aggressive sports, and/or promoting violence;

Example: http://nirvanaglobal.com

Suicide Promotion

This category covers the websites promoting, offering or advocating the suicide. It does not cover the suicide prevention
clinics.

Example: http://suicidemethods.net

Violent Cartoons

This category covers the websites discussing, sharing and offering the violent cartoons or violent manga which may be
inappropriate for minors due to violence, explicit language or sexual content.

This category doesn't cover the sites which offer mainstream cartoons such as “Tom and Jerry”.

Example: http.//narutosquared.com

Narcotics

This category covers the websites sharing the information about the narcotics such as recreational and illegal drugs.
This category also covers the websites covering the development or growing of drugs.

Example: http.//worldofseeds.eu
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Cyberthreats

Hacking Tools & Exploits

This category covers the websites providing the hacking tools, articles and discussion platforms for the hackers. It also
covers the websites offering the exploits for common platforms, which faciliate Facebook or Gmail account hacking.

Example: hitp.//passwordhacking.net

File Sharing

This category covers the file sharing websites where a user could upload a file or files, and share them with the others.
It also covers some torrent sharing websites and torrent trackers.

Example: hitp.//www.mediafire.com

Web Proxies & Online Anonymizers

This category covers the web pages which provide web proxy service. This is a “browser inside a browser” type website
when a user opens a web page, enters the requested URL into a form, and presses “Submit”. The web proxy site downloads
the actual page, and shows it inside the user browser.

There are the following reasons this type is detected (and might need to be blocked):

> For anonymous browsing. Since the requests to the destination web server are made from the proxy web server, only
its IP address is visible and if the server administrators trace the user, the trace will end on web proxy — which may
or may not keep logs necessary to locate the original user.

> For location spoofing. User IP addresses are often used for profiling the service by source location (some national
government websites may only be available from local IP addresses), and using those services might help the user
to spoof his true location.

> For accessing prohibited content. If a simple URL filter is used, it will only see the web proxy URLs and not the actual
servers the user visits.

> For avoiding company monitoring. A business policy might require monitoring employee Internet usage. Accessing
everything through web proxy the user might escape the monitoring, which will not provide correct information.

Since the SDK analyzes the HTML page (if provided), and not just URLs, for some categories the SDK still will be able to
detect the content. Other reasons, however, cannot be avoided just using the SDK. Here you can find a large list of web
proxies.

Example: http://www.hidemyass.com

Phishing Web Sites

This means the URL points to a known phishing website. Phishing site is a type of website which pretends to be someone
else. For example it may pretend to be a web site of your bank so you would fill in your your credentials.

Spam

This means this URL has been seen in the spam e-mails, and hence is promoted by spamvertizing. The URL content
however is not necessary malicious, unless other flags are present.

Untrusted

This means the URL has certain particularities which cause Bitdefender to believe it is untrusted. The details for this
definition are internal and subject to change anytime, so the partner should express caution whether to rely on this
verdict or not.

Malware

This means the URL contains or serves malware, which could be executables, exploits, malicious JavaScript and so on.
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Fraud Web Sites

This means the URL points to a known fraudulent website. Unlike phishing site, a fraudulent site doesn’t pretend to be
someone else. Instead it tries to obtain something from the user (information, payment, credentials) by misrepresentation
or fraud. For example, a fraudulent online store may offer very cheap prices for popular items (which it never ships).
Cryptocurrency Miner

This means the web site attempts to mine cryptocurrency in the user’s web browser, using the computer resources. The
website usually hides this fact from the user, although some websites notify the user about it.

Potentially Unwanted Applications

This means that this website contains potentially unwanted applications. These are applications that are often installed
by third parties and used for malicious purposes. Even if the applications themselves are not malicious, according to
Bitdefender's experience, the likelihood that these applications will be installed without the user's consent and then
used for malicious purposes is much higher than others. This category includes software such as web or socks proxies,
remote management, location tracking and so on.

Pornography

Pornography

This category covers sites containing erotic and pornography. It includes both paid and free sites. It covers the websites
which provide pictures, stories and video, and will also detect pornographic content on mixed content websites.

Example: http://www.redtube.com

Mature Audience Content

This category covers the content which was labeled by the web site creator as requiring the mature audience. It covers
a wide range of websites from Kama Sutra book and sex education websites to the hardcore pornography.

Example: http://www.kamasutra.com

Advertising

Advertisements
This category covers the domains which main purpose is to serve ads.

Example: http://adbooth.com

Games

Browser Games

This category covers the web pages which provide online games—typically Adobe Flash or JAVA applets. It does not
matter for detection whether the game is free or requires subscription, however casino-style websites are detected in
Gambling category. This category does not cover:

> Official websites of companies who develop video games (unless there are online games);

> Discussion websites where the games are discussed;

> Websites where non-online games can be downloaded (some of them are covered in //legal on page 143 category);
>

Games which require the user to download and run the executable, like World of Warcraft. Those can be prevented
by different means like using a firewall.

Example: http://www.flashgames247.com
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Online Casinos & Lottery

This category covers the gambling websites. Those are the “online casino” or “online lottery” type websites, which
typically require a payment before the user can gamble for money in online roulette, poker, jack or similar games. Some
of them are legitimate, meaning there is a chance to win, and some are fraudulent meaning that there is no chance to
win. It also detects “beating tips and cheats” websites which describe the “working” ways to make money on gambling,
and online lottery websites.

Example: http.//www.888.com

Web Applications

Forums

This category covers the forums, discussion boards and the question-answer type websites where the people can ask
questions online and get the answers.

This category does not cover the specific sections on company websites where the customer questions are asked.

Example: http.//stackoverflow.com

Video Portals

This category covers the web pages which host various videos or photos, either uploaded by users or provided by various
content providers. This includes websites like Youtube, Metacafe, Google Video, and Photo sites like Picasa or Flickr. It
will also detect videos embedded in other sites or blogs.

Example: hitp://www.youtube.com

Online Radio Stations

This category covers websites that offer Internet music streaming services, from online radio stations to websites that
provide on demand (free or paid) audio content.

Example: http.//grooveshark.com

Chat & Instant Messaging

This category covers the instant messaging and chat websites, which allow users to chat in real time. It will also detect
yahoo.com and gmail.com, since they both contain an embedded instant messenger service.

Example: http.//www.meebo.com

Search Engines
This category covers the search engine websites such as Google, Yahoo, Bing and so on.

Example: http://www.google.com

Online News Portals

This category covers websites that aggregate information from multiple sources and various domains, and that usually
offer features such as search engines, e-mail, news and entertainment information.

Example: http://www.yahoo.com

Social Media

This category covers the social network websites. This include MySpace.com, Facebook.com, Bebo.com, etc. However,
the special purpose social networks like Youtube will be listed in Video/Photo category.

Example: http.//www.myspace.com
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Web Mail
This category covers websites that provide e-mail functionality as a web application.

Example: http://mail.google.com

Online Photo Portals
Diese Kategorie umfasst die bekannten Websites, auf denen Fotos geteilt oder verkauft werden.

Example: hitp:/www.gettyimages.com

Software

This category covers the websites offering the computer software, typically either open source, freeware or shareware.
It may also cover some online software stores.

Example: http.//www.bitdefender.com

Web Hosting

This category covers free and commercial website hosting services, which allow private users and organizations to create
and publish web pages.

Example: http.//www.godaddy.com

Dating

This category covers the online dating sites—paid and free—where users can search for users person using some criteria.
They may also post their profiles to let others search them. This category includes both free and paid online dating
websites.

Because most of the popular social networks can be used as online dating sites, some popular sites like Facebook are
also detected in this category. It's recommended to use this category with Social Media on page 146 category.

Example: hitp://www.match.com

Blogs

This category covers personal websites as well as all types of blogs: individual, group and even company ones. A blog
is a journal published on the World Wide Web consisting of entries (“posts”), typically displayed in reverse chronological
order so the most recent post appears first.

Example: hitp://blog.wordpress.com

Job Search

This category covers the websites presenting job boards, job-related classified ads and career opportunities, as well as
aggregators of such services. It does not cover recruiting agencies or “jobs” pages on the regular company websites.

Example: hitp://monster.com
Shopping

Online Stores
This category covers the known online stores. An web site is considered an online store if it sells goods or service online.

Example: hitp://www.bestbuy.com
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Finance

Online Payments & Money Transfer

This category covers the websites offering the online payments or money transfers. It detects the popular payment sites
like PayPal or Moneybookers. It also heuristically detects the web pages on the regular sites which ask for the credit
card information, allowing detection of hidden, unknown or illegal online stores.

Example: hitp.//www.paypal.com

Banks & Financial Institutions

This category covers the websites belonging to all the banks around the world which provide the online access. Some
credit unions and other financial institutions are covered as well. However some local banks however may be left
uncovered.

Example: http://bankofamerica.com

Religions & Cults

Religions & Cults

This category covers the websites promoting a religion or sect. Also cover the discussion forums related to one or multiple
religions.

Example: http.//www.scientology.com

Information

Education

This category covers the websites belonging to official education institutions, including those outside the .edu domain.
It also includes the educational websites such as encyclopedia.

Example: hitp.//Ip.edu.ua

Governmental Institutions
This category covers the government websites, including the government institutions, embassies and office websites.

Example: hitp://www.mid.ru

News

This category covers the news websites which provide text and video news. It strives to cover both global and local news
websites, however some small very local news sites may not be covered.

Example: hitp.//www.cnn.com

Company Web Sites
This is a catch-all category which covers the corporate websites which typically do not belong to any other category.

Example: hitp.//www.shell.com

Health & Medicine

This category covers websites associated with medical institutions, websites related to disease prevention and
treatment,websites that offer information or products about weight loss, diets, steroids, anabolic or HGH products, as
well as websites providing information on plastic surgery.

Example: hitp.//www.webmd.com
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Leisure Time

Tabloids

This category is mainly designed for soft pornography and celebrity gossip sites. A lot of the tabloid-style news sites may
have subcategories listed here. Detection for this category is also based on heuristics.

Example: hitp.//www.celebrity-gossip.net

Entertainment

This category covers websites that provide information related to artistic activities, museums as well as websites that
review or rate content such as movies, music or art.

Example: hitp.//www.imdb.com

Distraction

This category covers websites where individuals tend to spend long amounts of time. This can include websites from
other categories such as social networks, entertainment etc.

Example: hitp.//www.9gag.com

Alcohol & Tobacco

This category covers the “Medicine/Alcohol/Tobacco” websites, which are discussing the use, or selling the (legal) medical
drugs or paraphernalia, alcohol or tobacco products.

@ Note that the illegal drugs are covered in a Narcotics on page 143 category.
Example: http://www.cigar.com

Travel
This category covers websites that present travel offers, travel equipment as well as travel destination reviews and ratings.

Example: hitp.//www.tripadvisor.com

Sports
This category covers websites that offer sports information, news and tutorials.

Example: http.//www.eurosport.com

Hobbies

This category covers websites that present resources related to activities typically performed during an individual’s free
time, such as collecting, arts and crafts, cycling, etc.

Example: hitp.//www.stamps.org

Weapons & Hunting

This category covers the websites offering the weapons for sale or exchange, manufacture or usage. It also cover the
hunting resources and the usage of air and BB guns as well as melee weapons.

Example: http.//hyattguns.com
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BPIM

BPJM

This category includes the websites that are blocked via the BPJM module of the German Federal Agency for the Protection
of Children and Young People in the Media.

Authentication

In the settings for User Authentication you set the list of users who are authorized to use your network resources (e.g.
Internet access, content-filter override and VPN tunnels). You can use these settings to configure local users and connect
your LANCOM R&S®Unified Firewall to an external directory service for accessing information about individual users and
user groups. This allows you to create firewall rules not only for computers, but also for individual users. You can also
provide VPN profiles for individual users of the LANCOM Advanced VPN Client.

Navigate to User Authentication to display the list of users available on the system in the object bar.

The following sections contain information about user authentication.
3.4.6.1 Technical background and preparations

The purpose of user authentication

User authentication can be used to assign firewall rules to users when they log in. Only one user can be logged in per
IP address. If a user logs in from an IP address that is already being used for a session, the previously logged in user is
logged out and the new user is logged in.

Logging in to the firewall

The LANCOM R&S®Unified Firewall operates a separate web server for the exclusive purpose of user logins. This receives
the user name and password. A local user database created on your LANCOM R&S®Unified Firewall is used by an
authentication service to verify the user name and password. If this login fails and a Microsoft Active Directory server or
an OpenLDAP server are configured in the LANCOM R&S®Unified Firewall, the authentication service additionally contacts
these directory servers via the Kerberos protocol and tries to authenticate the user. If authentication succeeds, the firewall
rules for this user are assigned to the IP addresses where the request was sent from. It is also possible to connect Microsoft
Azure or Keycloak as a separate identity provider (IdP) and thus support single sign-on using SAML.

Users registered in the local database of your LANCOM R&S®Unified Firewall can change their passwords via the web
server. The password can consist of up to 248 characters. Longer passwords can be accepted but are truncated
automatically.

Some computers can be excluded from user authentication, for example terminal servers used by many users concurrently
or servers that only administrators can login to. In these cases, the web server and authentication service do not accept
user logins from the IP addresses of these computers.

Since all users of a terminal server have the same IP address, your LANCOM R&S®Unified Firewall cannot identify the
individual users on the network. To get around this problem, Microsoft offers Remote Desktop IP virtualization for Server
2008 R2 and newer versions. With this application, each user gets their own IP address from a pool of IP addresses,
similar to DHCP.

Authentication server

Your LANCOM R&S®Unified Firewall provides the option of local user administration, which is ideal for smaller
organizations that do not use central user administration. The local user database can be used at any time. However,
you can also use an external directory service such as the Microsoft Active Directory server or an OpenLDAP server. In
addition, Microsoft Azure or Keycloak can be used as an IdP with single sign-on. Both Microsoft Active Directory and
OpenLDAP use the Kerberos protocol to verify login information provided by user authentication clients. Microsoft Azure
and Keycloak use SAML for authentication so that authentication takes place directly between the client browser and
IdP. The firewall is only notified of the result.
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Active Directory or IdP groups

If you use a Microsoft Active Directory server for authentication, the Active Directory groups are also listed in the object
bar under User Authentication. Active Directory groups are an effective way to set up and maintain security settings for
individual users. For example, you can add Active Directory users to specific Active Directory groups and use your LANCOM
R&S®Unified Firewall to set firewall rules for specific groups. The same applies to groups imported from an IdP.

3.4.6.2 Logging in

There are three different ways to login to the LANCOM R&S®Unified Firewalls:
> Login via web browser

> Login via the LANCOM R&S®Unified Firewall User Authentication Client

> Login via the LANCOM R&S®Unified Firewall Single Sign-On Client

Login via web browser

If users have been set up as desktop objects and firewall rules have been configured for them, using the landing page
will enable them to act in compliance with the rules. Logging in is possible with any browser and is SSL encrypted.

Follow these steps to login to your LANCOM R&S®Unified Firewall by web browser:

1. Start a web browser.

2. Check that cookies are enabled.

3. Enter the IP address of your LANCOM R&S®Unified Firewall, e.g.https://192.168.12.1 (default port 443)
into the address bar.

A web site with the LANCOM R&S®Unified Firewall landing page is displayed.

@ LANCOM R&S®@Unified Firewall — Mozilla Firefox v oA X
G L LANCOM R&S®Unified Fire X | + ~
« (¢] Q G https:/#10.106.34.6:8080/en/#/login bl L & 5 =

rowoessenmanz B>

Login

LANCOM R&S®Unified Firewall protected network

Please enter Name and Password to activate
your network access rights

Username *

or

Single Sign-On

Figure 32: User authentication via web browser

4. IfanIdPis configured, single sign-on is available as an alternative login method. In this case, click on Single Sign-On.
You will be redirected to the IdP and can authenticate yourself there. If you are already authenticated, the page will
open immediately.

Enter your username into the field Name.
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@ If the user is an LDAP user, the login name of the user must exactly match the name in the user's
sAMAccountName attribute. Otherwise, the name in the user-specific firewall rules will not match the name
of the user logging in to the client, and the rules will not match.

5. Enter the Password.

6. Click on Login.

Authentication is performed.

@ For security reasons, the browser window used to log in must remain open throughout the session. Otherwise,
the user is automatically logged out after one minute. This prevents unauthorized persons from gaining access
to the firewall if a user forgets to log out.

Login via the LANCOM R&S®Unified Firewall User Authentication Client

The Windows-based LANCOM R&S®Unified Firewall User Authentication Client is located in the directory UA Client
on the USB flash drive.

Follow these steps to use the LANCOM R&S®Unified Firewall User Authentication Client to login to your LANCOM
R&S®Unified Firewall:

1. Install the LANCOM R&S®Unified Firewall User Authentication Client.
2. Start the LANCOM R&S®Unified Firewall User Authentication Client.

- User authentication =R =
&> ROHDE&SCHWARZ

Seever addiess: |1 T2IE86

Seaver port: m

Uizer name: |Hax Muleemann

Password:  —

Figure 33: LANCOM R&S®Unified Firewall User Authentication Client

3. Under Server Address, enter the IP address of your LANCOM R&S®Unified Firewall.

4. Enter your username into the field User Name.

@ If the user is an LDAP user, the login name of the user must exactly match the name in the user's
sAMAccountName attribute. Otherwise, the name in the user-specific firewall rules will not match the name
of the user logging in to the client, and the rules will not match.

5. Enter the Password.

6. Optional: Check the Remember password box to save the password for future logins.
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7. Optional: Adjust the time window for the new connection under Settings by right-clicking on the icon in the
notification area of the Windows task bar.

@ User suthentication [T @ =]

@ ROHDE&SCHWARZ

Server addiess. [101781381

Servel poit M3 =
Shew

u 3 2% Musslesman

581 Fie | " " -
[— e
[¥ Remamber password .@

Language "
About Rehde & Schware Cybersecurity ..

99@

Customize..,

Figure 34: LANCOM R&S®Unified Firewall User Authentication Client settings

8. Click on Login.

Authentication is performed.

@ For security reasons we recommend that the LANCOM R&S®Unified Firewall User Authentication Client should

always be updated to the Iatest available version. However, there is a compatibility mode that allows older
versions of the LANCOM R&S®Unified Firewall User Authentication Client to work with LCOS FX of version 10
and higher. Please refer to Settings on page 161 for further information.

Login via the LANCOM R&S®Unified Firewall Single Sign-On Client

When using smgle sign-on (SSO), Active Directory domain users login to a Windows client. The rules configured on your
LANCOM R&S®Unified Firewall that are relevant to these users are then applied automatically.

The following requirements must be met to operate SSO with a LANCOM R&S ®Unified Firewall in an Active Directory
environment:

1. Smce Kerberos is time-based, make sure that for all SSO components (domain controller, Windows client and LANCOM
R&S®Unified Firewall) are all set with the same time and the same NTP server.

2. Create the user gpLogin

In the user administration of Active Directory, a normal domain user needs to be created under “CN= Users This
user is then assigned a Service Principal Name (SPN), which is necessary to authenticate your LANCOM R&S ®Unified
Firewall at the server. The user does not need any special rights.
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a. Open the domain controller.

MNew Object - User -

Ei Createin:  galocal/Lkem
Frst name: [apLegn | e | |
Last raame: [ |
Full name: |9PLDSi' |
User logan name:

opLoginef Eqalocal hd
Lizer logen name: (pre-Windows 2000

T |9P|-n9'" |

Next = Cancel

Figure 35: Create a user

b. Under First name enter gpLogin.

This name makes it easier to find the user in the user overview later.

¢. Under User logon name enter gpLogin/<firewall name>.

In the example above, the host name (<firewall name>)is that of your LANCOM R&S®Unified Firewall

rsuf, hence the login name of the user is gpLogin/rsuf.
d. Under User logon name (pre-Windows 2000) enter gpLogin.

e. Click on Next.

f. Enter a password for the user and confirm this.

New Object - User =
-;j Cregte i galocal/Usems

Pazsword: [sanssssses

Confim password: |oon"noo

[[] User must change password at nest logan
[ User cannot changs password

[+ Passwird never axpres]

[ Account is deabled

[ eBack |[ meas | [ cance

Figure 36: Enter a user password

g. Check the Password never expires box.
h. Click on Next.

i. To check the details of the new user, click Finish.
This creates the user gpLogin.
3. Login with the user gpLogin to query the Active Directory.

In the input box User Name under Authentication Server, enter gpLogin.
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4. Configure the Service Principal Name (SPN).

Assign an SPN to the newly created user so that your LANCOM R&S®Unified Firewall recognizes the domain controller
as trustworthy. To do this, execute the following command on the domain controller: setspn -2

gpLogin/rsuf gpLogin
5. Generate a Kerberos key

With the help of the LANCOM R&S®Unified Firewall Single Sign-On Client, a user login to the Windows domain can
be redirected to your LANCOM R&S®Unified Firewall. Your LANCOM R&S®Unified Firewall uses the Kerberos key to

check the forwarded information and activate the user-specific firewall rules. Proceed as follows to generate a
Kerberos key:

a. Login to your LANCOM R&S®Unified Firewall.
b. Navigate to User Authentication > LDAP/AP.

¢.  On the Kerberos tab, click the Create Kerberos Key button to generate the Kerberos key.

The Active Directory is queried to validate the specified AD user and to obtain relevant information such as the
version number of the Kerberos key. Your LANCOM R&S®Unified Firewall can use this information to generate a
valid Kerberos key locally.

6. Enable SSO on your LANCOM R&S®Unified Firewall
Proceed as follows to enable SSO on your LANCOM R&S®Unified Firewall:
a. Seta checkmark in the Active check box on the Kerberos tab.

b. Click Save to store your settings.

7. Prepare the Windows client.
The ZIP archive with the Windows Installer for the Single Sign-On Client can be found at:
https://www.lancom-systems.de/downloads/
There are three ways to install the LANCOM R&S®Unified Firewall Single Sign-On Client:
> Copy the standalone application UAC1ientSSO. exe to the desired location.

> Run the setup program UAClientSSOSetup.exe and install the standalone application
UAClientSSO.exe to the following path:

C:\Program Files\R&S Cybersecurity\UA Client\3.0\

> Install the client via the domain using the Microsoft installer UAC1ientSSO.ms1i in a group policy object
(GPO).

@ All of these methods install the independent application UAC1ientSSO. exe on the Windows PC. It can
then be executed by specifying the following parameters:
> Hostname of the LANCOM R&S®Unified Firewall (for further information see Settings on page 161).
> IP address of the LANCOM R&S®Unified Firewall in the network of the client computer.
Example: Your LANCOM R&S®Unified Firewall has the hostname “rsuf”. The IP address of the client computer

on the network is 192.168.0.1. The target path for installing the LANCOM R&S®Unified Firewall Single
Sign-On Client is therefore:

C:\Program Files\R&S Cybersecurity\UA Client\3.0\UAClientSSO.exe rsuf
192.168.0.1.
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3.4.6.3 LDAP/AD

Here you can specify the connection parameters for the directory server used to manage the LDAP users on your network.

The tab Authentication Server allows you to specify which database type you want to use. You can use the local user
database in the LANCOM R&S®Unified Firewall either independently or in combination with an external user database
such as Microsoft Active Directory Server or the OpenLDAP server with Kerberos.

If you select Microsoft Active Directory Server you can configure the following items:

Input box Description

Host

Enter the host name or the IP address of the directory server.

If you enter the host name of the directory server, you must configure the DNS
settings. Otherwise, the name cannot be resolved.

Port

Enter the port number of the directory server to be used for communication. You can
also select the port number with the up/down arrow.

User Name

Enter the name of a read-only user to retrieve the list of domain users from Active
Directory. This input field must match the user attribute SAMAccountName. The user
must be listed in “CN=Users". Please refer to Login via the LANCOM R&S®Unified
Firewall Single Sign-On Client on page 153 for further information.

Password

Enter the password of the read-only user.

@ We recommend that you create a dedicated user for this purpose.

Domain Name

Enter the domain name of the Active Directory.

StartTLS

You can use the StartTLS protocol to secure the connection to the OpenLDAP or
Microsoft Active Directory server. In this case, you also enter the Server CA to be used.

To check the settings configured for Microsoft Active Directory Server, click Test AD Settings.

If you select OpenL.DAP Server you can configure the following items:

Input box Description

Server Address Enter the host name or the IP address of the directory server.

If you enter the host name of the directory server, you must configure the DNS
settings. Otherwise, the name cannot be resolved.

Port Enter the port number of the directory server to be used for communication. You can
also select the port number with the up/down arrow.

User DN Enter the user domain name of a read-only account.

You do not have to enter the complete user domain name. If you click Save,
the system automatically adds the domain components from the Base DN
entry.

Password Enter the password of the read-only user.

Base DN Enter a unique name (Base-DN) together with Relative Distinguished Names (RDN)
separated by commas. For example, three domain  components:
dc=ldap, dc=example, dc=com specify the location in the directory where you
want to start the directory search.

User Query Optional: Specify the filter to be used to retrieve the list of users.
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Input box Description

User ID Optional: Set the attributes from which the user identifier is retrieved. The user name
displayed in the web client is derived from this LDAP-user attribute. By default, the user
identifier is taken from the attribute sAMAccountName.

User name Optional: Set the attribute from which the user name is retrieved.

User group Optional: Set the attribute from which the user group is retrieved.

User Primary Group

Optional: Set the attribute from which the user primary group is retrieved.

Mail Query Optional: Specify the filter to be used to retrieve the e-mail list.
Mail Name Optional: Set the attribute from which the e-mail name is retrieved.
Group Query Optional: Specify the filter to be used to retrieve the list of groups.
Group Name Optional: Set the attribute from which the e-mail name is retrieved.
Group ID Optional: Set the attribute from which the group ID is retrieved.

Group Primary ID

Optional: Set the attribute from which the group primary ID is retrieved.

Group Parent

Optional: Set the attribute from which the parent group is retrieved.

StartTLS

You can use the StartTLS protocol to secure the connection to the OpenLDAP or
Microsoft Active Directory server. In this case, you also enter the Server CA to be used.

If you click Save, the system adds default values to any optional fields which you have not filled.

If you want to operate single-sign-on with Kerberos, the username must be gpLogin. The host name and domain of

your firewall is taken from the general settings. See General settings on page 33. Please refer to Logging in on page
151 for further information.

On tab Kerberos:

Input box Description

Active Select this checkbox to enable the Kerberos service.

Kerberos Key Displays the service name, host name, and domain name for the userPrincipalName of
the most recently created Kerberos key, also called a keytab. Please refer to Logging in
on page 151 for further information.

3.4.6.4 External portal

With the external user portal, the administrator can allow individual or multiple users to have limited access to the
firewall. This gives them the option to directly receive provided files or information. These may include the IPsec
configuration required for the LANCOM Advanced VPN Client to establish a VPN connection to your LANCOM R&S®Unified
Firewall.

The following steps are necessary for this:

> (reate a certificate for access via HTTPS.

@ For the external portal, a certificate from a trustworthy certification authority is recommended!

Create local users or configure access to a directory server (OpenLDAP or Microsoft Active Directory).
Create an IPsec client-to-site connection.
Configure the external portal under User Authentication > External Portal > Settings.

Create a new profile under User authentication > External portal > VPN profiles and assign the VPN connection
to the users.

VvV VvV VvV Vv

The users can then log in to the firewall using the configured address.
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3.4.6.4.1 Settings

The User Authentication Settings for the external portal allow you to activate or deactivate user authentication for
external users.

The external portal uses the reverse proxy system to provide web access, and the settings are analogous to the settings
for a reverse-proxy front end, with the following differences:

> SSLis always activated
> No “Outlook Anywhere”, proxy paths or blocked paths

> A separate reverse-proxy back end is created for the external portal in the back end, but it is not included in the list
of back ends.

> Also, the settings for the external portal do not appear in the list of front ends, but they are treated like a front end
when validating settings.

Navigate to User Authentication > External Portal > Settings to open an editing window where you can create the
general settings for the user authentication.

In the External Portal editing window you can modify the following parameters:

Input field Description

110 A slider button indicates whether the external portal is enabled (I) or disabled (0). You can change
the status of the user authentication by clicking the slider button. User authentication is disabled
by default.

Domain or IP address Enter the name of the domain or the IP address assigned to the external portal.

Reverse Proxy Auth Cookie | Cookies are used for reverse proxy authentication (see Reverse Proxy on page 133). To ensure
Domain that these cookies are sent from the browser to the server under the correct conditions, it may
be necessary to set the domain attribute of the cookie accordingly.

If this field is empty, the cookie domain is not explicitly set and corresponds to the domain or IP
specification of the external portal.

If the value has not been adjusted by the user, a sensible default value is used:

> No cookie domain when specifying an IP address

> The specified domain, if it is a second level domain (i.e. it is directly below a TLD, such as
example.com)

> The next higher domain, if it is a subdomain. So for portal.example.com then e.g. example.com.

The cookie domain is important so that successful authentication on the external portal hosted
at portal.example.com, for example, is also effective for other services on other subdomains, such
as webmail.example.com or intranet.example.com. For special cases, the cookie domain can be
manually set to a custom value.

@ Important safety information: Setting a cookie domain causes the browser to send
this cookie to the target server for requests to the specified domain. The cookie for
reverse proxy authentication is sensitive information that enables the owner to access
resources shared via reverse proxy. Only cookie domains that are fully trustworthy should

be specified.
Connection Select a connection. You can select a network connection, a PPP connection or a Wireguard
connection.
Port Configure the externally accessible listen port for the external portal.
Use Let's Encrypt Use a Let's Encrypt certificate. See Let's Encrypt on page 196.

One limitation of using Let's Encrypt is that no IP addresses can be used in the Domain
or IP address field, only domain names.

SSL certificate Select a certificate with a private key.
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3.4.6.4.2 VPN profiles

The purpose of the VPN profiles is to create and provide the VPN configuration files for the configured users. The VPN
configuration files are similar to the zip files that users receive when they create an IPsec connection using the export
button, except that these configuration files are not password-protected.

In the VPN Profiles editing window you can adjust the following parameters:

Input box Description

Name Give the template a descriptive name.

IPsec connection This item selects the IPsec connection that is to be provided to the user as a configuration file in
the external portal.

Gateway The LANCOM Advanced VPN Client connects to this address.

Remote certificate Certificate of the remote site.

Key password Enter the password used to decrypt the private key of the client certificate.

Transport password Enter the password used to decrypt the p12 transport container.

Users Specify the users to whom this profile should apply. Assigning several users to a single IPsec

connection only functions properly in combination with XAuth or EAP. In the portal, users only
see the profiles assigned to them.

3.4.6.4.3 SAML / Single Sign-On

The external portal supports single sign-on to selected identity providers (IdP) using SAML. Microsoft Azure and Keycloak
are supported.

Navigate to User Authentication > External Portal > SAML to open an editing window in which you can customize
the settings for SAML.

You can configure the following elements in the SAML editing window:
IdP Synchronization

These settings are necessary for connecting the firewall to the IdP. Lists of users and groups known to the IdP can then
be called up via this connection.

Input field Description

110 A slide switch indicates whether the SAML connection is currently active (1) or inactive
(0). You can change the status by clicking on the slide switch. The SAML connection is
deactivated by default.

IdP Type Azure or Keycloak. The details vary depending on the type.

Base URL The URL under which the IdP API can be reached. For Keycloak, this is the host name
or IP address and the port of the Keycloak server. With Azure, the URL is made up of
the host name (e.g. “https://sts.windows.net/") and the tenant ID. E.g.
“https://sts.windows.net/ac564d8f-3367-c9a1-31dd-68e35de484ac”

Use Certificate Truststore Instead of specifying a certificate under IdP Certificate, this option can be enabled. In
this case, the verification of the server certificate is performed against the system
certificate truststore. No certificate needs to be specified.

IdP Certificate Optional. If the connection between the firewall and the IdP uses a certificate that the
firewall does not trust, it can be selected here so that a secure connection can be
established. This is useful, for example, for self-signed certificates. The certificate must
be imported into the certificate management beforehand.

Alternatively, instead of specifying a certificate, the option Use Certificate Truststore
can be enabled. In this case, the verification of the server certificate is performed against
the system certificate truststore. No certificate needs to be specified.

159



LCOSFX 11.2

3 User Interface

Input field Description
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Base Group ID

Optional. Specify this ID to synchronize only a specific group (and its subgroups). This
option can be used to reduce the scope of the IdP synchronization. It is particularly
useful when a large number of groups exist and synchronization takes a long time.

IdP Type Azure
Tenant ID Azure tenant ID.
Client ID ID of the client configured on the IdP under which the queries are carried out.

Client Secret

Azure client secret.

Grant Type

Always “Client Credentials”.

IdP Type Keycloak

Client ID

ID of the client configured on the IdP under which the queries are carried out.

Grant Type

Always “Password”.

Master Realm

The Keycloak Master Realm.

Realm The realm for which the users and groups are to be queried.
Username User name for logging in to the Keycloak API.
Password Password for logging in to the Keycloak API.

Synchronization Interval

Interval between the start of two synchronization processes. A synchronization process
is only started if the previous synchronization process has been completed. If it is still
running, nothing is done. After the interval has elapsed again, this check is repeated
and a new synchronization process is started if necessary.

Last Synchronization

Time of the last synchronization process. A synchronization process can be started
manually in the background via Synchronize Now.

IdP SAML Settings

The 1dP SAML settings are imported from the so-called “Federation Metadata” XML file. This file can be exported from
the IdP. Its content depends on the respective settings in the IdP. If no metadata has been imported yet, the form displays
the Import IdP Metadata button provided for this purpose. After the import, the transferred settings are displayed
here. Changed IdP metadata can also be imported later using the Import IdP Metadata button at the bottom of the
editor window.

SP SAML Settings

The SP-SAML settings describe where and how the service provider running on the firewall can be reached for SAML
authentication. The service provider settings can be exported as an XML file. This XML file can then be imported into
the 1dP to apply the relevant settings.

Input field Description

Identity A freely selectable identifier for the service provider. E.g. the firewall name.
Description An optional description.
Certificate The certificate.

@ Azure only supports certificates with a key size of 2048 bits due to a limitation
of Azure.

Private Key Password The password for the private key of the certificate used.

Want Response Signed If this option is activated, responses from the firewall are signed.

Authn Requests Signed If this option is activated, only correctly signed Authn requests are accepted.
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Input field Description

Logout Requests Signed If this option is activated, only correctly signed logout requests are accepted.

Host Host address at which the client can reach the service provider.

The host specification and the port correspond to the settings for the external portal
(User Authentication > External Portal > Settings, Domain or IP address and
Port). Adjustments are not possible.

Assertion Consumer Service POST URL | URL to which the client browser is redirected as part of the login process. Results from
the host address.

Logout Service Redircect URL URL to which the client browser is redirected as part of the logout process. Results from
the host address.

Users of the IdP for the external portal

The users and groups loaded by the IdP set up for the external portal can be used to log in to the external portal of the
firewall. Accordingly, these users and groups can be used for

> VPN profiles (User Authentication > External Portal > VPN Profiles) and
> access restrictions to reverse proxy frontends (UTM > Reverse Proxy > HTTP(S)Frontends).

3.4.6.5 Internal portal

The internal user portal enables firewall rules to be assigned to users when they log in. It is also used to provide and
manage content-filter codes to allow exemptions/overrides.

Only one user can be logged in per IP address. If a user logs in from an IP address that is already being used for a session,
the previously logged in user is logged out and the new user is logged in.

3.4.6.5.1 Settings

The User Authentication Settings for the internal portal allow you to activate or deactivate user authentication for
internal users.

Navigate to User Authentication > Internal Portal > Settings to open an editing window where you can create the
general settings for the user authentication.

In the Internal Portal editing window you can modify the following parameters:

Input box Description

110 A slider button indicates whether the user authentication is enabled (1) or disabled (0).
You can change the status of the user authentication by clicking the slider button. User
authentication is disabled by default.

Log Logins Activate this checkbox if you want to log every authentication on the LANCOM
R&S®Unified Firewall. You can view the login events under Monitoring & Statistics >
Logs > System Log.

Login Mode Choose one of the following four options:

> Single Login (deny new login) — No user can login from more than one IP address
at a time.

> Single Login (disconnect old login) — All previous logins are logged off when
the user logs in from a different IP address.

> Multiple Logins — Users can login from up to 254 different IP addresses
simultaneously.

> Multiple Logins (with warning in report) — Users can log in from up to 254
different IP addresses simultaneously, and alerts are displayed in the report.
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Input box Description

Web Login Port Specify the HTTPS port for the web login by navigating up/down using the arrow key
or by entering the port number. The default is port 443.

Compatibility Mode Enable this checkbox if you want to log in to the LANCOM R&S®Unified Firewall with
user authentication clients older than version 3.0.0.

@ Enabling this checkbox puts your network security at risk. Please refer to User
Authentication on page 150 for further information.

Show Landing Page Optional: Enable this checkbox to display a landing page when an unauthorized user
attempts to access the Internet.

@ Each individual IP address supports just one user login, even if the mode Multiple Logins is activated.

3.4.6.5.2 SAML / Single Sign-On

The internal portal supports single sign-on to selected identity providers (IdP) using SAML. Microsoft Azure and Keycloak
are supported.

Navigate to User Authentication > Internal Portal > SAML to open an editing window in which you can customize
the settings for SAML.

You can configure the following elements in the SAML editing window:
I1dP Synchronization

These settings are necessary for connecting the firewall to the IdP. Lists of users and groups known to the IdP can then
be queried via this connection.

Input field Description

110 A slide switch indicates whether the SAML connection is currently active (1) or inactive
(0). You can change the status by clicking on the slide switch. The SAML connection is
deactivated by default.

IdP Type Azure or Keycloak. The details vary depending on the type.

Base URL The URL under which the IdP API can be reached. For Keycloak, this is the host name
or IP address and the port of the Keycloak server. With Azure, the URL is made up of
the host name (e.g. "https://sts.windows.net/") and the tenant ID. E.g.
“https://sts.windows.net/ac564d8f-3367-c9a1-31dd-68e35de484ac”

Use Certificate Truststore Instead of specifying a certificate under IdP Certificate, this option can be enabled. In
this case, the verification of the server certificate is performed against the system
certificate truststore. No certificate needs to be specified.

IdP Certificate Optional. If the connection between the firewall and the IdP uses a certificate that the
firewall does not trust, it can be selected here so that a secure connection can be
established. This is useful, for example, for self-signed certificates. The certificate must
be imported into the certificate management beforehand.

Alternatively, instead of specifying a certificate, the option Use Certificate Truststore
can be enabled. In this case, the verification of the server certificate is performed against
the system certificate truststore. No certificate needs to be specified.

Base Group ID Optional. Specify this ID to synchronize only a specific group (and its subgroups). This
option can be used to reduce the scope of the IdP synchronization. It is particularly
useful when a large number of groups exist and synchronization takes a long time.

IdP Type Azure

Tenant ID Azure tenant ID.
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Input field Description

Client ID

ID of the client configured on the IdP under which the queries are carried out.

Client Secret

Azure client secret.

Grant Type

Always “Client Credentials”.

IdP Type Keycloak

Client ID

ID of the client configured on the IdP under which the queries are carried out.

Grant Type

Always “Password”.

Master Realm

The Keycloak Master Realm.

Realm The realm for which the users and groups are to be queried.
Username User name for logging in to the Keycloak API.
Password Password for logging in to the Keycloak API.

Synchronization Interval

Interval between the start of two synchronization processes. A synchronization process
is only started if the previous synchronization process has been completed. If it is still
running, nothing is done. After the interval has elapsed again, this check is repeated
and a new synchronization process is started if necessary.

Last Synchronization

Time of the last synchronization process. A synchronization process can be started
manually in the background via Synchronize Now.

IdP SAML Settings

The IdP SAML settings are imported from the so-called “Federation Metadata” XML file. This file can be exported from
the IdP. Its content depends on the respective settings in the IdP. If no metadata has been imported yet, the form displays
the Import IdP Metadata button provided for this purpose. After the import, the transferred settings are displayed
here. Changed IdP metadata can also be imported later using the Import IdP Metadata button at the bottom of the

editor window.

SP SAML Settings

The SP-SAML settings describe where and how the service provider running on the firewall can be reached for SAML
authentication. The service provider settings can be exported as an XML file. This XML file can then be imported into

the IdP to apply the relevant settings.

Input field Description

Identity A freely selectable identifier for the service provider. E.g. the firewall name.
Description An optional description.
Certificate The certificate.

Azure only supports certificates with a key size of 2048 bits due to a limitation
of Azure.

Private Key Password

The password for the private key of the certificate used.

Want Response Signed

If this option is activated, responses from the firewall are signed.

Authn Requests Signed

If this option is activated, only correctly signed Authn requests are accepted.

Logout Requests Signed

If this option is activated, only correctly signed logout requests are accepted.

Host

Host address at which the client can reach the service provider.

The port always corresponds to the Web Login Port of the internal portal (User
Authentication > Internal Portal > Settings). The host part can be freely selected.
An IP address or an appropriately resolving host name that belongs to an intranet
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Input field Description

interface of the firewall should be specified here. The internal portal and the service
provider can only be accessed on these interfaces.

Assertion Consumer Service POST URL | URL to which the client browser is redirected as part of the login process. Results from
the host address.

Logout Service Redircect URL URL to which the client browser is redirected as part of the logout process. Results from
the host address.

Users of the IdP for the internal portal

The users and groups loaded by the IdP set up for the internal portal can be used to log in to the firewall's internal portal.
Accordingly, these users and groups can be used for

> the administration of content filter override codes (UTM > URL/Content Filter > Settings),
> the set of rules on the desktop (user and group objects, both simple and VPN variants) and
> the Wake on LAN function (User Authentication > Internal Portal > Wake on LAN).

3.4.6.5.3 Wake-on-LAN
Start devices as soon as a user logs on to the internal portal in order to activate firewall rules.
In the Wake on LAN editing window you can modify the following parameters:

Input box Description

User Select a user in the left pane.

MAC address Enter one or more MAC addresses in the right pane. As soon as the user logs in to the internal
portal to activate firewall rules, wake-on-LAN packets are sent to this MAC address to start the
corresponding device.

Click ™ Export to export your user MAC addresses to the file system. Click *1 Import to import user MAC addresses.

3.4.6.6 Users
Like computers, users and LDAP groups can be set up on the desktop as individual users or user groups.

You can then define rules for these desktop objects that are assigned to the users as soon as they log in. When a user
logs in from a computer that certain rules are assigned to, the user is assigned the rules for this computer as well as
their own user-specific rules. You can select users and LDAP groups from the local user database of your LANCOM
R&S®Unified Firewall and from the OpenLDAP or Active Directory authentication server and add them to the user groups
on the desktop. There is also a special Default User Group that can be selected on the desktop. Users cannot be added
to this user group. It includes all of those users who can login but have not yet been set up as individual users or as
members of another user group on the desktop. If a default user group has been set up on the desktop and you have
assigned rules to it, users who are subsequently created on the Active Directory server are automatically added to this
default user group. After logging in, these new users are automatically assigned the default rules without any further
administrative work.

3.4.6.7 LDAP users

It is possible to connect your LANCOM R&S®Unified Firewall to an external directory server and access users using the
Lightweight Directory Access Protocol (LDAP). These users can then be integrated into user-specific firewall rules.

You can also use LDAP to access directory services and to manage user data.
Connect to a directory server as described under LDAP/AD on page 156.

Navigate to User Authentication > LDAP Users to display the list of LDAP users on the directory server in the object
bar.
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To make the LDAP users listed here available for connections and group-specific firewall rules, the groups must be
assigned to a user desktop object. Please refer to User Groups on page 111 for further information.

3.4.6.8 LDAP groups

It is possible to connect your LANCOM R&S®Unified Firewall to an external directory server and access user groups using
the Lightweight Directory Access Protocol (LDAP). You can integrate these user groups into group-specific firewall rules.

You can also use LDAP to access directory services and to manage user data.
Connect to a directory server as described under LDAP/AD on page 156.

Navigate to User Authentication > LDAP Groups to display the list of LDAP groups on the directory server in the object
bar.

To make the LDAP groups listed here available for connections and group-specific firewall rules, the groups must be
assigned to a user-group desktop object. Please refer to User Groups on page 111 for further information.

3.4.6.9 Local users

Your LANCOM R&S®Unified Firewall offers local user administration for smaller installations without central administration.
Use the settings under Local Usersto enter usernames and passwords. In this way you can define and manage users.

Navigate to User Authentication > Local Users to display the list of local users available on the system in the object
bar.

In the expanded view, the table columns show the Name of the local user and also a Description, if one has been
entered. Use the buttons in the last column to view and modify the settings of a local user, create a new user based on
a copy of the existing local user, or delete a user from the system.

Please refer to Icons and buttons on page 26 for further information.
Under User Authentication > Local Users you can add a new user or edit an existing local user.

In the Local User Authentication editing window you can modify the following parameters:

Input box Description

User Name Specify a unique name for the local user. This name is the login name.

@ The user's login name must match the User Name (case sensitive). Otherwise, the
name in the user-specific firewall rules will not match the name of the user logging
in to the client, and the rules will not match.

Description Optional: The information provided here is for internal use by the administrator only.

Password Enter a password for the user and confirm this. The password must contain at least six
characters.

Show Password Optional: Set a check mark in the check box to verify the password.

Require password change after | Optional: If you check this box, the user will have to change their password after the next
next login login. The web server will redirect the user from the login page to a page where the password
can be changed.

The buttons available at the bottom right of the edit box depend on whether you are adding a new local user or editing
an existing one. For a newly configured local user, click Create to add the new user to the list of local users, or Cancel
to discard the entry.

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

The local users defined here are available for use in desktop objects such as the VPN users.
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3.4.6.10 Unassigned users

Navigate to User Authentication > Unassigned Users to display LDAP users who are assigned to user objects on the
desktop but can no longer be accessed on the directory service.

3.4.6.11 Example applications

In a Windows domain

If you operate a Windows domain, you can perform user authentication by means of the Windows domain controller.

Proceed as follows to enable user authentication by the Windows domain controller:

1.
2.
3.

Navigate to User Authentication > Settings.

Click on Authentication Server.

Enter the data for your domain controller.

All users in the specified domain are displayed in the user list.

Drag the user icons onto the configuration desktop and assign rules to them.

To log in, users enter the URL including https: // and the IP address of the firewall into the address bar of their

browser. A login page is displayed. After a successful login, the firewall rules of the user are assigned to the specified
IP addresses. When the browser window is closed, the session cookie expires and the rules are no longer valid.

Excluding the terminal server from user authentication

If you use a terminal server, you should exclude it from user authentication. Otherwise, all current users will be logged
out when a new user logs in.

Proceed as follows to exclude the terminal server from user authentication.

1.
2.

Click the host group icon on the toolbar at the top of the desktop.

Uncheck the box in the Login Allowed column.

@ Terminal-Server os: Group

v

Name
cotor |~

Host Login
o Name Interface 1P Address
Allowed

7 v Add

Terr eth! Fd-|
Ter th 192 523 #
Te ths 1 3.5.24 ;B

Figure 37: Object settings — terminal server

@ If your users require authentication in the terminal server, you can activate Remote Desktop IP Virtualization in

the terminal server. This assigns a unique IP address to each user during a session.
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3.4.7 VPN

With the settings under & VPN you can configure your LANCOM R&S®Unified Firewall as a Virtual Private Network
server to provide client-to-site (C2S) VPN connections. This allows computers in another location to use IPSec and VPN-SSL
to securely access resources on the local network. A site-to-site (S25) VPN gateway can use IPSec and VPN-SSL to establish
a secure communication channel between two remote networks via the Internet.

Client-to-site VPN connections

A client-to-site VPN connection provides access to the corporate network from the outside. Authentication is performed
either via IPSec with issued certificates, by means of a PSK (pre-shared key), or via VPN-SSL with certificates.

Client-to-site connections over IPSec and VPN-SSL operate in one of two modes, depending on the client settings:

> In the split-tunnel mode, the only communication to pass through the firewall is that between the client and the
internal network (e.g. a company network). Clients can reach devices in the internal network through the tunnel. For
other destinations (e.g. the Internet), the packets are not routed by the LANCOM R&S®Unified Firewall.

Example: A user dials in to a corporate network remotely from a hotel's wireless network using a VPN software client.
Split tunneling allows the user to connect to file servers, database servers, mail servers, and other company network
resources through the VPN connection. If the user connects to Internet resources (websites, FTP sites, etc.), the
connection request is sent directly through the hotel network gateway.

> In the full-tunnel mode all traffic is routed back to your LANCOM R&S®Unified Firewall, including communication
with the Internet.

Full tunneling does not allow the user to access the Internet directly through hotel networks. All of the traffic sent
by the client will be sent to the firewall while the VPN connection is active.

@ (C2S connections over IPSec are established using a normal VPN client, such as the LANCOM Advanced VPN
Client. Please refer to /Psec connection settings on page 177 for further information.

@ VPN-SSL C2S connections are established using a normal VPN client. Please refer to VPN SSL connection settings
on page 184 for further information.

Site-to-site VPN connections

In the case of a site-to-site connection, two locations are connected via an encrypted tunnel to form a virtual network
and they exchange data through this tunnel. The two locations can have fixed IP addresses. Authentication is performed
either via IPSec with issued certificates, by means of a PSK (pre-shared key), or via VPN-SSL with certificates.

IPSec

Internet protocol security (IPSec) is a set of protocols that operates at the network layer or the link layer and secures the
exchange of packets over untrusted networks (such as the Internet) by authenticating and encrypting each IP packet in
a communication session. IPSec meets the highest security requirements.

VPN-SSL

VPN over SSL provides a fast and secure way to get a roadwarrior connected. The biggest advantage of VPN-SSL is that
all traffic passes through a TCP or UDP port and, unlike IPSec, no other special protocols are required.

@ Before setting up VPN connections, make sure that you have installed the necessary certificates as described in
Certificate Management on page 188.
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3.4.7.1 IPSec

The IPSec (Internet Protocol Security) suite operates on the network layer and uses the authentication and encryption of
IP packets to secure communication in untrusted networks.

For a site-to-site connection over IPSec, you need two VPN-IPSec-enabled servers. For a client-to-site connection, you
need separate client software.

Your LANCOM R&S®Unified Firewall is able to use the IPSec protocol suite to establish and operate secure connections.
This is made possible by ESP in tunnel mode. The key exchange can be performed using either version 1 of the IKE
protocol or the newer IKEv2. You can chose between using pre-shared keys or X.509-standard certificates. IKEv1 also
allows authentication via XAUTH. IKEv2 additionally supports authentication via EAP.

3.4.7.1.1 IPSec settings
You can enable IPSec and configure the settings under VPN > IPsec > IPsec Settings:

Table 7: General

Input box ‘ Description

110 Asslider button indicates whether IPSec is enabled (I) or disabled (0). Click on the slider button
to change the status of this option.

Excluded interfaces This selection list is used to select interfaces that should not be used by the IPSec service. If
nothing is entered here, then all interfaces are excluded on the system, including those that
are newly created or generated automatically.

Usually, exception interfaces and IP addresses are required when all traffic is sent to the central
office through an IPsec tunnel. In a case like this, you have to be careful to ensure that the
local networks remain accessible. By default, IPSec has a higher priority than normal routes.
Consequently, even packets destined for local area networks could be sent to the VPN tunnel
instead. Under normal circumstances, the default setting which excludes all local interfaces
means that the local networks can always be reached.

Excluded IP address Enter the IP addresses in CIDR format. Under no circumstances will packets for these networks
be routed to a tunnel, even if a tunnel is configured for the destination address.

Click on @ on the right-hand side to add your entry to the list of IP addresses.

Proxy ARP If this option is enabled, the firewall will respond to ARP requests from local networks for
virtual IP addresses for IPSec clients by sending its own MAC address.

Table 8: DHCP server

Input box ‘ Description

Active IPSec can use a DHCP server to assign virtual IP addresses to the connected IPSec clients. You
can enable this function here.

To use this for an IPSec connection, go to Virtual IP pool and select the option DHCP virtual
IP pool.

IP address Enter the IP address of the DHCP server. This can be either the address of a DHCP server or a
broadcast address of a network.

Table 9: RADIUS server

Input box Description

Active In conjunction with EAP or XAUTH, IPSec can use the user management of a RADIUS server
to authenticate the connection. Also, the RADIUS server can assign IP addresses to IPSec
clients. To do this for an IPSec connection, go to Virtual IP pool and select the option RADIUS
virtual IP pool.
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Input box ‘ Description

You can enable this function here.
IP address IP address of the RADIUS server
Port The port the RADIUS server.
Password Password for accessing the RADIUS server.

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.7.1.2 Security profiles

Under VPN > IPSec > Security profiles you will find a list of predefined profiles that you can extend with custom
profiles.

@ The predefined profiles cannot be edited or deleted.

@ If used security profiles are changed, all related connections can be restarted in the extended list bar. Security
profiles are selected in the templates and connections.

Click on © to add a new security profile.

Table 10: General settings

Input box ‘ Description

Name Give the security profile a descriptive name.
Used in Indicates the IPSec connections currently using this profile.
Data compression If you select data compression here, it will be activated for all connections using this profile.

This saves bandwidth, but it also increases the CPU load.

@ If you enable data compression, it must also be activated at the remote site.

ISAKMP (IKE)

This tab is used to define security settings for the IKE phase. IKE defines how security parameters are negotiated and
shared keys exchanged

Table 11: ISAKMP (IKE)

Input box ‘ Description

IKE version Select IKEv1 or IKEv2
Encryption algorithms From the available encryption algorithms, select the ones you want to use from the list.
IKEV1:

> 3DES-EDE-CBC 168 bit (3des) (deprecated)
AES-CBC 128 bit (aes128)

AES-CBC 192 bit (aes192)

AES-CBC 256 bit (aes256)

Blowfish-CBC 128 bit (blowfish128) (deprecated)

vV VvV VvV Vv
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Input box Description

vV VvV V VvV V V VvV Vv

A%
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Blowfish-CBC 192 bit (blowfish192) (deprecated)
Blowfish-CBC 256 bit (blowfish256) (deprecated)
Serpent-CBC 128 bit (serpent128)
Serpent-CBC 192 bit (serpent192)
Serpent-CBC 256 bit (serpent256)
Twofish-CBC 128 bit (twofish128)
Twofish-CBC 192 bit (twofish192)
Twofish-CBC 256 bit (twofish256)

IKEv2:

3DES-EDE-CBC 168 bit (3des) (deprecated)
AES-CBC 128 bit (aes128)

AES-CBC 192 bit (aes192)

AES-CBC 256 bit (aes256)

AES-CCM 128 bit with 64 bit ICV (aes128ccm8)
AES-CCM 128 bit with 96 bit ICV (aes128ccm12)
AES-CCM 128 bit with 128 bit ICV (aes128ccm16)
AES-CCM 192 bit with 64 bit ICV (aes192ccm8)
AES-CCM 192 bit with 96 bit ICV (aes192ccm12)
AES-CCM 192 bit with 128 bit ICV (aes192ccm16)
AES-CCM 256 bit with 64 bit ICV (aes256ccm8)
AES-CCM 256 bit with 96 bit ICV (aes256ccm12)
AES-CCM 256 bit with 128 bit ICV (aes256ccm16)
AES-COUNTER 128 bit (aes128ctr)

AES-COUNTER 192 bit (aes192ctr)

AES-COUNTER 256 bit (aes256ctr)

AES-GCM 128 bit with 64 bit ICV (aes128gcm8)
AES-GCM 128 bit with 96 bit ICV (aes128gcm12)
AES-GCM 128 bit with 128 bit ICV (aes128gcm16)
AES-GCM 192 bit with 64 bit ICV (aes192gcm8)
AES-GCM 192 bit with 96 bit ICV (aes192gcm12)
AES-GCM 192 bit with 128 bit ICV (aes192gcm16)
AES-GCM 256 bit with 64 bit ICV (aes256gcm8)
AES-GCM 256 bit with 96 bit ICV (aes256gcm12)
AES-GCM 256 bit with 128 bit ICV (aes256gcm16)
Blowfish-CBC 128 bit (blowfish128) (deprecated)
Blowfish-CBC 192 bit (blowfish192
Blowfish-CBC 256 bit (blowfish256

( (deprecated)

(
Camellia-CBC 128 bit (camellia128

(

(

)
) (deprecated)

)
Camellia-CBC 192 bit (camellia192)
Camellia-CBC 256 bit (camellia256)
Camellia-CCM 128 bit with 64 bit ICV (camellia128ccm8)
Camellia-CCM 128 bit with 96 bit ICV (camellia128ccm12)
Camellia-CCM 128 bit with 128 bit ICV (camellia128ccm16)
Camellia-CCM 192 bit with 64 bit ICV (camellia192ccm8)
Camellia-CCM 192 bit with 96 bit ICV (camellia192ccm12)
Camellia-CCM 192 bit with 128 bit ICV (camellia192ccm16)
Camellia-CCM 256 bit with 64 bit ICV (camellia256ccm8)
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Camellia-CCM 256 bit with 96 bit ICV (camellia256ccm12)
Camellia-CCM 256 bit with 128 bit ICV (camellia256ccm16)
Camellia-COUNTER 128 bit (camellia128ctr)

Camellia-COUNTER 192 bit (camellia192ctr)

Camellia-COUNTER 256 bit (camellia256¢tr)

CAST-CBC 128 bit (cast128) (veraltet)

ChaCha20/Poly1305 256 bit with 128 bit ICV (chacha20poly1305)

vV V VvV VvV V VvV Vv

Authentication algorithms

From the available authentication algorithms, select the ones you want to use from the list.

IKEv1:

> MD5 HMAC 96 bit (md5)
> SHA1 HMAC 96 bit (sha1)
> SHA2_256 HMAC 128 bit (sha2_256)
> SHA2_384 HMAC 192 bit (sha2_384)
> SHA2_512 HMAC 256 bit (sha2_512)

IKEv2:

> AES CMAC 96 bit (aesmac)

AES XCBC 96 bit (aesxchc)

MD5 HMAC 96 bit (md5)

SHAT HMAC 96 bit (sha1)

SHA2_256 HMAC 128 bit (sha2_256)
SHA2_384 HMAC 192 bit (sha2_384)
SHA2_512 HMAC 256 bit (sha2_512)

VvV V VvV VvV vV Vv

DH groups

From the available Diffie-Hellman groups, select the ones you want to use from the list.

v

DH Group 02
DH Group 05
DH Group 14
DH Group 15
DH Group 16 (modp4096

DH Group 17 (modp6144

DH Group 18 (modp8192

DH Group 19 NIST Elliptic Curve (ecp256)

DH Group 20 NIST Elliptic Curve (ecp384)

DH Group 21 NIST Elliptic Curve (ecp521)

DH Group 25 NIST Elliptic Curve (ecp192) (deprecated)
DH Group 26 NIST Elliptic Curve (ecp224)

DH Group 27 Brainpool Ellipcic Curve (ecp224bp

modp1024) (deprecated)
modp1536) (deprecated)
modp2048)
modp3072)
)
)
)

—~ o~ o~ o~ o~ —~

)
DH Group 28 Brainpool Ellipcic Curve (ecp256bp)
DH Group 29 Brainpool Ellipcic Curve (ecp384bp)
DH Group 30 Brainpool Ellipcic Curve (ecp512bp)
DH Group 31 Ellipcic Curve 25519 (x25519)

vV V ¥V ¥V V VvV VvV V V V V V V V VYV

SA lifetime

Enter the SA lifetime in seconds.

Mobile IKE (IKEv2 only)

This option is available for IKEv2 only and allows you to change IP addresses without
disconnecting.
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@ The encryption algorithms, authentication algorithms, and DH groups defined here are used in establishing the
IPSec connection to negotiate an encryption-authentication combination with the remote site. The more entries
are defined here, the higher the number of possible combinations.

@ With IKEv1, the number of possible combinations is limited to just over 200. There is no limit with IKEv2.

IPSec (ESP)

Encapsulating Security Payload (ESP) provides mechanisms to ensure the authenticity, integrity and confidentiality of
the transmitted IP packets. These settings thus determine the encryption and authentication algorithms used for the
actual IP packets.

Table 12: IPSec (ESP)

Input box ‘ Description

Encryption algorithms From the available encryption algorithms, select the ones you want to use from the list.

v

3DES-EDE-CBC 168 bit (3des) (deprecated)
AES-CBC 128 bit (aes128)

AES-CBC 192 bit (aes192)

AES-CBC 256 bit (aes256)

AES-CCM 128 bit with 64 bit ICV (aes128ccm8)
AES-CCM 128 bit with 96 bit ICV (aes128ccm12)
AES-CCM 128 bit with 128 bit ICV (aes128ccm16)
AES-CCM 192 bit with 64 bit ICV (aes192ccm8)
AES-CCM 192 bit with 96 bit ICV (aes192ccm12)
AES-CCM 192 bit with 128 bit ICV (aes192ccm16)
AES-CCM 256 bit with 64 bit ICV (aes256ccm8)
AES-CCM 256 bit with 96 bit ICV (aes256ccm12)
AES-CCM 256 bit with 128 bit ICV (aes256ccm16)
AES-COUNTER 128 bit (aes128ctr)

AES-COUNTER 192 bit (aes192ctr)

AES-COUNTER 256 bit (aes256ctr)

AES-GCM 128 bit with 64 bit ICV (aes128gcm8)
AES-GCM 128 bit with 96 bit ICV (aes128gcm12)
AES-GCM 128 bit with 128 bit ICV (aes128gcm16)
AES-GCM 192 bit with 64 bit ICV (aes192gcm8)
AES-GCM 192 bit with 96 bit ICV (aes192gcm12)
AES-GCM 192 bit with 128 bit ICV (aes192gcm16)
AES-GCM 256 bit with 64 bit ICV (aes256gcm8)
AES-GCM 256 bit with 96 bit ICV (aes256gcm12)
AES-GCM 256 bit with 128 bit ICV (aes256gcm16)
Blowfish-CBC 128 bit (blowfish128) (deprecated)
Blowfish-CBC 192 bit (blowfish192)
Blowfish-CBC 256 bit (blowfish256)
Camellia-CBC 128 bit (camellia128)
Camellia-CBC 192 bit (camellia192)
Camellia-CBC 256 bit (camellia256)

CAST-CBC 128 bit (cast128) (veraltet)

ChaCha20/Poly1305 256 bit with 128 bit ICV (chacha20poly1305)

(deprecated)
(deprecated)

YV VvV V. ¥V ¥V V ¥V ¥V ¥V ¥V ¥V ¥V ¥V ¥V ¥V ¥V ¥V V ¥V VvV V VvV VvV V V VvV VvV V V V V vV




LCOSFX 11.2

3 User Interface

Input box Description

vV V VvV VvV VvV Vv

Serpent-CBC 128 bit (serpent128
Serpent-CBC 192 bit (serpent192
Serpent-CBC 256 bit (serpent256
Twofish-CBC 128 bit (twofish128
Twofish-CBC 192 bit (twofish192
(

)
)
)
)
)
Twofish-CBC 256 hit (twofish256)

Authentication algorithms

From the available authentication algorithms, select the ones you want to use from the list.

>

vV V VvV VvV V VvV Vv

AES XCBC 96 bit (aesxchc)

MD5 HMAC 96 bit (md5)

MD5 HMAC 128 bit (md5_128)

SHA1 HMAC 96 bit (sha1)

SHA1 HMAC 160 bit (sha1_160)
SHA2_256 HMAC 128 bit (sha2_256)
SHA2_384 HMAC 192 bit (sha2_384)
SHA2_512 HMAC 256 bit (sha2_512)

DH-Groups

From the available Diffie-Hellman groups, select the ones you want to use from the list.

v

vV V ¥V ¥V V VvV VvV VvV V V V V V V vV YV

DH Group 02
DH Group 05
DH Group 14
DH Group 15
DH Group 16 (modp4096

DH Group 17 (modp6144

DH Group 18 (modp8192

DH Group 19 NIST Elliptic Curve (ecp256)
DH Group 20 NIST Elliptic Curve (ecp384)
DH Group 21 NIST Elliptic Curve (ecp521)
DH Group 25 NIST Elliptic Curve (ecp192) (deprecated)
DH Group 26 NIST Elliptic Curve (ecp224)

DH Group 27 Brainpool Ellipcic Curve (ecp224bp

modp1024) (deprecated)
modp1536) (deprecated)
modp2048)
modp3072)
)
)
)

— o~ o~ o~ o~ o~

DH Group 29 Brainpool Ellipcic Curve (ecp384bp
DH Group 30 Brainpool Ellipcic Curve (ecp512bp,
DH Group 31 Ellipcic Curve 25519 (x25519)

)
DH Group 28 Brainpool Ellipcic Curve (ecp256bp)
)
)

SA lifetime

Enter the SA lifetime in seconds.

Click on Create.

The Security profile dialog closes. The new security profile is added to the list of available security profiles in the object

bar.

3.4.7.1.3 Virtual IP pools

Virtual IP pools can be used to send IP address configurations to connected clients. The virtual IP pools are available for
selection on the Tunnel tab of the templates and connections.

Under VPN > IPSec > Virtual IP pools you will find, on the one hand, the predefined and non-modifiable virtual IP
pools for the DHCP and RADIUS servers, and on the other hand the Default virtual IP pool that you can modify.
Alternatively you can click on @ to add a new virtual IP pool.
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@ The predefined profiles cannot be edited or deleted.

Table 13: Virtual IP pool

Input box Description

Name Give the virtual IP pool a descriptive name.

Used in Indicates the IPSec connections currently using this virtual [P pool.

IP pool Network address from which IP addresses are sent to the clients.

Preferred DNS server IP address of the preferred DNS server

Alternate DNS server IP address of the alternative DNS server

Preferred WINS server IP address of the preferred WINS server

Alternate WINS server IP address of the alternative WINS server

DNS search domains List of DNS search domains. Click on ® on the right-hand side to add your entry to the list of
DNS search domains.

Click on Create.

The Virtual IP pool dialog closes. The new pool is added to the list of available virtual IP pools in the object bar.

@ If used virtual IP pools are changed, all related connections can be restarted in the extended list bar.

3.4.7.1.4 Templates

Connection templates are useful for pre-defining values for connections that are commonly used. Except for the template
name, all values are optional and populate the various fields of a VPN connection created using this template.

Various templates have been predefined, such as the template “"LANCOM Advanced VPN Client” to simplify IPSec
connections with this client. The template “(empty)” is used if the values of an existing connection should be deleted.

@ The predefined templates cannot be edited or deleted.

Under VPN > IPSec > Templates you can open the window IPSec connection template. Use the IPSec connection
template windows to view and configure the following information:

Table 14: IPSec connection template

Input box ‘ Description

Name Give the template a descriptive name.

Security profile Select one of the predefined security profiles.

0On the Connection tab you can configure the presets for the following fields:
Table 15: Connection

Input box ‘ Description

Connection By optionally selecting a network or Internet connection, its IP addresses will be used for the
IPSec connection.

Listening IP addresses As an alternative to Connection, you can also enter user-specified IP addresses. If IP addresses
are entered here, the Connection setting is ignored. If neither Connection nor Listening IP
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addresses are set, the IPSec service will automatically use one of the configured IP addresses
of all connections.

Remote gateways

This address or list of addresses is necessary for the Initiate connection option in order to
determine the address of the remote site.

Initiate connection

The firewall will connect to the address specified in the Remote gateway field.

Force NAT-T

NAT-T is usually set automatically if the connection requires it. If that mechanism fails, this
option forces the use of NAT-T on a connection.

0On the Tunnels tab you can configure the presets for the following fields:

Table 16: Tunnel

Input box ‘ Description

Local networks

Local networks to be connected to the remote site.

Remote networks

Remote networks to connect to the local area networks.

@ All of the configured local networks are connected to all of the configured remote
networks. For IKEv1 connections and IKEv2 connections with the option IKEv2
compatibility mode enabled, the maximum number of combinations is limited to
25. There is no limit for IKEv2 with the option IKEv2 compatibility mode disabled.

Virtual IP pool

The remote site is assigned an IP address from the configured IP pool.

IKEv2 compatibility mode

Instead of sending all configured local and remote networks through a single tunnel, a single
tunnel is created for each connection between two networks (as with IKEv1). This option only
applies to IKEv2 connections.

On the Authentication tab you can configure the presets for the following fields:

Table 17: Authentication

Input box Description

Authentication type

Specify the authentication type. Possible values:

> Certificate — authentication is based on a local and a remote certificate.

> Certificate Authority — authentication is performed through a local and a remote certificate
signed by the selected CA.

> PSK (preshared key) — authentication is based on the entry of a password.

> LTA —in LANCOM Trusted Access mode, a client certificate is always expected and the
groups of the connecting user are read from this client certificate in order to activate the
matching rules.

PSK (preshared key)

For authentication type PSK (preshared key) only — specify the required password here.

Local certificate

The certificate of the firewall for authentication. This must contain a private key.

Local identifier

If this field is empty, PSK authentication automatically uses the outgoing IP address of the
firewall and, for certificate authentication, the distinguished name (DN) of the selected local
certificate.

> For PSK authentication, the following values are allowed: IP addresses, fully qualified
domain names (FQDN), e-mail addresses (FQUN), and free text between quotation marks
(II).

> For certificate authentication, the following values are allowed: The distinguished name
(DN) of the selected certificate, wildcard DN —all DN items must be present (in the correct
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order), but may be specified as a wildcard (e.g. CN=*) — any subject alternative names
(SAN) of the selected certificate.

Extended authentication Enables the optional use of additional user authentication. Once you have selected a security
profile, you have the following options:

> No Extended Authentication — Do not perform extended authentication.

> XAUTH (IKEv1) — Either the local user database or a RADIUS server is used (depending
on whether RADIUS is enabled in the IPsec settings or not).

> EAP First Round — This uses an external RADIUS server, which must be enabled in the
IPsec settings. The RADIUS server is configured in the IPsec settings.

The settings in the Local section are used to authenticate the firewall at the remote site.
The remote site authenticates via EAP only.

> EAP Second Round — This uses an external RADIUS server, which must be enabled in
the IPsec settings. The RADIUS server is configured in the IPsec settings.

The settings in the Local section are used to authenticate the firewall at the remote site.
The remote site uses PSK or a certificate to authenticate at the firewall and then performs
an EAP authentication.

> EAP-TLS — Corresponds to the EAP First Round variant with the difference that a TLS
certificate is used for EAP authentication.

@ > With IKEv1, the options No extended authentication and XAUTH (IKEv1) are
available irrespective of the authentication type.

> For IKEv2 with certificate or PSK authentication, all of the options are available
except for XAUTH (IKEv1).

> For IKEv2 with CA authentication, the available options are No Extended
Authentication and EAP Second Round.

Remote certificate Only with authentication type “Certificate”: Certificate of the remote site.

Certificate authority Only with authentication type “Certificate Authority”: A CA whose signed certificates can be
used for authentication.

Remote identifier If this field is empty, PSK authentication automatically uses the IP address of the remote
gateway (if set). For certificate authentication, the distinguished name (DN) of the selected
remote certificate.

> For PSK authentication, the following values are allowed: IP addresses, fully qualified
domain names (FQDN), e-mail addresses (FQUN), and free text between quotation marks
(").

> For certificate authentication, the following values are allowed: The distinguished name
(DN) of the selected certificate, wildcard DN —all DN items must be present (in the correct
order), but may be specified as a wildcard (e.g. CN=*) — any subject alternative names
(SAN) of the selected certificate.

In the Routing tab you modify the following fields:

Table 18: Routing

Input box ‘ Description

Route-based IPsec This option allows the precise specification of which traffic should be routed through a tunnel,
provided that it has been enabled by the exclusively manual setting of routing rules and routing
tables (or their entries). This is particularly useful when local or remote networks used on the
connection overlap with other networks defined on the device in an undesired way.

With this option enabled, the dialogs for the routing configuration (routing rules and tables)
allow the selection of IPsec connections that have route-based IPsec enabled, and makes
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them available under the items where the source/destination interfaces are set. They are
marked with a padlock icon to make it easier to distinguish them from other interfaces.

MTU Here you can set the MTU (Maximum Transmission Unit), i.e. the maximum size of an
unfragmented data packet. By default, it is 1400.

In the Traffic Shaping tab you modify the following fields:

Input box ‘ Description

Traffic Group Optionally select the name of a traffic group. This applies the rules defined for this group to
traffic on this connection. See also Traffic shaping on page 96.

If it is a route-based IPsec tunnel, traffic within a tunnel can be prioritized using a
custom shaping configuration.

Outgoing DSCP From the list, select an optional DSCP value for outbound data traffic. The list contains the
designations from the relevant RFCs (e.g. “CS0") and the group (e.g. “Default”). Also, the
value is numerically represented in various bases (binary, hexadecimal, and decimal). The list
can be searched according to these representations, so that you can quickly find the desired
value regardless of your preferred representation.

Click on Create.

The IPSec connection template dialog closes. The new template is added to the list of available templates in the object
bar.

3.4.7.1.5 IPSec connections

Your LANCOM R&S®Unified Firewall is able to provide remote clients with VPN access via IPSec (IPSec client-to-site) and
to create a secure tunnel between two remote networks (IPSec site-to-site).

Overview of IPSec connections

Navigate to VPN > IPsec > Connections to display the list of IPSec connections available on the system in the object
bar.

In the expanded view, the table columns display the Name and the Status of the IPSec connection. Furthermore, the
columns indicate the authentication method chosen for this connection. Use the buttons in the last column to view and
modify the settings for a IPSec connection or to delete a connection from the system.

Please refer to Icons and buttons on page 26 for further information.

IPsec connection settings
Under VPN > IPsec > Connections you can add an IPsec connection or edit an existing connection.

In the Connection editing window you can modify the following parameters:

Input box Description

110 A slider button indicates whether the IPsec connection is enabled (1) or disabled (0). Click on
the slider button to change the status of this connection. A new connection is enabled by
default.

Name Enter a unique name for this connection. This must consist of 1 — 63 alphanumeric characters

and underscores.

@ Umlauts must not be used in the name.
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Template

Optionally you can select one of the predefined templates. All settings are then taken from
the template. Values that were not set in the template are reset. The template “(empty)” can
be used to reset all values.

Security profile

Select one of the predefined security profiles.

In the Connection tab you modify the following fields:

Table 19: Connection

Input box

‘ Description

Connection

By optionally selecting a network or Internet connection, its IP addresses will be used for the
IPsec connection. Both IPv4 and IPv6 connections are possible here.

If no connection is selected, both IPv4 and IPv6 addresses can be selected under
Listening IP addresses and Remote gateways. Otherwise, these must correspond
to the connection type.

Listening IP addresses

As an alternative to Connection, you can also enter user-specified IP addresses. Click on ®
on the right-hand side to add your entry to the list. If IP addresses are entered here, the

Connection setting is ignored. If neither Connection nor Listening IP addresses are set,
the IPsec service will automatically use one of the configured IP addresses of all connections.

Remote gateways

This address or list of addresses is necessary for the Initiate connection option in order to
determine the address of the remote site.

Initiate connection

The firewall will connect to the address specified in the Remote gateway field.

Force NAT-T

NAT-T is usually set automatically if the connection requires it. If that mechanism fails, this

option forces the use of NAT-T on a connection.

In the Tunnels tab you modify the following fields:

@ Only IPv4 values, not IPv6 values, can be used under the Tunnels tab.

Table 20: Tunnels

Input box ‘ Description

Local networks

Local networks to be connected to the remote site. Click on @ on the right-hand side to add
your entry to the list.

Remote networks

Remote networks to connect to the local area networks. Click on @ on the right-hand side
to add your entry to the list.

@ All of the configured local networks are connected to all of the configured remote
networks. For IKEv1 connections and IKEv2 connections with the option IKEv2
compatibility mode enabled, the maximum number of combinations is limited to
25. There is no limit for IKEv2 with the option IKEv2 compatibility mode disabled.

Virtual IP pool

The remote site is assigned an IP address from the configured IP pool.

Virtual IP

Assign a specific IP address to the remote site.

The options Remote networks. Virtual IP pool and Virtual IP should not be used
together
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IKEv2 compatibility mode Instead of sending all configured local and remote networks through a single tunnel, a single
tunnel is created for each connection between two networks (as with IKEv1). This option only
applies to IKEv2 connections.

In the Authentication tab you modify the following fields:

Table 21: Authentication

Input box ‘ Description

Authentication type Specify the authentication type. Possible values:

> (ertificate — authentication is based on a local and a remote certificate.

> Certificate Authority — authentication is performed through a local and a remote certificate
signed by the selected CA.

> PSK (preshared key) — authentication is based on the entry of a password.

> LTA - in LANCOM Trusted Access mode, a client certificate is always expected and the
groups of the connecting user are read from this client certificate in order to activate the
matching rules.

PSK (preshared key) For authentication type PSK (preshared key) only — specify the required password here.
Local certificate The certificate of the firewall for authentication. This must contain a private key.
Local identifier If this field is empty, PSK authentication automatically uses the outgoing IP address of the

firewall, and certificate authentication automatically uses the distinguished name (DN) of the
selected local certificate.

> For PSK authentication, the following values are allowed: IP addresses, fully qualified
domain names (FQDN), e-mail addresses (FQUN), and free text between quotation marks
(").

> For certificate authentication, the following values are allowed: The distinguished name
(DN) of the selected certificate, wildcard DN —all DN items must be present (in the correct
order), but may be specified as a wildcard (e.g. CN=*) — any subject alternative names
(SAN) of the selected certificate.

Extended authentication Enables the optional use of additional user authentication. Once you have selected a security
profile, you have the following options:

> No Extended Authentication — Do not perform extended authentication.

> XAUTH (IKEv1) — Either the local user database or a RADIUS server is used (depending
on whether RADIUS is enabled in the IPsec settings or not).

> EAP First Round — This uses an external RADIUS server, which must be enabled in the
IPsec settings. The RADIUS server is configured in the IPsec settings.

The settings in the Local section are used to authenticate the firewall at the remote site.
The remote site authenticates via EAP only.

> EAP Second Round — This uses an external RADIUS server, which must be enabled in
the IPsec settings. The RADIUS server is configured in the IPsec settings.

The settings in the Local section are used to authenticate the firewall at the remote site.
The remote site uses PSK or a certificate to authenticate at the firewall and then performs
an EAP authentication.

> EAP-TLS — Corresponds to the EAP First Round variant with the difference that a TLS
certificate is used for EAP authentication.

@ > With IKEv1, the options No extended authentication and XAUTH (IKEv1) are
available irrespective of the authentication type.

> For IKEv2 with certificate or PSK authentication, all of the options are available
except for XAUTH (IKEv1).

179



LCOSFX 11.2

3 User Interface

Input box ‘ Description

> For IKEv2 with CA authentication, the available options are No Extended
Authentication and EAP Second Round.

Remote certificate Only with authentication type “Certificate”: Certificate of the remote site.

Certificate authority Only with authentication type “Certificate Authority”: A CA whose signed certificates can be
used for authentication.

Remote identifier If this field is empty, PSK authentication automatically uses the IP address of the remote
gateway (if set). For certificate authentication, the distinguished name (DN) of the selected
remote certificate.

> For PSK authentication, the following values are allowed: IP addresses, fully qualified
domain names (FQDN), e-mail addresses (FQUN), and free text between quotation marks
(").

> For certificate authentication, the following values are allowed: The distinguished name
(DN) of the selected certificate, wildcard DN —all DN items must be present (in the correct
order), but may be specified as a wildcard (e.g. CN=*) — any subject alternative names
(SAN) of the selected certificate.

In the Routing tab you modify the following fields:

Table 22: Routing

Input box ‘ Description

Route-based IPsec This option allows the precise specification of which traffic should be routed through a tunnel,
provided that it has been enabled by the exclusively manual setting of routing rules and routing
tables (or their entries). This is particularly useful when local or remote networks used on the
connection overlap with other networks defined on the device in an undesired way.

With this option enabled, the dialogs for the routing configuration (routing rules and tables)
allow the selection of IPsec connections that have route-based IPsec enabled, and makes
them available under the items where the source/destination interfaces are set. They are
marked with a padlock icon to make it easier to distinguish them from other interfaces.

MTU Here you can set the MTU (Maximum Transmission Unit), i.e. the maximum size of an
unfragmented data packet. By default, it is 1400.

In the Traffic Shaping tab you modify the following fields:

Input box ‘ Description

Traffic Group Optionally select the name of a traffic group. This applies the rules defined for this group to
traffic on this connection. See also Traffic shaping on page 96.

If it is a route-based IPsec tunnel, traffic within a tunnel can be prioritized using a
custom shaping configuration.

Outgoing DSCP From the list, select an optional DSCP value for outbound data traffic. The list contains the
designations from the relevant RFCs (e.g. “CS0") and the group (e.g. "Default”). Also, the
value is numerically represented in various bases (binary, hexadecimal, and decimal). The list
can be searched according to these representations, so that you can quickly find the desired
value regardless of your preferred representation.

The buttons available at the bottom right of the edit box depend on whether you are adding a new VPN IPsec connection
or editing an existing connection. For a new network connection, click Create to add the connection to the list of available
IPsec network connections, or Cancel to cancel the creation of a new network connection.
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If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

Click # Activate in the toolbar at the top of the desktop to apply your configuration changes.

Setting up an IKEv2 VPN connection with the LANCOM Advanced VPN Client

Scenario: The LANCOM R&S®Unified Firewall is connected directly to the Internet and has a public IPv4 address:

> A company wants its sales representatives to have access to the corporate network via an IKEv2 client-to-site
connection.

> The notebooks used by the sales representatives have the LANCOM Advanced VPN Client installed on them.

> The company headquarters has a LANCOM R&S®Unified Firewall as a gateway with an Internet connection with the
fixed public IP address 81.81.81.81.

> The local network at the headquarters has the IP address range 192.168.3.0/24.

Unified Firewall :;t;lli-c;:l::;idress: VPN connection
| —— IKEv2
)

INTERNET

Notebook with installed

LAN Headquarter LANCOM Advanced VPN
192.168.3.0/24 Client

[ N

Among other scenarios, this is one of the scenarios explained in the LANCOM Support Knowledge Base. Click on the
following link for step-by-step instructions:

https://knowledgebase.lancom-systems.com/pages/viewpage.action?pageld=37455360

3.4.7.2 VPN-SSL

VPN over SSL provides a fast and secure way to get a roadwarrior connected. The biggest advantage of VPN-SSL is that
all traffic passes through a TCP or UDP port and no other special protocols are required.

Your LANCOM R&S®Unified Firewall is able to offer VPN access to remote client computers (C2S, “client-to-site”), a
secure connection between two remote networks (S2S, “site-to-site”), or by means of a bridge connection over the

VPN-SSL protocol.
3.4.7.2.1 VPN SSL settings

Under VPN > VPN SSL > VPN SSL Settings, you can enable VPN-SSL and configure the general settings on your
LANCOM R&S®Unified Firewall:

Input box ‘ Description

110 A slider button indicates whether VPN SSL is enabled (1) or disabled (0). Click on the slider
button to change the status of this option.

Host certificate Select a host certificate that your LANCOM R&S®Unified Firewall uses for all VPN SSL
connections.

DNS Optional: Enter a DNS server to be used by clients for client-to-site connections.

WINS Optional: Enter a WINS server to be used by clients for client-to-site connections.
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Timeout Enter the timeout in seconds. The tunnel is disconnected if there is no data flow before the
timeout expires. The default is 0. The tunnel is thus kept open permanently.

Log Level Set the event log level here. For troubleshooting, event log level 5 is recommended.

Routes Enter routes for the VPN SSL tunnels to be created by the clients or the remote end of the
connection. These routes will be used for all VPN SSL connections.

Click on Add to add the route to the list. You can edit or delete any entry in the list by clicking
on the appropriate icon.

Please refer to /cons and buttons on page 26 for further information.

When you edit an entry, a checkmark will appear to the right of the entry. Click the
checkmark to accept the change.

On tab Client-to-Site:

Input box ‘ Description

Protocol Select the protocol with the appropriate radio button. By default UDP is selected.

Port Specify the VPN SSL listening port to be used for incoming connections.

@ This port number also has to be specified in the client software.

Address pool Specify the address range from which IP addresses are assigned to clients. This address range
must not overlap with your local networks.

Encryption algorithm Use the drop-down list to select the encryption algorithm to use for C2S connections over VPN
SSL.

The following encryption algorithms are available:

> AES 128 (default setting)
AES 192

AES 256

3DES

Blowfish

Cast5

vV V V VvV Vv

Key renegotiation To increase security, a VPN SSL connection renegotiates the session key while the connection
is in progress. Enter the interval for key renegotiation in seconds.

Compression Optional: Check this box to enable LZO (Lempel-Ziv-Oberhumer, an algorithm for lossless data
compression). This checkbox is disabled by default.

On tab Site-to-Site:

Input box ‘ Description

Protocol Select the protocol with the appropriate radio button. By default UDP is selected.

Port Specify the VPN SSL listening port to be used for incoming connections.

@ The same port number must be specified at the remote end of the connection.

Address pool Specify the address range from which IP addresses are to be used for S2S connections. This
address range must not overlap with your local networks.

Encryption algorithm Use the drop-down list to select the encryption algorithm to use for S2S connections over VPN
SSL.
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The following encryption algorithms are available:

> AES 128 (default setting)
AES 192

AES 256

3DES

Blowfish

Cast5

vV V VvV VvV Vv

Key renegotiation

To increase security, a VPN SSL connection renegotiates the session key while the connection
is in progress. Enter the interval for key renegotiation in seconds.

Compression

Optional: Check this box to enable LZO (Lempel-Ziv-Oberhumer, an algorithm for lossless data
compression). This checkbox is disabled by default.

On the Bridging tab you specify the settings for the VPN SSL server connection:

Input box ‘ Description

Protocol

Select the protocol with the appropriate radio button. By default UDP is selected.

Port

Specify the number of the VPN SSL listening port to be used for bridging.

@ The same port number must be specified at the remote end of the connection.

Encryption algorithm

Use the drop-down list to select the encryption algorithm to use for bridging over VPN SSL.
The following encryption algorithms are available:

> AES 128 (default setting)
AES 192

AES 256

3DES

Blowfish

Cast5

vV V V VvV Vv

Key renegotiation

To increase security, a VPN SSL connection renegotiates the session key while the connection
is in progress. Enter the interval for key renegotiation in seconds.

Compression

Optional: Check this box to enable LZO (Lempel-Ziv-Oberhumer, an algorithm for lossless data
compression). This checkbox is disabled by default.

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

Click ¢ Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.7.2.2 VPN SSL connections

You can create and manage VPN SSL connections under VPN > VPN SSL > VPN SSL Connections.

Your LANCOM R&S®Unified Firewall is able to provide VPN access by means of VPN-SSL to remote clients (client-to-site)
and to create a secure tunnel between two remote networks (site-to-site).

Overview of VPN SSL connections

Navigate to VPN > VPN SSL > VPN SSL Connections to display the list of VPN SSL connections available on the system

in the object bar.
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In the expanded view, the table columns display the Name of the VPN SSL connection, the Certificate used for the
connection, as well as the Type and the Status of the connection. Use the buttons in the last column to view, modify
or export the settings for a VPN SSL connection, or to delete a connection from the system.

Please refer to /cons and buttons on page 26 for further information.

VPN SSL connection settings

Under VPN > VPN SSL > VPN SSL Connections you can add a VPN SSL connection or edit an existing connection.

With the settings under VPN SSL Connections you can adjust the following parameters:

Input box ‘ Description

110 A slider button indicates whether the VPN SSL connection is enabled (1) or disabled (0). Click
on the slider button to change the status of this connection. Newly created connections are
enabled by default.

Name Enter a unique name for this connection. The name has to consist of alphanumeric characters
(i.e. letters excepting &, 6, U and B, numbers and special characters).

Certificate Select the server certificate for VPN SSL connections from the drop-down list. A CA and

certificates derived from it are shown as “Recommended”. This means that by using the CA,
several connections can be exported that only need to be defined once on the firewall. Do
this in the export dialog for VPN-SSL connections by selecting a CA certificate under Remote
Certificate.

@ The VPN certificate must be signed by the same Certificate Authority (CA) at all
locations. It is therefore advisable to administer the VPN certification authority and
the VPN certificates at one location and to export the VPN certificates from there to
all other locations.

Connection type

Select the connection type and the function of the LANCOM R&S®Unified Firewall by selecting
the appropriate radio button.

You can choose from the following types:

> Client-to-Site — A C2S connection is established (e.g. for full tunneling).

@ This connection type can, for example, be used with the OpenVPN client, primarily
to connect mobile clients to your local network.
> Site-to-Site (Server) — An 525 connection is established with your LANCOM R&S®CUnified
Firewall acting as a server.

> Site-to-Site (Client) — An $25 connection is established. Your LANCOM R&S®Unified
Firewall acts as a client.

> Bridge (Server) — A bridge server connection is established.

You can create several bridge server connections; however, all connections must
use the same bridge so that, for example, several locations can be combined into
one network. No other settings are required.

> Bridge (Client) — A bridge client connection is established.

@ As soon as a connection has been established, an automatically generated TAP
interface appears in the port list for the bridge. This TAP interface cannot be
removed from the bridge, but it can be used in desktop connections like any
other interface in order to help to define rules.

The items displayed in the settings depend on the connection type selected:

You can configure the following items for client-to-site connections:

Input box

Description

Set default gateway

Check this box to use the VPN SSL tunnel as the default route (for example, for full tunneling).
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Client IP

Optional: Enter the IP address where the client can be reached.

Additional remote networks

The local area networks to which the client sets up connection routes must be specified in
valid CIDR notation (IP address followed by a slash “/" and the number of bits specified in the
subnet mask, e.g. 192.168.1.0/24).

Click on Add to add a network to the list.
You can edit or delete any entry in the list by clicking on the appropriate icon.

Please refer to /cons and buttons on page 26 for further information.

When you edit an entry, a checkmark will appear to the right of the entry. Click the
checkmark to accept the change.

For site-to-site connections where your LANCOM R&S®Unified Firewall acts as a server, you can configure the following

items:

Input box ‘ Description

Address pool Specify the address range from which IP addresses will be used for this connection. The address
range is specified in the VPN SSL settings. Please refer to VPN-SSL on page 181 for further
information.

Remote IP Optional: Enter the IP address of the remote end of the connection.

Remote Networks

Specify the networks available at the remote end of the connection. Once the connection is
successfully established, the server creates routes to these networks.

Click on Add to add a network to the list.
You can edit or delete any entry in the list by clicking on the appropriate icon.

Please refer to /cons and buttons on page 26 for further information.

When you edit an entry, a checkmark will appear to the right of the entry. Click the
checkmark to accept the change.

Additional Local Networks

Specify any additional local networks. Once the connection is successfully established, the
server creates routes to these networks.

Click on Add to add a network to the list.
You can edit or delete any entry in the list by clicking on the appropriate icon.

Please refer to /cons and buttons on page 26 for further information.

When you edit an entry, a checkmark will appear to the right of the entry. Click the
checkmark to accept the change.

For site-to-site connections where your LANCOM R&S®Unified Firewall acts as a client, you can configure the following

items:

Input box Description

Address pool

Specify the address range from which IP addresses will be used for this connection. The address
range is specified in the VPN SSL settings. Please refer to VPN-SSL on page 181 for further
information.

Remote Addresses

Enter the IP address where the remote end of the connection can be reached.

Click on Add to add a network to the list. If you add more than one network, an automatic
failover will be triggered if the first network becomes unreachable. In this case, your LANCOM
R&S®Unified Firewall will try to reach the other networks in the list one by one until a network
is found.
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Input box ‘ Description

You can edit or delete any entry in the list by clicking on the appropriate icon.

Please refer to /cons and buttons on page 26 for further information.

When you edit an entry, a checkmark will appear to the right of the entry. Click the
checkmark to accept the change.

Remote Port Enter the port number used at the remote end of this connection.

Try establishing connection for | Specify the timeout in minutes after which no further connection attempts will be made. If
this option is set to 0, the connection attempts will continue without interruption.

You can configure the following items for bridge-server connections:

Input box Description
Bridge Select a bridge from the preconfigured bridges. Please refer to VPN-SSL on page 181 for further
information.

You can configure the following items for bridge-client connections:

Input box ‘ Description

Bridge Select a bridge from the preconfigured bridges. Please refer to VPN-SSL on page 181 for further
information.
Remote Addresses Enter the IP address where the remote end of the connection can be reached.

Click on Add to add a network to the list. If you add more than one network, an automatic
failover will be triggered if the first network becomes unreachable. In this case, your LANCOM
R&S®Unified Firewall will try to reach the other networks in the list one by one until a network
is found.

You can edit or delete any entry in the list by clicking on the appropriate icon.

Please refer to /cons and buttons on page 26 for further information.

When you edit an entry, a checkmark will appear to the right of the entry. Click the
checkmark to accept the change.

Remote Port Enter the port number used at the remote end of this connection.

Try establishing connection for | Specify the timeout in minutes after which no further connection attempts will be made. If
this option is set to 0, the connection attempts will continue without interruption.

The buttons available at the bottom right of the edit box depend on whether you are adding a new VPN SSL connection
or editing an existing connection. For a new connection, click Create to add the connection to the list of available VPN
SSL connections, or Cancel to discard your changes.

If you have made changes, you can use the buttons at the bottom right of the edit window to save them (Save) or discard
them (Reset). Otherwise you can close the window (Close).

Click  Activate in the toolbar at the top of the desktop to apply your configuration changes.

3.4.7.3 WireGuard
Set up VPN connections secured by WireGuard under VPN > WireGuard.

@ WireGuard currently only works correctly on Unified Firewalls with one Internet connection. On a Unified Firewall
with more than one Internet connection no data can be transmitted via the WireGuard connection, as the Unified
Firewall sends the response packets via another Internet connection than incoming packets.
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3.4.7.3.1 WireGuard Connection

Under VPN > WireGuard you can manage WireGuard VPN connections.

Input field ‘ Description

110 Aslide switch indicates whether this WireGuard connection is active (1) or inactive (0). Clicking
on the slide switch changes the status of this option.

Name Give this WireGuard connection a name.

Interface Selection list in which WireGuard interfaces can be selected. See WireGuard Interfaces.

Address Enter the IP address of the WireGuard interface here. This can be both an implicit IP address
(132 prefix length) and an 1P address with prefix length less than 32.

Port Port on the firewall over which the WireGuard connection can be established by the remote
peer. For the first connection, the default port 51820 is suggested, then for each additional
connection, the port is incremented or the next unused port is suggested.

Remote peers can be configured under the Peers tab. Click on @ to open the peer dialog.

Tabelle 23: Peers

Input field Description

Name

Give this remote station a name.

Remote Address

Optional external address of the remote terminal that can thus be reached via the Internet.
Can also be a domain name. If specified, then the firewall will attempt to initiate the connection.
The specification is required if a remote port is specified.

Remote Port Optional port through which the connection is to be established. Required if a remote address
is specified.

Public Key The base64-encoded public key of the remote peer.

Keep Alive Interval in seconds for sending packets to maintain the connection, default 25, with a value

of 0 the connection is established only when needed.

Create Routes

If enabled, then all IP addresses under Allowed IP Addresses are automatically added to
the routing table 201. Otherwise, you must create the routes manually.

Allowed IP Addresses

IP addresses or networks with subnet mask that are to be accessible via the WireGuard
connection.

Under the Authentication tab, a private/public key pair can be created. These are used by WireGuard instead of

certificates.

Tabelle 24: Authentication

Input field ‘ Description

Modify Private Key

This option is intended to prevent overwriting a key that has already been entered. Checking
this box also enables the Generate Key Pair button.

Private Key

Either enter a Base64 string as the private key or leave the field empty.

Public Key

The public key for the private key. If necessary, generate it using Generate Key Pair.

Generate Key Pair

With a click on this button you create a private / public key pair. If a private key already exists,
then you will receive a confirmation prompt.

Generate Public Key

With a click on this button you generate a public key for an already entered private key.

Copy Public Key

Copy the public key to the clipboard. The copied key can then be entered on the remote site,
or sent to the remote site admin.
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The buttons at the bottom right of the edit box depend on whether you are adding a new connection or editing an
existing one. For a newly configured connection, click Create to add it to the list of available connections or Cancel to
discard your changes. To edit an existing connection, click Save to save the newly configured connection or Reset to
discard your changes.

3.4.8 Certificate Management

188

Use the settings under # Certificate Management to manage the certificates used by the integrated SSL proxy and
OpenVPN server, to create templates that simplify the generation of certificates, and to manage your proxy CAs.

3.4.8.1 Certificates

The Certificates configuration dialog allows you to manage the certificates used by the LANCOM R&S®Unified Firewall
web client, the built-in SSL proxy and the OpenVPN server.

To secure encrypted connections, your LANCOM R&S®Unified Firewall uses digital certificates as per the X.509 standard.

The LANCOM R&S®Unified Firewall itself acts as a certification authority. Therefore, a so-called CA certificate is required.
To centralize the management of the certificates, it is advisable to create a CA certificate on a central firewall and use
it to sign every certificate used for the application directly. This is called a single-staged certification chain.

All certificates for applications have to be signed by the central firewall. If a certificate is needed for another firewall,
you have to create a request on it. This request has to be signed by the central firewall. The signed request which you
created has to be imported by the other firewalls to use it.

If the other firewalls require the ability to create certificates for mostly local purposes which are however recognized as
valid to your whole organization, you can use multi-staged certification chains. Therefore, you need a so-called root CA
certificate on your central firewall with which you sign the secondary CA certificates. You need to create requests for
these secondary CA certificates on your other firewalls. After importing the signed CA certificates, the other firewalls
themselves are able to sign certificates for applications. To display these hierarchies clearly, your LANCOM R&S®Unified
Firewall shows them in a tree view.

3.4.8.1.1 Overview of certificates

Navigate to Certificate Management > Certificates to display a tree diagram listing the certificates available on the
system as organized by certificate authority.

Use the buttons above the list to expand or collapse the branches, import a certificate from a file (#J), sign a certificate
signing request, or create a new certificate.

After the initial boot-up and following a new installation, the following certificates are created by default, although
occasionally they first have to be selected in the setup wizard:

Table 25: Previously created certificates

Certificate name Description

LCOS FX default root CA Top-level certification authority used to create subordinate certification authorities and
certificates.

LCOS FX default HTTPS proxy CA Certification authority for creating subordinated certificates for use by the HTTPS proxy.

LCOS FX default app-filter certificate | Preconfigured certificate for application management.

LCOS FX default mail proxy CA Certification authority for creating subordinated certificates for use by the mail proxy.
LCOS FX default mail proxy Preconfigured certificate for the mail proxy.

certificate

LCOS FX default web portal Preconfigured certificate for the web portal.

certificate
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Certificate name Description
LCOS FX default web server Preconfigured certificate for the web server.
certificate

This list displays the name of the respective certificate and its dependencies as shown by the tree structure. The button
behind each certificate indicate its validity:

> @ — certificate is valid
@ — certificate expires in 8 to 30 days
@ — certificate expires in one to 7 days

>

>

> A — certificate has expired

> © — certificate has been revoked
>

> — certificate has been replaced

Also displayed is the availability of a private key for the certificate (#) and a “CA” shows whether the certificate is a
certification authority. You can also use the buttons to display details of each certificate (@), export a certificate ([#),
renew the validity of a certificate (C), revoke the certificate (S), and delete the certificate or just its private key ().

Please refer to Icons and buttons on page 26 for further information.

Filtering the certificate overview

You can use Certificate Filter in the input field to narrow down the results by using different search criteria and options.

Certificates

O -

Certificate Filter % 4+ Giltig ]

or ||x 4 Private-Key @ |+or|~

Reset
LCOS FX Default Root CA opF coeom®
LCOS FX Default HTTPS Proxy CA QpF CcCoeIM
LCOS FX Default Appfilter Certificate 0 ’ coe® ﬁ &
LCOS FX Default Mail Proxy CA QF coemm
LCOS FX Default Mail Proxy Certificate 0 ’ coe® ﬁ c]
LCOS FX Default Web Portal Certificate 0 ’ coe® ﬁ o g
LCOS FX Default Webserver Certificate 0 ’ coe® ﬁ o g

Figure 38: Certificates with applied filter

Proceed as follows to create a filter:
1. Clickin the input field.
The web client displays suggested filters.

2. Select one of the suggested filters from the drop-down list, or enter any search text to receive further suggestions.
Predefined filters are:

> Status

> Valid certificates
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Expired certificates

Revoked Certificates

Certificates valid for less than a week
Certificates valid for less than a month
Certificates not yet valid

VvV VvV V VvV Vv

> Property

With private key

Is a certificate authority

Is a request

Was generated using one of the following key algorithms: RSA, NIST curves, ED448, ED25519

NIST curve types: secp224r1, secp256r1, secp384r1, secp521r1, secp256k1

Key size 1024, 1536, 2048, 3072, 4096, 6144 and 8192

Key usage: Content commitment, CRL signature, data encryption, decryption only, digital signature, encryption

only, key agreement, key certificate signature, key encryption

> Extended key usage: Any advanced key usage, client authentication, code signature, e-mail protection, OCSP
signature, server authentication, time stamp

> Hash algorithms: sha1, sha224, sha256, sha384, sha512

> Reasons for revocation: Unspecified, key compromised, CA compromised, affiliation changed, replaced,

business discontinuation, rights revoked, attribute authority compromised

vV V VvV V V VvV Vv

Entering text shows new filter properties:
> Text

> Common Name contains entered text
> Subject contains entered text
> Subject of the issuer contains entered text

> Hexadecimal notation (hyphens and colons are ignored, i.e. you can enter “dddd”, “dd-dd" or “dd: dd”, and all
are considered valid)

> Fingerprint contains entered text
> Signature contains entered text

@ For each suggestion, you can specify whether to use this as an inclusion filter ( % / AND) or exclusion filter
(@ / AND-NOT).

After selection, the suggested filter is inserted into the input field as a search criterion.

The list of certificates is adapted to the search query.

Repeat the above steps until you have added the desired filter criteria to your query.

@ Only entries that match all filter criteria are displayed.

To delete a filter criterion in a search query, click on .

You can add multiple lines to your search by clicking on + OR next to the input field. You can choose to insert a new
blank line or to copy the last created line. Each line is a separate search query, which is ORed with the other lines.

Delete the line by clicking W next to the line.
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Creating a certificate or certificate request

With the plus button €@ above the list with the elements you can create new certificates and signing requests. You can

configure the following elements:

Input box ‘ Description

Certificate Type

Choose between the options Certificate to create a certificate or a certification authority (CA)
and a Certificate Signing Request. With the latter, you create a certification request for a
certificate or for a subordinate CA, which then has to be signed by a higher-level CA to become
valid.

@ When selecting the option Certificate Signing Request, neither the Validity nor
the Signing CA can be selected as these are specified when the certificate is signed.
The created request appears under the certificates in a separate branch of the
certificate tree, Outstanding Certificate Signing Requests.

Common Name (CN)

Specify a name for this certificate.

Private Key Password

Required: Enter a password to secure the private key.

Show Password

Optional: Set a check mark in the check box to view the password.

Validity

Set the starting time for the certificate’s validity period. The input boxes are already filled out
with the current date as the creation date and the expiry date set to the same day one year
later in the case of a certificate or 5 years later in the case of a certificate authority. To specify
a different period, select one of the options provided or select the start and end date in the
calendar that is displayed.

The start and end dates are displayed in the following format: MM/DD/YYYY — MM/DD/YYYY
(e.g.04/18/2021 - 04/18/2031).

Template

Optional: Choose one of the Templates on page 195 to fill-out the boxes in the section “Options”
and “Subject and SAN" with values from the template.

@ If you select a template, any settings you made previously are overwritten!

Signing CA

Select the signing CA.

CA Password

With a CA is selected this field is mandatory, unless it is one of the LCOS FX CAs listed in Table
25: Previously created certificates on page 188. Enter a password for the private key of the
signing certification authority. The password is required because the public key of the new
certificate is signed with the private key of the signing CA.

Show CA Password

Optional: Set a check mark in the check box to view the password.

Certificate Authority

This option determines whether or not the certificate being created can also be used as a
certification authority to sign other certificates.

Caution: There are different default periods of validity for certificates (1 year) and
Certificate Authorities (5 years). Changing this property causes the validity period to
be adjusted.

Path Length

Only available if Certificate Authority is selected. Here you determine how many sub-CA
levels can be created with this CA. With a value of 0, no sub-CAs can be signed with this CA,
i.e. only “normal” certificates can be signed with this CA. If the field is left blank, there is no
limit.

Key Usage

Click in the box for a choice of preset property values, e.g. data encryption.

Encryption algorithm

Select the algorithm you require from the list of results.

> RSA (default setting)
> NIST Curves
> ED448
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Input box Description

> ED25519

If you select the option "NIST curves”, you have to select the type of NIST curve from
the Curve field.

However, the new algorithms NIST Curves, ed448 and ed25519 are only partially
supported or not yet supported at all by some services, e.g. in the reverse proxy.

Curve If you selected the option “NIST curves” under Encryption algorithm, you select the type of
NIST curve here.

> NIST P-224 (SECP224R1)
NIST P-256 (SECP256R1)
NIST P-384 (SECP384R1)
NIST P-521 (SECP521R1)
SECP256K1

VvV VvV VvV Vv

Key Size If you selected the option “RSA” under Encryption algorithm, you select the key size here.

Note that key sizes below 2048 are no longer accepted by some services on the
firewall, such as mail and HTTPS proxy.

Hash Algorithm Select one of the available hash algorithms.

> shai

sha224

sha256

sha384 (default setting)
sha512

VvV VvV VvV Vv

Extended Key Usage Here you can click in the box to add further predefined property values from a list, such as
the timestamp, for example.

Subject Optional: From the drop-down list you can choose any number of subjects, such as Country (C),
State (ST), Organization (0), or Organizational Unit (OU), and enter the content in the
input box to the right. Click on ® on the right-hand side to add an entry to the list. You can
edit or delete any entry in the lists by clicking on the appropriate icon.

Please refer to /cons and buttons on page 26 for further information.

@ When you edit a Subject, a checkmark will appear to the right of the entry. You first
have to confirm your change with this checkmark before you can save the certificate
settings.

Subject Alternative Name (SAN) | Optional: You can enter any number of custom names for different uses and select the
appropriate types from the drop-down list. The following types are available: E-Ma i1, DNS,

DirName, URI, IP and RegID. Click on @® on the right-hand side to add a Subject

Alternative Name (SAN) to the list. You can edit or delete any entry in the lists by clicking on
the appropriate icon.

Please refer to /cons and buttons on page 26 for further information.

When you edit a Subject Alternative Name (SAN), a checkmark will appear to the
right of the entry. You first have to confirm your change with this checkmark before
you can save the certificate settings.

With the buttons in the lower right corner of the editing field, you can create a new certificate and add it to the list of
available certificates, or cancel the creation of a new certificate (Cancel).
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Importing a certificate or signing a certificate signing request

The ¥ button above the list allows you to import a certificate from a file or to sign a certificate signing request.

+] Import Certificate / Sign CSR

Selection @ Import Certificate

Certificate File

Select File
Decryption Password

New Private Key Password

] Show Password

Cance Import

Figure 39: Importing a certificate / signing a certificate signing request

The radio buttons at the top allow you to chose between importing a certificate or signing a certificate signing request.

The import function supports certificate files in various formats (*.pem, *.p12, *.pfx, *.cer, *.crt, *.der). If the file contains
a private key, a password must be entered to decrypt the private key, and a password must be entered to encrypt the
private key again. You can optionally display the password.

In the case of a certificate signing request, select the associated file. The following file types are supported: * .pem, *
.crt, * .cer, * .der. You select a signing CA and enter the associated password. The validity period must also be selected.
Once signed successfully, the certificate is offered for download as a PEM.

With the buttons in the lower right corner of the editing field, you can import the selected certificate file and add it to
the list of available certificates, sign the certificate signing request, or cancel the dialog (Cancel).

Renew certificate

The C' button for a certificate in the list prompts a new certificate to be created with a new validity period.

In the case of a simple certificate, select the new period under Validity and enter the CA Password of the relevant CA
certificate. For certificates that are not self-signed, a completely different CA can be selected when renewing. This is not
limited to the current CA. For certificates that are not self-signed, two passwords must be entered; the CA password and
the private-key password of the certificate being renewed.

With a Certificate Authority (CA) you can also change the Common Name and assign a new validity period to the
certificates signed by this CA.

@ Derived sub-CAs and certificates must be renewed manually.

@ The certificates due for renewal are no longer revoked automatically. You can optionally carry out the revocation
after the renewal.
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Use the buttons at the bottom right in the editing box to renew the validity period of the selected certificate or CA and,
if necessary, the certificates signed by it, or to cancel the dialog (Cancel).

Revoke certificate

With the © button you can revoke a listed certificate. To do this, you must select a reason and enter the password of
the private key of the certificate's parent CA.

Certificates cannot be revoked if

> the certificate was revoked already,
> the certificate does not have a CA (first-level CA) or
> the CA of the certificate does not have a private key.

Use the buttons in the lower right-hand corner of the editing window to revoke the selected certificate or to cancel the
dialog (Cancel).

Viewing certificate details

The button @ is used to view the details of a certificate in the list.

You can use the buttons in the lower right corner of the edit box to copy the public key and the certificate’s fingerprint
to the clipboard, or to close the dialog (Close).

Deleting a certificate or private key

The T button next to a certificate in the list allows you to delete the certificate or the private key that belongs to it.

Unlike a revoked certificate, a deleted certificate is also removed from the certificate tree. No password is required to
do this.

Use the buttons in the lower right-hand corner of the editing window to delete the certificate or the private key only, or
to cancel the dialog (Cancel).

Exporting a certificate

The [# button next to a certificate in the list allows you to export the certificate in the format PEM, PKCS, or DER.

PEM

An export in the PEM format usually exports the public portion of the certificate only. Optionally, the related CAs can
also be included in the PEM file. If available, the private key can be exported as well. This requires the current password
to decrypt the private key and a new password to encrypt the exported private key. If the certificate has no private key,
this option is not available.

PKCS

The PKCS format is only available for exporting certificates that have a private key. As with the PEM export, this requires
the current password to decrypt the private key and a new password to encrypt the exported private key. Unlike PEM,
the password is required to encrypt the entire container and not the private key.

DER

An export in the DER format involves the certificate being exported in the PEM format, in which case the PEM is Base64
coded. Here too the private key can optionally be exported by using the passwords. Since the DER format supports one
certificate only, the certificate and the private key are stored separately and collected into a ZIP file. The private key is
saved in the pkcs8 format.

Use the buttons in the lower right-hand corner of the editing window to export the certificate or to cancel the dialog
(Cancel).
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3.4.8.1.2 Private key password
Whenever a certificate with a private key is required, you must enter this password to decrypt the key if

> the relevant settings are activated or
> the certificate is changed.

This behavior affects the following dialogs and settings:

Command Center settings

Web client settings

Application Management settings
HTTP proxy settings

Mail proxy settings

Reverse proxy front-end settings
Settings for the external portal
VPN profiles

Settings for the internal portal
IPsec connections with cert. or CA authentication
VPN SSL settings

vV V V V V V V V VvV VYV

@ By contrast, there is no need to enter a private key password if it is one of the LCOS FX CAs listed in Table 25:
Previously created certificates on page 188.

3.4.8.2 Templates

To simplify the creation of new certificates, you can use templates to automatically fill out the input boxes for a range
of optional fields, e.g. the Distinguished Name and the Subject Alternative Names.

3.4.8.2.1 Templates overview

Navigate to Certificate Management > Templates to display the list of templates available on the system in the object
bar. Two templates for certificates and certificate authorities are available after installing the LANCOM R&S®Unified
Firewall.

In the expanded view, the table columns show the name and settings of the template. Use the buttons in the last column
to view and modify a template’s settings, create a new template based on a copy of an existing one, or delete a template
from the system.

@ The two default templates cannot be deleted.

Please refer to Icons and buttons on page 26 for further information.

3.4.8.2.2 Settings for templates

In the Templates editing window you can specify additional certificate options, which can be used automatically when
a certificate is created. The following elements can be specified:

Input box ‘ Description

Name Enter a name for this template. You can use this name to select the template when creating
the certificate.

Certificate Authority This option determines whether or not the certificate being created can also be used as a
certification authority to sign other certificates.

Caution: There are different default periods of validity for certificates (1 year) and
Certificate Authorities (5 years). Changing this property causes the validity period to
be adjusted.
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Input box Description

Path Length

Only available if Certificate Authority is selected. Here you determine how many sub-CA
levels can be created with this CA. With a value of 0, no sub-CAs can be signed with this CA,
i.e. only “normal” certificates can be signed with this CA. If the field is left blank, there is no
limit.

Key Usage

Click in the box for a choice of preset property values, e.g. data encryption.

Encryption algorithm

Select the algorithm you require from the list.

If you select the option “NIST curves”, you have to select the type of NIST curve from
the Curve field.

Curve If you selected the option “NIST curves” under Encryption algorithm, you select the type of
NIST curve here.

Key Size If you selected the option “RSA” under Encryption algorithm, you select the key size here.

Hash Algorithm Select one of the available hash algorithms.

Extended Key Usage

Here you can click in the box to add further predefined property values from a list, such as
the timestamp, for example.

Subject

Optional: From the drop-down list you can choose any number of subjects, such as Country (C),
State (ST), Organization (0), or Organizational Unit (OU), and enter the content in the
input box to the right. Click on ® on the right-hand side to add an entry to the list. You can
edit or delete any entry in the lists by clicking on the appropriate icon.

Please refer to /cons and buttons on page 26 for further information.

@ When you edit a Subject, a checkmark will appear to the right of the entry. You first
have to confirm your change with this checkmark before you can save the certificate
settings.

Subject Alternative Name (SAN)

Optional: You can enter any number of custom names for different uses and select the
appropriate types from the drop-down list. The following types are available: E-Mai1, DNS,

DirName, URI, IP and RegID. Click on ® on the right-hand side to add a Subject

Alternative Name (SAN) to the list. You can edit or delete any entry in the lists by clicking on
the appropriate icon.

Please refer to /cons and buttons on page 26 for further information.

When you edit a Subject Alternative Name (SAN), a checkmark will appear to the
right of the entry. You first have to confirm your change with this checkmark before
you can save the certificate settings.
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The buttons available at the bottom right of the edit box depend on whether you are adding a new template or editing
an existing one. For a newly configured template, click Create to add it to the list of available templates, or Cancel to
discard your changes. To edit an existing template, click Save to save the newly configured template, or Reset to discard

your changes.

3.4.8.3 Let's Encrypt

With the settings under Let's Encrypt you can use Let's Encrypt certificates. In addition to a Let's Encrypt account, only
a few settings on the firewall are required for this.

3.4.8.3.1 Let's Encrypt Settings

In the Certificate Management > Let's Encrypt editing window, you can make settings for Let's Encrypt certificates.
The following items can be specified:
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Input field Description

E-Mail Address Enter the e-mail address with which the Let's Encrypt account will be registered.

Server Address Optionally, enter an URL for the Let's Encrypt server. If the server's certificate is not globally
trusted, the corresponding certificate authority must be imported in the certificate management
and then selected here.

Certificate Authority If the URL for the Let's Encrypt server has changed, enter the certificate authority here if it is
not globally trusted.

Key Type Select the key type to be used for generating the Let's Encrypt certificates. The available options
are ECDSA (recommended), RSA 4096, and RSA 2048 (legacy).

When changing the key type, a confirmation prompt will appear. After confirmation,
all previously used certificates that do not match the new key type will be immediately
renewed with the new type.

If you have modified these settings, use the buttons at the bottom right of the editor panel to confirm (Save) or to discard
your changes (Reset). Otherwise, you can close the dialog (Close).

The certificates created using Let's Encrypt are displayed under Certificate Management > Certificates under Let's

Encrypt certificates.These certificates can only be “Renewed”, “Viewed" and “Exported”. “Revoking”, “Deleting” and
also “Renewing” when the end of the validity period is reached are performed automatically.

3.4.8.4 Truststore

The settings under Truststore are used to manage your CA certificates: For this purpose, they are arranged in trusted
and untrusted lists.

3.4.8.4.1 Trustworthy CAs

Navigate to Certificate Management > Truststore > Trustworthy CAs for the object bar to display a list of the custom
and system certificate authorities currently created in the system and that are trusted by the SSL proxy for external
connections.

In the expanded view, the Common Name of the CA certificate is displayed in the first column of the table. Use the
buttons in the last column to view the settings for a CA certificate or to mark a CA certificate as untrusted. This will place
it in the list under Certificate Management > Truststore > Untrustworthy CAs. You can also delete user-defined
CA certificates.

Please refer to Icons and buttons on page 26 for further information.

To send a user-defined CA to your LANCOM R&S®Unified Firewall, click the 1 (Import) button in the header of the object

bar, select the desired PEM/CRT file, open it, and click Import. The imported user-defined certificate is added to the list
of available trusted proxy CAs. Use the option Show User Defined CAs Only to reduce the displayed list to the Certificate
Authorities you have added.

3.4.8.4.2 Untrustworthy CAs

Navigate to Certificate Management > Truststore > Untrustworthy CAs for the object bar to display a list of
user-defined and system certification authorities currently created in the system and that are not trusted by the SSL
proxy for external connections.

In the expanded view, the Common Name of the CA certificate is displayed in the first column of the table. Use the
buttons in the last column to view the settings for a CA certificate or to mark a CA certificate as trusted. This will place
it in the list under Certificate Management > Truststore > Trustworthy CAs. You can also delete user-defined CA
certificates.

Please refer to Icons and buttons on page 26 for further information.

Use the option Show User Defined CAs Only to reduce the displayed list to the Certificate Authorities you have added.
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Navigate to the # Diagnostic Tools menu to use diagnostic tools if communication problems occur between your
LANCOM R&S®Unified Firewall and other devices .

Use the diagnostic tools to verify whether your LANCOM R&S®Unified Firewall can communicate with a computer or
other device with a specific network address (ping), or to trace a message’s route through the network (t raceroute).

@ To allow diagnostic analysis between zones, a firewall rule with the ICMP protocol or the ICMP Ping application
has to be active in the corresponding direction.

You can find more information regarding diagnostic tools in the following sections.

3.4.9.1 Ping

Navigate to Diagnostic Tools > Ping to use the ping command to check if your LANCOM R&S®Unified Firewall can
communicate with a computer or other device at a specific network address.

Ping is a diagnostic tool that continuously sends ping signals to the target to check if it is able to receive data. Pinging
can help you debug communication problems by verifying connectivity between your LANCOM R&S®Unified Firewall
and the remote device.

The Pingconfiguration dialog allows you to configure the following elements:

Input field ‘ Description

Destination Enter a valid network address to ping.

Request Count Select the number of ICMP echo request packets to be sent to the target. You can choose any
integer from 1 to 10 from the drop-down list. The default number is set to 4.

Click Run to start pinging. The Output area displays the output of the pi ng command. If the other device responds to
the ping, your LANCOM R&S®Unified Firewall can reach the device.

The Close button at the bottom of the panel allows you to shut the panel and return to the complete overview of your
entire configured network.

3.4.9.2 Traceroute
Navigate to Diagnostic Tools > Traceroute to use the t raceroute command to track the path a message takes
through the network.

Packets sent from your LANCOM R&S®Unified Firewall may pass through many other devices on the way to their final
destination, which can make it difficult to figure out where problems are occurring if connectivity cannot be established.
The traceroute command allows you to trace the routes of your LANCOM R&S®Unified Firewall packets to a certain

host.

The Traceroute settings allow you to configure the following Parameters:

Input field Description

Destination Enter the IP address of the final destination.

Max Hops Enter the maximum number of nodes (routers or other devices) to be traversed on the way to
the destination. The number is set to 30 by default, but you can enter any integer from 1 to

255. If the destination is not reached before this threshold, probe packets are discarded.

Click Run to start tracerouting. The Output area displays the list of gateways traversed along the way.
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The Close button at the bottom of the panel allows you to shut the panel and return to the complete overview of your
entire configured network.
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