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10-Gbps encryption rates for large networks:

Free update from LANCOM Systems delivers a performance
leap for enterprise VPN and SD-WAN

Aachen, July 19, 2021—With their latest firmware update, LANCOM
Systems offer a performance upgrade for large SD-WANs and VPN site-
connectivity scenarios. The throughput of the central-site gateway
LANCOM ISG-8000 increases to up to 10 Gbps. At the same time, the
switchover from one IPsec VPN connection to another when operating
Dynamic Path Selection (DPS) or Border Gateway Protocol (BGP) now takes
less than one second. LCOS 10.50 is available for free download now.

The LANCOM ISG-8000 operates as a central instance in large SD-WAN or site-
connectivity scenarios with several thousand IPsec VPN channels and high data
volumes. The performance upgrade available now distributes the data load
across multiple cores and thus increases the overall performance of VPN
connections to 10 Gbps. This means that significantly higher data volumes can

be exchanged in less time when operating multiple VPN channels.

Fast failover for high operational reliability

The update also optimizes the failover times, which are a decisive factor in
business-critical applications such as payment transactions with EC cash
terminals. When using Dynamic Path Selection (DPS) or Border Gateway
Protocol (BGP), connections can now be redirected to a better line in case of
guality loss during an active session. It is also possible to switch from one IPsec

VPN connection to another in less than one second.
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Extensions to IPv6 & virtual routers

In addition to the performance upgrade, LCOS 10.50 offers further IPv6 features
that are supported by all LANCOM VPN routers and SD-WAN gateways. These
include 464XLAT with IPv6-only in mobile communications, NAT with IPv6
(NPTv6), load balancing with IPv6, and IPv6 polling.

For the virtual LANCOM vRouter, the update expands platform support. In
addition to the hypervisor platforms Hyper-V, ESXi and Azure, it now also runs

on KVM systems (Kernel-based Virtual Machine).

The firmware LCOS 10.50 is available now for free download from the LANCOM
web site: https://www.lancom-systems.com/products/firmware/lcos-release/

About LANCOM Systems:
LANCOM Systems GmbH is a leading European manufacturer of network and security solutions for business

and the public sector. The portfolio includes hardware (WAN, LAN, WLAN, firewalls), virtual network

components, and cloud-based software-defined networking (SDN).

Software and hardware development as well as manufacturing take place mainly in Germany, as does the
hosting of the network management. There is a strong focus on trustworthiness and security. The company
is committed to products that are free from backdoors and is a holder of the trust mark “IT Security Made in

Germany” as initiated by the German Ministry of Economics.

LANCOM was founded in 2002 and has its headquarters in Wirselen near Aachen, Germany. Customers
include SMEs, government agencies, institutions, and major corporations from all over the world. Since
summer 2018, the company has been an independent subsidiary of the Munich-based technology group
Rohde & Schwarz.
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